UNITED STATESOF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of FILE NO. 012 3240

AGREEMENT CONTAINING
CONSENT ORDER

MICROSOFT CORPORATION,
a cor poration.

S N N N N N N

The Federd Trade Commission has conducted an investigation of certain acts and practices of
Microsoft, a corporation (“proposed respondent”). Proposed respondent, having been represented by
counsd, iswilling to enter into an agreement containing a consent order resolving the dlegations contained
in the attached draft complaint. Therefore,

ITISHEREBY AGREED by and between Microsoft, by itsduly authorized officer, and counsdl
for the Federal Trade Commission that:

1 Proposed respondent Microsoft is a Washington corporation with its principd office or
place of business a One Microsoft Way, Redmond, Washington 98052.

2. Proposed respondent admits al the jurisdictional facts set forth in the draft complaint.
3. Proposed respondent waives:
@ Any further procedurd steps;

(b) The requirement that the Commission's decision contain astatement of findings of
fact and conclusons of law; and

(© All rightsto seek judicid review or otherwise to chalenge or contest the vaidity
of the order entered pursuant to this agreement.

4, Thisagreement sha| not become part of the public record of the proceeding unlessand until
it is accepted by the Commission. If this agreement is accepted by the Commission, it, together with the
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draft complaint, will be placed on the public record for a period of thirty (30) days and information about
it publicly rdleased. The Commission thereafter may either withdraw its acceptance of this agreement and
S0 notify proposed respondent, in which event it will take such action as it may consider appropriate, or
issue and serveits complaint (in such form as the circumstances may require) and decision in disposition
of the proceeding.

5. This agreement isfor settlement purposes only and does not condtitute an admission by
proposed respondent that the law has been violated as dleged in the draft complaint, or that the facts as
dleged in the draft complaint, other than the jurisdictiond facts, are true.

6. This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions of Section 2.34
of the Commission's Rules, the Commission may, without further notice to proposed respondent, (1) issue
its complaint corresponding in form and substance with the atached draft complaint and its decison
containing the following order in disposition of the proceeding, and (2) make information abouit it public.
When so entered, the order shal have the same force and effect and may be atered, modified, or set asde
inthe same manner and within the sametime provided by statute for other orders. The order shal become
find upon service. Ddlivery of the complaint and the decision and order to proposed respondent’ s address
as dated in this agreement by any means specified in Section 4.4(a) of the Commission's Rules shdl
conditute service. Proposed respondent waives any right it may have to any other manner of service. The
complant may be used in congtruing thetermsof the order. No agreement, understanding, representation,
or interpretation not contained in the order or the agreement may be used to vary or contradict the terms
of the order.

7. Proposed respondent has read the draft complaint and consent order. It understandsthat
it may be liable for civil pendties in the amount provided by law and other gppropriate relief for each
violation of the order after it becomesfind.

ORDER
DEFINITIONS
For purposes of this order, the following definitions shal apply:
1. “Persondly identifiable information” or “persond information” shall mean individualy identifiable
information from or aout an individud including, but not limited to: (&) afirst and last name; (b) ahome

or other physica address, including street name and name of city or town; (c) an email address or other
online contact information, such as an ingant messaging user identifier or a screen name that reveds an
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individud’ semail address; (d) atelephone number; (€) aSocia Security Number; (f) apersistent identifier,
such as a customer number held in a“cookie” or processor seria number, that is combined with other
available data that identifies an individud; or (g) any information that is combined with any of (a) through
(f) above.

2. “Covered online service” shal mean Passport, Kids Passport, Passport Wallet, any subgtantialy
amilar product or service, or any multiste online authentication service.

3. Unless otherwise specified, “respondent” shall mean Microsoft Corporation, its successors and
assigns and its officers, agents, representatives, and empl oyees acting within the scope of their authority on
behdf of, or in active concert or participation with Microsoft Corporation.

4. “Commerce’ shall mean asdefined in Section 4 of the Federd Trade Commission Act, 15 U.S.C.
8 44.

IT IS ORDERED that respondent, directly or through any corporation, subsidiary, divison, or
other device, in connection with the advertising, marketing, promotion, offering for sde, or sde of a
covered online sarvice, in or affecting commerce, shal not misrepresent in any manner, expresdy or by
implication, its information practices, including:

A. what persona information is collected from or about consumers;

B. the extent to which respondent’ s product or service will maintain, protect or enhance the
privacy, confidentidity, or security of any persondly identifiableinformation collected from
or about consumers;

C. the steps respondent will take with respect to persond information it has collected in the
event that it changesthetermsof the privacy policy in effect at the time theinformation was
collected;

D. the extent to which the service alows parentsto control what information their children can
provide to participating Stes or the use of that information by such sites; and

E any other matter regarding the collection, use, or disclosure of persondly identifigble
informetion.
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IT ISFURTHER ORDERED that respondent, and its successors and assigns, in connection with
the advertisng, marketing, promotion, offering for sde, or sde of acovered online service, in or affecting
commerce, shal establish and maintain a comprehensive information security program in writing thet is
reasonably designed to protect the security, confidentidity, and integrity of persona information collected
from or about consumers. Such program shal contain adminigtrative, technica, and physica safeguards
appropriate to respondent’ s Size and complexity, the nature and scope of respondent’ s activities, and the
sengtivity of the persond information collected from or about consumers, including:

A.

The designation of an employee or employees to coordinate and be accountable for the
information security program.

The identification of materid internd and externd risksto the security, confidentidity, and
integrity of customer information that could result in the unauthorized disclosure, misuse,
dteration, destruction, or other compromise of such information, and assessment of the
aufficiency of any safeguards in place to control these risks. At a minimum, this risk
assessment should include congideration of risks in each area of relevant operation,
induding: (1) employee training and management; (2) information systems, including
network and software design, information processing, storage, transmission and disposd;
and (3) prevention, detection, and responseto attacks, intrusions, or other systemsfailures.

Desgn and implementation of reasonable safeguardsto control the risksidentified through
risk assessment, and regular testing or monitoring of the effectiveness of the safeguards
key controls, systems, and procedures.

Evauaion and adjusment of respondent’s information security program in light of the
results of the testing and monitoring required by paragraph C, any materia changes to
respondent’s operations or business arrangements, or any other circumstances that
respondent knows or has reason to know may have a materia impact on its information
Security program.
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IT ISFURTHER ORDERED that respondent obtain within one (1) year, and on abiannua basis
thereafter, an assessment and report from aqualified, objective, independent third-party professond, using
procedures and standards generally accepted in the profession, that certifies:

A.

that respondent has in place a security program that provides protections that meet or
exceed the protections required by Part 1l of this order; and

that respondent’s security program is operating with sufficient effectiveness to provide
reasonabl e assurancethat the security, confidentiaity, and integrity of consumer’ spersond
information has been protected.

The report required by this paragraph shall be prepared by a Certified Information System Security
Professiona (CISSP) or by aperson or organi zation approved by the Associate Director for Enforcement,
Bureau of Consumer Protection, Federal Trade Commission.

V.

IT ISFURTHER ORDERED that respondent, and its successors and assigns, shdl for a period
of five (5) years after the date of service of this order maintain and upon request make available to the
Federal Trade Commission for ingpection and copying aprint or e ectronic copy of thefollowing documents
relating to compliance with this order:

A.

a sample copy of each different print, broadcast, cable, or Internet advertisement,
promotion, information collection form, Web page, screen, email message, or other
document containing any representation to consumers regarding respondent’ s collection,
use, and security of persona information from or about consumers. Each Web page copy
shdl be dated and contain the full URL of the Web page where the materid was posted
online. Electronic copies shdl include dl text and graphics files, audio scripts, and other
compuiter files used in presenting the information on the Web. Provided, however, that
after creation of any Web page or screen in compliance with this order, respondent shall
not be required to retain a print or eectronic copy of any amended Web page or screen
to the extent that the amendment does not affect respondent’s compliance obligations
under this order;

dl plans, reports, studies, reviews, audits, audit trails, policies, and training materias,
whether prepared by or on behaf of respondent, relating to respondent’ s compliance with
this order; and
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C. any documents, whether prepared by or on behaf of respondent, that contradict, qualify,
or cal into question respondent’ s compliance with this order.

V.

IT ISFURTHER ORDERED that respondent, and its successors and assigns, shdl deliver acopy
of this order to al current and future principas, officers, directors, and managers, and to al current and
future employees, agents, and representatives having manageria responsibilities relaing to the subject
matter of this order. Respondent shall deliver this order to such current personnel within thirty (30) days
after the date of service of this order, and to such future personnd within thirty (30) days after the person
assumes such position or respongibilities.

VI.

IT IS FURTHER ORDERED that respondent Microsoft Corporation, and its successors and
assigns, shdl notify the Commission at least thirty (30) days prior to any changein the corporation that may
affect compliance obligationsarising under thisorder, including, but not limited to, adissolution, assgnment,
sale, merger, or other action that would result in the emergence of a successor corporation; the creation
or dissolution of asubsdiary, parent, or affiliate that engagesin any acts or practices subject to thisorder;
the proposed filing of a bankruptcy petition; or a change in the corporate name or address. Provided
however, that, with respect to any proposed change in the corporation about which respondent learnsless
than thirty (30) days prior to the date such action isto take place, respondent shdl notify the Commission
as oon asis practicable after obtaining such knowledge. All noticesrequired by this Part shal be sent by
certified mail to the Associate Director, Division of Enforcement, Bureau of Consumer Protection, Federd
Trade Commission, Washington, D.C. 20580.

VII.

IT IS FURTHER ORDERED that respondent Microsoft Corporation, and its successors and
assgns, shdl within sixty (60) days after service of thisorder, and a such other times asthe Federd Trade
Commissionmay require, filewith the Commission areport, inwriting, setting forth in detail the manner and
form in which they have complied with this order.
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VIII.

This order will terminate twenty (20) yearsfrom the date of itsissuance, or twenty (20) yearsfrom
the most recent date that the United States or the Federad Trade Commission files a complaint (with or
without an accompanying consent decree) in federd court aleging any violation of the order, whichever
comes later; provided, however, that the filing of such acomplaint will not affect the duration of:

A. Any Part in this order that terminatesin less than twenty (20) years,

B. This order's gpplication to any respondent that is not named as a defendant in such
complaint; and

C. This order if such complaint isfiled after the order has terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or afederd court rules that the respondent did not
violate any provison of the order, and the dismissa or ruling is either not appeded or upheld on apped,
thenthe order will terminate according to this Part asthough the complaint had never been filed, except that
the order will not terminate between the date such complaint is filed and the later of the deadline for
gppeding such dismissal or ruling and the date such dismissal or ruling is upheld on apped.

Sgnedthis day of , 2002.

MICROSOFT CORPORATION

By:

BRADFORD SMITH
Senior Vice Presdent

CHARLESE. BUFFON
Covington & Burling
Counsd for Respondent Microsoft Corporation

FEDERAL TRADE COMMISSI ON
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APPROVED:

JESSICA RICH
Assigtant Director
Divison of Financid Practices

J. HOWARD BEALES, Il
Director
Bureau of Consumer Protection

ELLEN R. FINN
Counsd for the Federd Trade Commission
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