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UNITED STATES DISTRICT COURT
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Civ. No.
FEDERAL TRADE COMMISSION,

Plaintiff,
COMPLAINT FOR INJUNCTIVE

VS. AND OTHER EQUITABLE RELIEF

TRUSTSOFT, INC. d/b/a
SWANKSOFT and SPYKILLER,

DANILO LADENDORYF, individually and
as an officer of Trustsoft, Inc.,

Defendants
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Plaintiff, the Federal Trade Commission (“FTC” or “Commission”), for its complaint alleges as
follows:

1. The Commission brings this action under Sections 13(b) and 19 of the Federal Trade
Commission Act ("FTC Act"), 15 U.S.C. §§ 53(b) and 57b, and the Controlling the Assault of Non-
Solicited Pornography and Marketing Act (“CAN-SPAM Act”), 15 U.S.C. §§ 7701 et seq., to obtain
preliminary and permanent injunctive relief, including rescission, restitution, redress, disgorgement, and
other equitable relief for defendants’ deceptive acts or practices in violation of Section 5 of the FTC Act,

15 U.S.C. § 45, and the CAN-SPAM Act.




JURISDICTION AND VENUE

2. Subject matter jurisdiction is conferred upon this Court by 15 U.S.C. §§ 45(a), 53(b), and
28 U.S.C. §§ 1331, 1337(a), and 1345.

3. Venue in this District is proper under 15 U.S.C. § 53(b) and 28 U.S.C. §§ 1391(b) and
(©).

PLAINTIFF

4, Plaintiff, the Federal Trade Commission, is an independent agency of the United States
Government created by statute. 15 U.S.C. §§ 41 et seq. The Commission is charged, inter alia, with
enforcement of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), which prohibits unfair or deceptive acts
or practices in or affecting commerce. The Commission is also charged with enforcing various provisions
of the CAN-SPAM Act as if a violation of the CAN-SPAM Act “were an unfair or deceptive act or
practice proscribed under section 18(a)(1)(B) of the [FTC Act] (15 U.S.C. § 57a(a)(1)(B)).” 15 U.S.C.
§ 7706(a). The Commission is authorized to initiate federal district court proceedings, by its own
attorneys, to enjoin violations of the FTC Act and the CAN-SPAM Act and to secure such equitable
relief as may be appropriate.

DEFENDANTS

S. Defendant Trustsoft, Inc. (“Trustsoft”), formerly Swanksoft Technologies, Inc., is a Texas
corporation with its purported principal place of business located at 1330 Post Oak Blvd., Suite 2300,
Houston, Texas. At all times material to this complaint, Defendant Trustsoft does or has done business
as “Swanksoft,” “SpyKiller” and “SpyKiller.com.” Defendant Trustsoft transacts or has transacted

business in this District.




6. Defendant Danilo Ladendorf is president and owner of Defendant Trustsoft. At all times
material to this complaint, Defendant Ladendorf, individually or in concert with others, has formulated,
directed, controlled, or participated in the acts and practices of Defendant Trustsoft, including the acts and
practices set forth in this complaint. Defendant Ladendorf does or has done business as “Swanksoft,”
“SpyKiller” and “SpyKiller.com.” Defendant Ladendorf resides in and transacts or has transacted
business in this District.

COMMERCE

7. At all times relevant to this complaint, defendants have maintained a substantial course of

trade in or affecting commerce, as “commerce” is defined in Section 4 of the FTC Act, 15 U.S.C. § 44.
DEFENDANTS’ BUSINESS PRACTICES
Overview

8. Since at least July 2003, defendants have marketed, sold, and distributed via the Internet
“spyware” removal computer soﬁwa;e products, including, but not limited to, SpyKiller 2003, SpyKiller
2004, and SpyKiller 2005 (collectively “SpyKiller””). Spykiller purports to scan a consumer’s computer,
identify all of the spyware residing on it, and then remove such spyware after consumers purchase and
download the product from defendants’ web sites.

9. Spyware poses é real danger to consumers’ computers. The term “spyware” includes
software programs surreptiously downloaded on a consumer’s computer without the consumer’s
knowledge that can, among other things, track consumers’ online activities, monitor their keystrokes,
capture their personal information and passwords, change their established internet browser preferences,

and bombard them with pop-up advertisements (such pop-up software and other advertising programs
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are often referred to as “adware”). In addition, individually and collectively, such spyware programs can
greatly impede the processing speed and performance of a consumer’s computer, in some cases rendering
the computer inoperable.

10.  Defendants capitalize on consumers’ legitimate fear of spyware by inducing consumers to
download and purchase SpyKiller from defendants’ web sites through deceptive marketing. Defendants
aggressively and deceptively market their spyware removal software though a variety of marketing media,
including on their web sites and the web sites of their “affiliate” marketers, in text and html
advertisements and messages (including windows, banners, buttons, and/or pop-ups and pop-unders), and
in commercial email messages (commonly referred to as “spam”).

11.  Defendants’ marketing media contain numerous material deceptive representations.

12.  First, defendants represent, in pop-ups, banner ads, commercial email and other marketing
media, that they have remotely “scanned” or otherwise examined a consumer’s computer and have
“detected” that spyware resides on it. In numerous instances, defendants make these remote scan and
detection representations even when no scan or examination has taken place.

13. Second, after a consumer downloads SpyKiller from defendants” web page and activates
the program’s scanning capabilities, defendants make additional false assertions about the detection of
spyware on the consumer’s computer. Defendants make these detection misrepresentations both during
the course of the SpyKiller scan and at the completion of the SpyKiller scan.

14.  Third, defendants represent that their spyware removal software, which they sell for
approximately $39.95, removes all or substantially all of the spyware that resides on a computer,

including specified spyware programs listed on defendants’ web sites. In numerous instances when
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defendants make these spyware removal claims, defendants’ software fails to remove significant amounts
of spyware that resides on a computer, including numerous specific spyware programs that defendants
promise to remove.

15. Fourth,lin numerous instances, defendants initiate commercial email messages (“spam”)
promoting SpyKiller that relate to purported spyware detections on a consumer’s computer. Defendants
fail to advise the consumer that such email messages are advertisements. In numerous instances,
defendants’ commercial email messages also contain false “from” line information and no valid postal
address, thereby preventing consumers from identifying who transmitted the emails and from responding
to the emails. Defendants’ commercial email messages also fail in numerous instances to provide
consumers with the required notice and ability to “opt-out” from similar commercial emails in the future.

16.  Ultimately, in the course of marketing, selling, and distributing their spyware removal
software, defendants make material false and misleading representations in their marketing media, and
thereby engage in deceptive acts or practices in violation of Section 5 of the FTC Act. In addition, the
commercial email initiated by defendants violates the CAN-SPAM Act.

Defendants’ Deceptive Spyware Detection Claims

17.  Defendants market SpyKiller by making numerous false representations in order to induce
consumers to download and purchase SpyKiller.

18.  Defendants market SpyKiller directly to consumers, principally through their web sites,
including www.spykiller.com, www.trustsoft.com, and www.swanksoft.com, as well as paid search
engine links to those web sites. Defendants also aggressively market SpyKiller through an extensive

network of “affiliate” marketers, who promote SpyKiller to consumers through other web sites,




commercial e-mail messages, pop-ups, banner advertisements, and other electronic media that link to
www.spykiller.com. Defendants’ affiliates earn commissions on each sale of SpyKiller that they generate.
19.  Defendants solicit affiliates via their affiliate program web site, www killercash.com. In
this regard, defendants have established hyperlinks to www.killercash.com from www.spykiller.com,
www.trustsoft.com, and www.swanksoft.com. Defendants tout their “Killercash” affiliate program as
one of the “Internet’s top affiliate programs” with payouts to affiliates on each sale of SpyKiller of “up to

50%.”
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Defendants’ Deceptive Remote Scan Detection Claims

20.  On their www killercash.com web site, defendants provide their affiliates with sample
marketing media, such as banner and pop-up advertisements, to use in marketing SpyKiller to consumers.
In numerous instances, defendants make deceptive claims through these marketing media.

21. These “SpyKiller Advertisements” include deceptive banners and pop-ups that falsely
inform consumers that a remote scan or examination has been performed on their computer and that
spyware has been detected on their computers. These advertisements, which in numerous instances
appear in the form of a warning purportedly generated by a computer’s operating system, include the

following;:

X1 SPYWARE DETECTED!
(%) WARNING: POSSIBILE SPYWARE DETECTED!

WRRNINGIAitewhichimay ke Spywaie has beenldelectedon youricomputeriSpywarelcanistealinfor mation)
fromyouiicomputersSPAMyourletmail accountoreveniCRASHYOURCOMBUTER!

REGOMMENDEDIAGTIONIisrecommended thatyoulconductfalcampletelSpywarelscany

jDolyoulwantitolconducalEREEISpywarelscannow

FTC Complaint Exhibit 2




<A CRITICAL SYSTEM WARNING! - Microsoft internet Explorer

Aducrtiseiment

NOTICE! Your PC is ruming dangerously low on resources.

A bnef scan of your hard dnive has detected unknown applicatons This may indicate the presence of
harmful SpyWare and/or AdWare. These infechious nuisances run in the background of your system, relaying
data back to the program’s authors. The presence of SpyWare andfor AdWare makes it possible for these
programs to capture ALL data on your machine as well as every keystroke you make. This exposes you to
tremendous risk especially if you make purchases online or do your banking from your PC.

Over 90% of all PC's have some form of SpyWare mstalled without the owner's permission. Elimmnate your
nsk IMMEDIATELY. Chck here for a free, thorough scan of your hard dnwve to ensure you're protected!

FTC Complaint Exhibit 3

9 DOWNLOAD IS COMPLETE!
S, System i1s now copying and installing all components for “Mr.Happy.Returns.Trojan.Yu”to:

C:\Program Fles\Happy

C:AWINDOWS\SYSTEM32\SPOOL\DR IVERS\HAPPY
C:\WINDOWS\CONFIG\HAPPY

C:\Documents and Settings\All Users\Start MenulHAPPYYI WHACK IT GOOD

Currently installing...
HKEY_LOCAL_MACHINE\clsid\{Sdaf d089-24b1-4cSe-bd4 2-8ca72550717b}

Continue or Abort?
Closing this window will *NOT* Lerminate the process. ..

[ OK ][ Cancel ]

Chek here to terminate instaflation and cf ur machine of thi ARE, RE threat and all gthers like it NOW!

) ADVERTISEMEN]

FTC Complaint Exhibit 4
22.  These deceptive advertisements are nothing more than computer graphics that have no
computer scanning capabilities. Thus, the representations in these advertisements that scans or
examinations have been performed and that spyware has-been “detected” are inherently false. The
deception of Exhibit 4 is particularly frightening for consumers, because the pop-up is constructed to

scroll text at a rapid rate after the phrase “currently installing . . . .” This scrolling text gives consumers



the false impression that dangerous “trojan” programs are rapidly installing on their machines at that very
moment.

23.  Innumerous instances, defendants also initiate deceptive commercial email premised on
phony remote scans and detections.

24.  Defendants’ commercial email includes false messages concerning remote detections of
spyware with the email subject header “Warning. Important Message!” The body of one such message
states:

Warning. Important Message!
You are seeing this message, because the account

has been detected as having tracking
software attached to it. (more info)
This is not a virus, but a program in your machine that monitors
and transmits all of you online activities, and is a serious

violation of your privacy.

| Below is a link to a free scanner to download that will find and
remove all spyware programs on your machine: Get the scanner

FTC Complaint Exhibit 5
25.  In fact, in numerous instances, defendants initiate such email even though no remote scan
or examination has taken place to determine if a consumer’s computer has such “tracking” spyware that
“monitors and transmits all of [the consumer’s] online activities.”
26. A consumer who wants to determine thé SpyKiller purchase price from the defendants’

web sites is faced with further remote detection misrepresentations. In this regard, a consumer who links



to the www.spykiller.com purchase page from www.trustsoft.com or www. swanksoft.com is presented
(sometimes after a pause) with a purchase page that is headed in bold red lettering with the statement:

ALERT: You have Spyware and Adware parasite(s) on your computer right now!

WARNING: You need to unlock SpyKiller below to clean your system of Spyware now!

Unlock SpyKiller now and clean your system of Spyware AdWare and Keyloggers before

it is TOO LATE!

This message has also appeared when linking to the purchase page directly from www.spykiller.com.

27.  Contrary to this message; however, no spyware scan or examination of a consumer’s
computer occurs when landing on this purchase page. Rather, this deceptive statement appears
regardless of whether there is any spyware on a consumer’s computer, and thus even when there is no
spyware present on a consumer’s computer.

28. Therefore, in numerous instances, defendants’ claims in their marketing media that a
remote scan or examination has been performed on a consumer’s computer are false, and defendants’
representations that they have detected spyware on the consumer’s computer are deceptive.

Defendants’ Deceptive Post-Download Detection Claims

29. Consumers who succumb to defendants’ phony remote scan and detection claims noted
above, and therefore seek to learn more about defendants’ spyware removal product, can connect by
hyperlink from defendants’ deceptive marketing media to defendants’ www.spykiller.com web site.
Consumers can download and purchase SpyKiller from this site.

30.  Defendants offer on their www.spykiller.com web site to perform a “local” spyware scan

of a consumer’s computer for free. In order for SpyKiller to perform this local scan, a consumer must
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first download SpyKiller. Only the download and local scan are free. Consumers who want to use
SpyKiller to remove any spyware purportedly detected by the free scan must first purchase Spykiller from
the purchase page of the web site. Once they have purchased SpyKiller, consumers are sent an “unlock
code” by email that they can use to activate the spyware removal capabilities of SpyKiller.

31. Defendants make further material misrepresentations to consumers who download
SpyKiller for the free scan. T

32. For example, while the SpyKiller scan is running (the scan typically takes more than forty
minutes to run) the program displays a status report that is entitled “Spyware Found on your PC:.”

Under this title is the category “Live Spyware Processes,” which purports to report a numerical count of

such “Live Spyware Processes” on the consumer’s computer.

FYSpyKiller 2005 - Rated the #1 Spyware and Adware Remover!
Unlock Exit

B AL My orapeater
{ M  ScanMemory
= Scan Registry
e Quick Scan
: Deep Scan

&[0 Scan Dves Scanning for SpyWare...
~ [FI\P DnveA. Removabl e e e e
¢ [1i.4 Drive C. Fixed Disk Scannning C:\... (will take several minutes)

| B Drve D Removacy | | IE—

Dnve F: Removable

s ;ar_cﬁ;g.“ )
CAWINDOWS\Installer\{7148F0A8-6813-11D6-A778-00B0D 01420801\ 1033 MS T

‘Spyware Found on your PC:

'li]k:v_“w—\j'[ﬂ :“ ﬁ] 1_2:" 0 Spyware Processes Found 12 Live Spyware Processes
0 Infected Registry Keys Found 0 Spyware Recognized
SpyKiller Version Info -7 0 Infected Folders Found 0 Files Ignored
SpyList Version, 06.2.2005 0  Spyware Flles Found 0 New Spyware Found
Spylist Count: 39551 definitions - e e e e ——
Check for Updates Registry Keys Scanned 13944 Cancel I
Hard Dnve Files Scanned' 3276

FTC Complaint Exhibit 6
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33.  Infact, the programs accounted for in the category “Live Spyware Processes” are any
processes running on the computer at the time of the scan. For example, any anti-virus program, word
processing program, or operating system program running on the computer constitutes a live process.
Thus, in numerous instances, the SpyKiller scan informs consumers that “Live Spyware Processes™ have
been “Found” on their computers when no such spyware programs exist. The effect of defendants’
representation is to induce consumers to purchase and activate the removal component of SpyKiller even
before the lengthy system scan has been completed.

34. After the local SpyKiller scan is complete, SpyKiller displays a “detection report™ listing
the names of spyware that Spykiller has purportedly found on the consumer’s computer. Next to the
name of each spyware program purportedly detected, SpyKiller lists an assigned “danger level.”
However, SpyKiller is programed so that the only “level” assigned to each reported spyware program
detected by SpyKiller is “SEVERE.”

35.  Innumerous instances, SpyKiller detection reports include false positives that are
triggered by harmless applications on consumers’ computers that are not spyware. In other words, the
scanning mechanism falsely identifies files from such applications as being spyware. These false positives
mislead consumers to believe that their computers contain particularly insidious spyware programs.

36.  For example, in numerous instances, SpyKiller generates a false detection report for the
spyware Keycorder when consumers who have America Online (“AQOL”) on their computers run the
SpyKiller scan. In fact, the file ﬂagged by SpyKiller is a necessary and innocuous component of AOL.

Keycorder, on the other hand, is a dangerous program that defendants’ own www.trustsoft.com web site
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describes as a “Key Logger” program “that records user keystrokes” and thus could be used to steal
consumer passwords, credit card numbers, or other sensitive personal data.
Defendants’ Deceptive Spyware Removal Claims

37.  In their marketing media, defendants repfesent that SpyKiller will remove all or
substantially all of the spyware that is on a consumer’s computer. For example, on their
www.swanksoft.com web site, defendaﬁts state that SpyKiller will “search and destroy all hidden
Spyware, Adware, Keyloggers, Browser Hijackers and Malware programs on your computer.” Similarly,
on their www.spykiller.com web site, defendants state that SpyKiller “will remove the Spyware, Adware,
Keyloggers, Browser Hijackers and Malware on your computer.” \

38. On defendants’ www.trustsoft.com web site, defendants claim to remove “all traces” of
thousands of described spyware programs. In this regard, defendants’ web site includes a “spyware
encyclopedia” that lists thousands of spyware programs, each of which defendants represent “SpyKiller is

able to detect . . . and successfully remove all traces of” as follows:
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Today is Wednesday, May 4, 2005, Your local tme is 02:05pm.

| ' A J
; - w /o £
' | «ﬁ}}/,\v P 7 /’

‘ THREATS L -

Peper

» go to Spyware Threats home ...

» Threat updated at 17:34 on 04.06.2005

summary

The spyware threat, "Peper,” has been categorized to the following types of
threat{s): Trojan, Trojan Tool.

» Trojan:

o Trojan (3.k.3. trojan hoise) 1s a2 malicious program that is disguised as
legitimate software. A Trojan horse can be delberately attached to
otherwise seful software by a programmer, or ik can be spread by
tricking users into believing that i is a useful program. Troyan horses can’
be designed to do varous harmful things such as erasing or overwriting
data on a computer, corrupting files in 2 subtle way spreading other
malware, such as viruses, setting up networks of zombie computers in
order to launch DDoS attacks or send spam, spying on the user of a
computer and covertly reporting dats ke browsing habits to other
people, phish for bank or other account details, which can be used for
creminal activities. or instaling 3 backdoor on 3 computer sysiem,

» Trojan Tool:

e A tool that is utilized by a malicious Trojan for a vanety of purpouses.
These tools may help spread the Trojan or help by disabling security
features on the host machine.

removal

& SpyKiller is able to detect this threat
& SpyKiller successfully removes 3l traces of this threat

rChck here for a3 FREE SpyKiller System Scan! |

5/4/2005 3:05:56 PM

FTC Complaint Exhibit 7
39.  Various other of defendants’ marketing media, including their pop-ups and email, also
claim that SpyKiller will “eliminate” or remove “all” of the spyware present on a computer.
40. However, in numerous instances, defendants do not remove “all,” or even substantially all,

of the spyware that is installed on a computer. Rather, in numerous instances, SpyKiller does not remove
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significant amounts of spyware on a computer, including specific spyware programs it promises to
remove.
Defendants’ Unlawful Commercial Email

41.  Defendants initiate commercial email promoting SpyKiller. As noted above, such email
messages include false representations that spyware has been detected on the computers of consumers
receiving these messages. Such commercial email messages also fail to identify that they are
advertisements.

42.  In addition, defendants initiate commercial email messages that contain false “header”
information, including email that display a phony “from” email address line or that display no “from” line
information at all. These false headers create consumer uncertainty about who sent the email messages.
In this regard, in numerous instances where recipients configure their email software to reveal maximal
“from” information about an email message, defendants give recipient consumers the false impression that
the SpyKiller email was sent by the recipient consumer’s internet service provider (“ISP”).

43.  Defendants also initiate commercial email messages that fail to include a valid postal
address. As a result, consumers may have difficulty determining who sent such messages.

44.  In numerous instances, defendants also initiate commercial email messages that fail to
notify recipients of their ability to decline receiving future email messages from defendants (an “opt-
out”), and that fail to include a reply email address or other mechanism that recipients can use to decline
receiving future email messages from defendants. As a result, consumers cannot reply to such messageé

or communicate their right to “opt-out” from receiving future commercial email messages from a sender.
g
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VIOLATIONS OF SECTION S OF THE FTC ACT

45, Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits “deceptive” acts and practices in
or affecting commerce. Misrepresentations or omissions of material fact constitute “‘deceptive” acts or
practices pursuant to Section 5(a) of the FTC Act.

COUNT ONE
‘ Defendants’ Deceptive Remote Scan Spyware Detection Claims
J 46. In numerous instances, in the course of marketing, selling, and distributing their spyware
‘ removal software, defendants represent or have represented, expressly or by implication, that they
remotely scan or otherwise examine a consumer’s computer for spyware and detect that the consumer’s
computer has spyware installed on it.

47, In truth and in fact, in numerous instances, defendants do not remotely scan or otherwise
remotely examine the consumer’s computer for s;.)yware and do not remotely detect that the consumer’s
computer has “spyware” installed on it, as the defendants define that term.

48. Therefore, defendants’ practices as described in Paragraph 46 are deceptive and violate
Section S of the FTC Act, 15 U.S.C. § 45(a).

COUNT TWO'
Defendants’ Deceptive Post-Download Spyware Detection Claims

49, In numerous instances, in the course of marketing, selling, and distributing their spyware
removal software, and after a consumer downloads and activates the defendants’ local scan for spyware,
defendants represent or have represented, expressly or by implication, that certain software or

applications on the consumer’s computer are spyware.

16



50.  Intruth and in fact, in numerous instances, such software or applications are not
“spyware” as the defendants’ define that term.

51. Therefore, defendants’ practices as described in Paragraph 49 are deceptive and violate
Section 5 of the FTC Act, 15 U.S.C. § 45(a).

COUNT THREE |
Defendants’ Deceptive Spyware Removal Claims

52.  Innumerous instances, in the course of marketing, selling, and distributing their spyware
removal software, defendants represent or have represented, expressly or by implication, that defendants’
spyware removal software removes all, or substantially all, of the spyware that is installed on a
consumer’s computer, including, but not limited to, “all traces” of particular spyware programs listed on
defendants’ web sites.

53. In truth and in fact, in numerous instances, defendants’ spywélre removal software does
not remove all, or substantially all, of the spyware that is installed on a consumer’s computer, including,
but not limited to, “all traces” (;f particular sﬁyware programs listed on defendants’ web sites.

54. Therefore, defendants’ practices as described in Paragraph 52 are deceptive and violate
Section 5 of the FTC Act, 15 U.S.C. § 45(a).

YIOLATIONS OF THE CAN-SPAM ACT

55. The CAN-SPAM Act, 15 U.S.C. §§ 7701 et seq. (2004), became effective on January 1,
2004. The CAN-SPAM Act makes it unlawful to initiate commercial email that inter alia: contains
materially false or misleading header information, does not contain a clear and conspicuous identification

that the message is an advertisement or solicitation, does not contain a clear and conspicuous notice of
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the opportunity to decline to receive further commercial electronic mail messages from the sender, does
not contain a functioning return electronic mail address or another opt-out mechanism, or does not
contain a valid physical postal address of the sender. |
COUNT FOUR
Defendants’ CAN-SPAM Act Violations
56. In numerous instances, Defendants have initiated the transmission, to protected

computers, of commercial email messages that:

A. contain or are accompanied by materially false or materially misleading header
information,;
B. do not include clear and conspicuous notice of the recipient’s opportunity to decline to

receive further commercial electronic mail messages from the sender at the recipient’s electronic mail
address;

C. do not contain a functioning return electronic mail address or other Internet-based
mechanism, clearly and conspicuously displayed, that a recipient could use to submit a reply electronic
mail message or other form of Internet-based communication requesting not to receive future commercial
electronic mail messages from the sender at the recipient’s electronic mail address;

D. do not include clear and conspicuous identification that the message is an advertisement or
solicitation; or

E. do not include the sender’s valid physical postal address.
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57.  Therefore, defeﬁdants’ acts or practices as described above violate Sections 5(a)(1),
5(a)(5)(A)(i-iii), and/or 5(a)(3), of the CAN-SPAM Act, 15 U.S.C. §§ 7704(a)(1), § 7704(a)(5)(A)(i-iii),
and/or § 7704(a)(3).

CONSUMER INJURY

58.  Defendants’ violations of Section 5 of the FTC Act, 15 U.S.C. § 45(a), and the CAN-
SPAM Act, 15 U.S.C. §§ 7701 et seq., as set forth above, have caused and continue to cause substantial
injury to consumers. In addition, defendants have been unjustly enriched as a result of their unlawful
practices. Absent injunctive relief by this Court, defendants are likely to continue to injure consumers and
harm the public interest.

THIS COURT'S POWER TO GRANT RELIEF

59. Sections 13(b) and 19 of the FTC Act, 15 U.S.C. §§ 53(b) and 57b, empower this Court
to grant injunctive and other ancillary equitable relief, including consumer redress, disgorgement and
restitution, to prevent and remedy any violations of any provision of law enforced by the Federal Trade
Commission. A violation of the CAN-SPAM Act may be remedied in the same manner as a violation of
the FTC Act. 15 U.S.C. § 7706(a) and (d).

PRAYER FOR RELIEF

WHEREFORE, plaintiff, the Federal Trade Commission, requests that this Court, as authorized

by Sections 13(b) and 19 of the FTC Act, 15 U.S.C. §§ 53(b) and 57b, Section 7 of the CAN-SPAM

Act, 15 U.S.C. § 7706, and pursuant to its own equitable powers: ;
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60.  Award plaintiff such preliminary injunctive and ancillary relief as may be necessary to avert
the likelihood of consumer injury during the pendency of this action and to preserve the possibility of
effective final relief.

61.  Permanently enjoin defendants from violating Section 5(a) of the FTC Act, 15 U.S.C.

§ 45(a), as alleged in this complaint.

62.‘ Award such relief as the Court finds necessary to redress injury to consumers resulting
from defendants' violations, including, but not limited to, rescission of contracts, restitution, the refund of
monies paid, and the disgorgement of ill-gotten monies.

63. Award the Commission the costs of bringing this action, as well as any other equitable

relief that the Court may determine to be just and proper.

Dated: MA} 2| 2005

Respectfully submitted,

WILLIAM BLUMENTHAL
General Counsel

Robert S. Kaye

Julie G. Bush

Attorneys for the Federal Trade Commission
600 Pennsylvania Ave., NW, Room 238
Washington, D.C. 20580

(202) 326-2215 (Kaye)

(202) 326-3608 (Bush)

(202) 326-3395 FACSIMILE
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Unfair or deceptive practices in commerce.
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