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1 PROCEEDINGS

2 - - - - -

3 MR. MEDINE: Okay, if you could take your seats
4 and we'll get started, please.

5 Good morning. Welcome back to the Federal

6 Trade Commission for the second meeting of the Advisory
7 Committee on Online Access and Security. Before we get
8 dtarted in some of our procedural work and some of our

9 substantive work, | just want to commend all of the

10 members of this group for the fine work product that

11 they have developed to date. The outlines that each of
12 the subgroups created are thoughtful, in-depth analyses
13 of theissuesand | think far exceeded our expectations
14 about work product. So, | think we're off to a

15 tremendous start.

16 Let's keep our eye on the goal, which, of

17 course, is preparing areport to the Commission, but |

18 think we have really done a -- you have done a great

19 job in fleshing out these issues.

20 Now, returning to some of the formalities, |

21 will call the role of the committee.

22 James Allen? Please signify by saying "here"



23 or "yes."
24 MR. ALLEN: Here.

25 MR. MEDINE: Stewart Baker? Not present.
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1 Richard Bates? No response.

2 Paula Bruening?

3 MS. BRUENING: Here.

4 MR. MEDINE: Steve Casey?

5 MR. CASEY: Here.

6 MR. MEDINE: Fred Cate?

7 MR. CATE: Here.

8 MR. MEDINE: Jerry Cerasale? He's here. Jerry
9 Cerasale?

10 MR. CERASALE: Here.

11 MR. MEDINE: Very dramatic.

12 Steve Cole? Gary Laden substituting by
13 written permission for Steve Cole.

14 MR. LADEN: Here.

15 MR. MEDINE: Lorrie Cranor?

16 DR. CRANOR: Here.

17 MR. MEDINE: Mary Culnan?

18 DR. CULNAN: Here.

19 MR. MEDINE: David Ellington?

20 MR. ELLINGTON: Here.

21 MR. MEDINE: Tatiana Gau?

22 MS. GAU: Here.



23 MR. MEDINE: Alexander Gavis?

24 MR. GAVIS: Here.

25 MR. MEDINE: Danidl Geer?
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10

11

12

13

14

15

16

17

18

19

20

21

22

me.

MR. GEER: Yeah, hi.

MR. MEDINE: Rob Goldman?
MR. GOLDMAN: Here.

MR. MEDINE: David Hoffman?
MR. DAVID HOFFMAN: Here.
MR. MEDINE: Lance Hoffman?
DR. LANCE HOFFMAN: Here.
MR. MEDINE: Josh Isay? No response.
Daniel Jaye?

MR. JAYE: Here.

MR. MEDINE: John Kamp?
MR. KAMP: Here.

MR. MEDINE: Rick Lane?
MR. LANE: Here.

MR. MEDINE: James Maxson?

MR. MAXSON: James Maxson? Oh, that would be

MR. MEDINE: He's here.

Greg Miller?

MR. MILLER: Here.

MR. MEDINE: Deirdre Mulligan?

MS. MULLIGAN: Here.



23 MR. MEDINE: Deborah Pierce?

24 MS. PIERCE: Here.

25 MR. MEDINE: Ron Plesser?
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1 MR. PLESSER: Here.

2 MR. MEDINE: Larry Ponemon?

3 MR. PONEMON: Here.

4 MR. MEDINE: Richard Purcell?

5 MR. PURCELL: Here.

6 MR. MEDINE: Peter Reid?

7 MR. REID: Here.

8 MR. MEDINE: Art Sackler? No response.
9 Dan Schutzer?

10 MR. SCHUTZER: Here.

11 MR. MEDINE: Andrew Shen?

12 MR. SHEN: Here.

13 MR. MEDINE: Richard Smith?

14 MR. RICHARD SMITH: Here.

15 MR. MEDINE: Jonathan Smith?

16 DR. JONATHAN SMITH: Here.

17 MR. MEDINE: Jane Swift?

18 MS. SWIFT: Here.

19 MR. MEDINE: Jm Tierney? No response.
20 Frank --

21 UNIDENTIFIED SPEAKER: | think he's here.

22 MR. MEDINE: We will grab him as he walksin



23 thedoor.

24 Frank Torres?

25 MR. TORRES: Here.
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1 MR. MEDINE: Tom Wadlow?

2 MR. WADLOW: Here.

3 MR. MEDINE: Ted Wham?

4 MR. WHAM: Here.

5 MR. MEDINE: Rebecca Whitener?

6 MS. WHITENER: Here.

7 MR. MEDINE: Thank you, we certainly have a
8 quorum.

9 Let me remind everybody we do have a court

10 reporter taking down the transcript of these

11 proceedings. So, to help the court reporter, could we
12 again be sure to identify ourselves by name each time
13 that we speak, speak into the microphone for the

14 benefit of both the court reporter and for the overflow
15 room, and if one person could speak at atime, again,
16 to keep the transcript -- and we will add Richard

1/ Bates.

18 MR. BATES:. Here.

19 MR. MEDINE: Jm Tierney?

20 MR. TIERNEY: Here.

21 MR. MEDINE: | just wanted to also remind

22 members of the committee that we have been posting



23 important and relevant documents relating to the
24 committee's work on the committee's web page at ftc.gov

25 and we have been sending e-mail updates to individua
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1 committee members. If anyoneis having e-mall

2 problems, let me refer you to Hannah Stires, who along
3 with Allison Brown and Jessica Rich are responsible for
4 putting much of today together.

5 If anyone -- has anyone had any problems --

6 likel say, feel free to talk to Hannah afterwards in

7 terms of downloading documents or getting access to

8 committee information.

9 Aswe mentioned at the first meeting, we are

10 accepting public comments on the work of the committee
11 and encourage committee membersto consider those

12 comments as they move forward in their work. To date
13 we have received one public comment, which we have
14 posted and alerted the committee members about via

15 e-mail, and again, we would encourage you to check the
16 website occasionally to seeif additional comments have
17 been submitted, and we will also try to aert you to

18 those, as well, but we want to both have this

19 committee's views but also incorporate the views of the
20 public to the extent they are communicated to the

21 committee.

22 One business matter that | guess I'd just put



23 to the committee is we know that many of you are
24 traveling from distant places and distant time zones,

25 and we have heard some concern about the ability to
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1 make West Coast flightsif the sessions end at 5:00 or

2 5:30. Isthere any interest in the group in starting

3 earlier at our next meeting so that we can adjourn

4 earlier?

5 (Show of hands.)

6 MR. MEDINE: | see a substantial show of hands,

7 okay. Doesanyone want to be brave and propose a

8 specific starting time?

9 MS. MULLIGAN: 8:00.

10 DR. JONATHAN SMITH: | can't make that.

11 MR. MEDINE: You can't make 8:00 am.?

12 DR. JONATHAN SMITH: | take a Metroliner down,
13 and the earliest -- unless | come the night before,

14 which | don't really want to do.

15 MR. WHAM: We probably have half the room

16 coming the night before.

17 DR. JONATHAN SMITH: Excuse me?

18 MR. WHAM: Half the room is probably coming the
19 night before now.

20 MR. MEDINE: Wéll --

21 MR. ALLEN: Starting one hour earlier would

22 dlow everybody from the West Coast to be here one



23 night instead of two nights.
24 MR. MEDINE: Okay. Should we accommodate our

25 West Coast visitors? I'm getting alot of nods. Okay.
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1 8:00 am., okay. It'snot the chair's favorite time

2 either, but in the interest of serving the committee,

3 asyour designated federal officer, we will appear at

4 the appropriate hour, but again, we would be happy to

5 try to adjust this committee's work in any way that

6 meets the committee members needs.

7 MR. TORRES: Aslong asyou provide coffee.

8 MR. MEDINE: Weéll, under federa appropriations
9 rules, we are not appropriated funds, but we may want

10 to discussif there are members of the group who would
11 like to contribute to the group's sustenance at the

12 next session.

13 UNIDENTIFIED SPEAKER: Can we nationdize
14 Starbucks?

15 MR. MEDINE: Or people can just stop on the way
16 into the sessions, but well certainly entertain

17 offersfor the next couple of meetings.

18 MR. LANE: The Chamber would be happy to

19 sponsor the next coffee.
20 MR. MEDINE: Okay, we accept your offer. Thank
21 you very much.

22 In terms of our work today, what | propose



23 today isto go through the work of each of the
24 subgroupsin order, that is, starting with access one

25 and working through security three. What | would like
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1 usto keep in mind is having the goal of the final work

2 product of this committee, namely, areport to the

3 Federal Trade Commission by May 15, in which, of

4 course, we'll be discussing views about access and

5 security online.

6 We've stated previoudly that the report should

7 reflect options for implementation of access and

8 security, pros and cons, costs and benefits for both

9 consumers and businesses. So, what | guess | would

10 liketo try to aim for by the end of the day isafull

11 discussion of the issues and a breakout of a different

12 set of subgroups to work on developing options with
13 regard to avariety of issues so that -- and have those
14 options submitted for the website as the outlines were
15 for this meeting with the options sent by March 24th so
16 that members of the committee will have a week before
17 the next meeting, which is March 314, to consider the
18 series of options that are developed by each of the

19 groups.

20 What | think has been done to dateisa

21 tremendous fleshing out of the issues, and | think we

22 can spend some more time today fleshing those out even



23 further and getting input from people who have views on
24 certain matters that may not have been on particular

25 subcommittees, but | hope for the next meeting, if our
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1 working group people are agreeable to that, would be to

2 essentially now build up from this vast array of

3 information and ideas into a set of options for how the
4 commission can view these issues and how firms can

5 think about these issues in terms of implementing

6 those.

7 | guess | would entertain a discussion about

8 whether people are comfortable with that as a basic

9 procedure.

10 MS. SWIFT: So, are we going to --

11 MR. MEDINE: If we could start identifying

12 ourselves| think for the record.

13 MS. SWIFT: Thisis Jane Swift.

14 Are we going to split up into the same

15 subcommittees with the same members or some other
16 membership?

17 MR. MEDINE: | guess, unlessthe group

18 disagrees, iswe will redivide not only the membership
19 but to redivide to some extent the subject lines of the
20 subcommittees to focus on options. Some of the

21 subcommittees were extremely useful in fleshing out

22 ideas, but we might want to redevise things at the end



23 of the day that gear us more toward the set of options.
24 MS. SWIFT: | think that there scemsto be a

25 lot of overlap, so the degree to which we can try to
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1 define now without as much overlap might be the best

2 way to accomplish what we need to by the next meeting.
3 MR. MEDINE: Okay, point well taken.

4 MR. ISAY: Just for therole, I'm here.

5 MR. MEDINE: Josh Isay is here for the record.
6 Any other comments on that as a method of

7 proceeding?

8 Therefore, what | -- following up on that, |

9 again propose to work through each of the proposals.
10 Well start in with access one and sort of aim to take
11 abreak around 10:30.

12 The first subcommittee on access one focused on
13 the scope and categories of information and suggested
14 that the sengitivity of the information might be a

15 variable used in determining the extent of access. One
16 thing | guess| would propose to the group is at

17 least from the website, we were unable to print out a
18 chart that actually showed all the Xs and Os and

19 question marks that related to the intersection of

20 various types of information.

21 Deirdre Mulligan?

22 MS. MULLIGAN: Deirdre Mulligan.



23 The group decided -- we had taken an initia
24 cut, and people had -- we were trying to be very

25 comprehensive, and we got alittle ahead of ourselves,
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1 and we decided that what would be more appropriate was

2 to actualy provide the framing document and to have
3 that discussion either with the whole group or at the

4 next date when we're actually trying to define what it

5 is, but the hope was that the sensitivity issue applies

6 both to access and security, but in the chart, really

7 to provide aframework for looking at the issues, what
8 arethe kinds of data we're talking about?

9 MR. MEDINE: Okay. Let me-- aswe move

10 forward in this discussion, | would encourage, again,
11 members of the subcommittee to sort of -- to discuss
12 why they came to the conclusions they did and those who
13 were not on the group to raise issues that they think
14 may not have been raised by that -- by the first group
15 or just to comment on the first group's work.

16 Yes?

17 DR. SCHUTZER: Dan Schutzer.

18 It might be worthwhile to go through some of

19 the other sections that we visited, because some of the
20 other sections had some different dices and additional
21 kinds of categories of data.

22 MR. MEDINE: Some of the other subgroups or



23 within this -- within this subgroup?
24 DR. SCHUTZER: No, some of the other subgroups.

25 MR. MEDINE: Okay.
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1 DR. SCHUTZER: All the subgroups tended to

2 address to some degree categorization. They all diced
3 it differently. So, it might be worthwhile to take

4 this one, comment upon it, look at some other dices

5 and then revisit them at the end.

6 MR. MEDINE: Weéll, again, | think as part of

7 the moving forward process, one of the issues we want
8 to congder is how do we frame options and do they --
9 will some of the options turn on the sengitivity of the
10 information or not.

11 Did anyone want to comment on -- again, either
12 from the subgroup or otherwise on whether the

13 sensitivity of information is the appropriate sort of

14 measure of appropriate access, any members not on the
15 subgroup?

16 Andrew?

17 MR. SHEN: Hi, Andrew Shen, EPIC.

18 | was on the access one subcommittee, but |

19 just want to highlight something that | think another
20 subcommittee had on access, authentication, that in
21 somewaysit's very difficult to figure out what is

22 sengtive information. A lot of it depends on context,



23 depends on the point of view.
24 MR. MEDINE: Isyour microphone on? Just a

25 little closer maybe.
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1 MR. SHEN: So, | think that's something that

2 the committee should take into account, that it is very

3 difficult to figure out what is sensitive information.

4 MR. MEDINE: | guessthen that | would -- then
5 turning that around, isin your view sengitivity of the

6 information the appropriate sort of benchmark as to how
7 much access people should get, or should there be some
8 other standard by which we judge when accessis

9 appropriate?

10 MR. SHEN: Waéll, | think you -- Andrew Shen
11 again.

12 | think you should judge access by, you know,

13 whether it's personal information or whether it's not

14 personal information and leave the sensitivity topic up
15 to the data subject, let them decide.

16 MR. MEDINE: Deirdre?

17 MS. MULLIGAN: Deirdre Mulligan.

18 Just to add onto that, the principles that we

19 pulled out here represent views of various people in

20 the subgroup. 1 think that particularly in looking at

21 the security piece, we thought that sensitivity would

22 be particularly important. The sensitivity of logged



23 datamight be very different if it's stuff that you
24 think could be very compromising, from a company

25 perspective it might be very important, but if you
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1 comparethat to the sensitivity of something like

2 credit card information where the security of that, if

3 it's breached, could have serious consequences to the

4 individual, | think on the access issue, Andrew is, you
5 know, absolutely right, that | think there was a broad

6 range of views about whether or not that's a definitive
7 point.

8 | think we all think it's a point of

9 consideration. | don't think it's the line at which

10 you determine yes or no, and | think that sensitivity

11 issomething that is best viewed from the individual's
12 perspective.

13 DR. SCHUTZER: Dan Schutzer.

14 | would agree sensitivity's important, and that

15 doesn't mean that it shouldn't be determined by the

16 individual. And just as an aside, financial

17 information is very sensitive, but sometimes even more
18 sensitive than that is seemingly innocuous information
19 such as hbirth dates and so forth, perhaps even Social
20 Security numbers, things that would give you access to
21 that kind of information, it might be even more

22 sendtive.



23 Usage is another important category you
24 mentioned. | think one that you didn't mention might

25 be the nature by which the information is certified.
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1 It might be self-certified or it might be provided by

2 anindependent third party that's doing the

3 certification, and that might impact the -- who's

4 entitled to updates and modification, depending upon

5 how it's certified.

6 MR. MEDINE: Do other people have views on this
7 issue of should sensitivity be the benchmark for

8 access? We can obvioudly raise that later in the

9 security discussion as to whether it's appropriate

10 there.

11 DR. GEER: Dan Geer. It's been widely quoted

12 by Bob Metcalf how in a network, the value of the network
13 isproportiona to the square of the number of nodes on

14 network. | think the risk that sensitivity representsis

15 proportiona to in some sense the square of the number of
16 the pieces of information in mind that are in play. |

17 would tell you -- | would answer to you any gquestion you
18 could ask me, | would probably answer one of them for this
19 audience, but | wouldn't do 20, and that's -- it's not

20 linear ismy point. The sensitivity issue is not linear.

21 It's something bigger than linear and the number of items

22 inplay.



23 MR. MEDINE: Again, turning that around into
24 sort of an operational or implementation point of view,

25 if you're setting standards, how do you set in a
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1 standard for access when a company might have alittle

2 hit of information on some people and a lot of

3 information on other people?

4 DR. GEER: The hardest thing we're going to

5 faceisthe question of data fusion, and some of it's

6 inadvertent, such as when two firms, both of which know
7 something about you, merge. That's the hardest thing |
8 think we have to deal with, and | don't have an answer
9 for you.

10 MR. MEDINE: Okay.

11 Richard?

12 MR. PURCELL: Richard Purcell, Microsoft.

13 | think we have to be careful when we discuss
14 theissue of individual consumers nominating or

15 specifying which parts of their data is sengitive,

16 athough | think that that's something that is worthy
17 of discussion. We have to also be cognizant of the

18 fact that we're in atechnology environment here, and
19 to have data attributes that specify -- that are

20 variable to the degree that the same data attribute can
21 have arange of senditivity that's nominated by the

22 user itself would create a database architecture



23 nightmare and would be very difficult to implement in
24 an accurate sense.

25 MR. MEDINE: James?
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1 MR. ALLEN: James Allen.

2 | agree with what Richard says partialy.

3 Firgt of all, | wanted to make a point that | think

4 senditivity of datais critical to alot of the things

5 we're discussing, but it's not critical to whether or

6 not you give a consumer access to the data about

7 themselves. | think consumers should have access to
8 the data about themselvesin any case, but rather, that
9 the sengitivity of the data should dictate the means of
10 authentication, for example, used and so forth, and the
11 more sengitive the datais, the more you should do to
12 protect that data from inappropriate or unauthorized
13 access.

14 Asfar as -- back to the point Richard was

15 making, | absolutely agree that from a technology
16 standpoint, and | am atechnologist, that it would be
17 very difficult to implement a system that allowed

18 consumersto, as Richard put it, nominate the

19 sensitivity for each individual data element. | think
20 that'swhy it's -- one of the many reasons why it's

21 critical to come up with some system of categorizing

22 datathat putsit into relatively large grain



23 categories of arelatively small number so that you
24 can, one, have a default treatment for data, and two,

25 have large categories that consumers can say, well, for
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1 thisinformation, | consider it more sensitive than the

2 default, and | want it to be treated as such.

3 And if those categories are large enough and

4 therefore small enough in number, it is possible to

5 implement a technology solution for dealing with that.

6 MR. MEDINE: And do you have a sense of which
7 -- how would you -- which of the large categories you

8 might use in making that cut?

9 MR. ALLEN: WEéll, no, I punt it to somebody

10 else.

11 MR. MEDINE: Okay, Frank Torres?

12 MR. TORRES: WEéll, | am not going to answer
13 that question.

14 MR. MEDINE: Again, if you could identify

15 yourself.

16 MR. TORRES: Frank Torres.

17 At the git-go, are we assuming a level of

18 notification to the particular consumer, customer,

19 person about the information being collected, because
20 to meit's-- the sensitivity question might come into

21 play, because while my name and address and birth date

22 might be considered to be sensitive information for



23 some people, simply knowing that somebody has that, |
24 may not need access to that information. | mean, they

25 don't have to show me where on their computer system
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1 they haveit.

2 Whereas if they have a bunch of other

3 information about me, say, you know, my account

4 balances and things like that, it might be important

5 that those numbers be accurately reflective of what my
6 creditworthinesstruly is, then that's on alittle bit

7 different level. Maybe we're -- you know, there's --

8 the sengitivity definition, but then you move on to

9 what -- then what does that mean as far as access goes
10 for that information and the value of accessto a

11 consumer?

12 MR. MEDINE: So, just -- are you saying that

13 the more consumers know about what's being collected
14 about them -- well, that would affect the degree to

15 which access was important to them?

16 MR. TORRES: | think that's afactor, yes.

17 MR. MEDINE: Okay.

18 MR. TORRES: And David, thisis Frank Torres
19 again, you made the comment should sensitivity be the
20 benchmark. | don't think there's any one -- you know,
21 what became clear working in -- within these subgroups

22 is| don't think there's any one element. | think



23 there's so many interrelationships going on here, it's
24 not just sengitivity. It isusage. And I'm glad that

25 the certification question or the certification issue
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1 came up, as well, because that's going to be an

2 important one down the road.

3 MR. MEDINE: Jane, did you want to just respond
4 to that?

5 MS. SWIFT: Jane Swift.

6 | just want to say | think it isimportant that

7 notice not be separated from access when we're talking
8 about the sengitivity of information, but | would just

9 add that it becomes more important depending on the
10 usage of that information and its distribution to

11 people that we may not know it was given to. So, just
12 because you gave notice in the first instance, | think

13 access and sengitivity of information takes on a

14 different meaning -- | understand that's complicated,

15 but asit sort of goesinto its third and fourth and

16 fifth generation of places that you don't know, people,
17 you don't know who they are or which information they
18 have.

19 S0, just addressing notice in the first

20 instance doesn't solve the entire piece of access,

21 because you need to then know what you don't know,

22 which iswhere it went.



23 MR. MEDINE: Unless, of course, notice does
24 provide you not only how it's being collected but how

25 it's being used and to whomiit's being given, and even
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1 though the focus of this group is obvioudly not notice,

2 | think it would be important in your report if you

3 want to address how you view the notice principle as

4 interacting with the access principle.

5 Ron? State your name for the record.

6 MR. PLESSER: Ron Plesser, Piper, Marbury,

7 Rudnick & Wolfe.

8 | just ask the question of the subcommittee, |

9 think some of these category areas were good, but |

10 think there's one that's missing that | -- | think

11 subparts are covered, but in the industry we generaly
12 talk about transactional information as information

13 that ends up being generated from the transaction, and
14 | know that some of the elements may be covered here,
15 certainly online, offline contact information is

16 important, but if we're talking about access in terms
17 of what transactions you have had with the website as
18 against, you know, some of the other inferred data and
19 stuff, it would be helpful.

20 S0, | think as we go into options, a category

21 of transaction information would be extremely helpful,

22 and | just have a question as to why it's not on this



23 ligt.
24 MS. MULLIGAN: May | just respond? Deirdre

25 Mulligan.
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1 It's covered in interactive data, actually,

2 because on the web there are things other than what

3 people consider to be transactions, as in purchases,

4 that generate transactional data.

5 MR. PLESSER: | continueto -- | don't see them
6 astotally together. | think that it would be -- |

7 think it would be -- | think that presupposes alot of

8 other things, like clickstream and other stuff, so |

9 think it would be --

10 MS. MULLIGAN: No, that's actualy ina

11 different category.

12 MR. PLESSER: That's not the way it reads.

13 That's not theway | read it. | think there would be
14 valueto have transactional information there. If you
15 want to read -- if it's the same thing, then call it

16 transactional information, but | think that we're also
17 looking and | think concerned about how thisimpacts,
18 you know, the non-web world, and | just think some
19 sense of identifying this stuff as the elements of a

20 transaction are important.

21 MR. MEDINE: Just -- maybe Ron, just to clarify

22 what -- are you just dividing information into



23 transactional information, perhaps clickstream or other
24 information related to the transaction and then add on

25 information that may not have even come from the
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1 consumer? Are those three categories?

2 MR. PLESSER: No, I'm talking primarily about

3 theinteractions with the consumer. So -- but it would
4 aso, you know, it may reflect credit report

5 information or other things that's gathered, but it's

6 really information related to making that transaction.

7 MR. MEDINE: Okay, Dan?

8 MR. SCHUTZER: Dan Schutzer.

9 Two other things about sensitivity of

10 information. Oneis| think we all have agreed

11 senstivity of information affects how you would store
12 it and how you would protect the access, whether it's
13 encrypted or not, and if you couple that with the

14 cumulative effect you talked about, | think that really
15 spooks people alot. Sometimes you see things that are
16 seemingly innocuous in the public, for other people to
17 access, you're not controlling the access, and when you
18 combine these, you say, oh, my God, now they have got
19 my name and address with a map of how to get to my
20 home, you know, and that sort of spooks people alot.
21 S0, | would say a category might be for those

22 thingsthat we think are seemingly innocuous, and we,



23 consumers, and the people providing the database,
24 somehow we have to come to grips with what is out there

25 inthetotal cumulative sense of public and what can be
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1 donewithit to both educate the public and ourselves,

2 soif they find that sengitive.

3 The other aspect of sensitiveisjust a

4 different kind of away of looking at it. Thereis

5 some data sometimes that | would call sensitive which
6 is, let's say, if we're doing some kind of criminal

7 investigation, but it's not sure, it's alleged, you

8 know, we're just trying to collect this information, or

9 if the government suspects money laundering or

10 something like that, that's perhaps sensitive to not

11 want to have anyone to have accessto. It'sonly

12 tentative. It'sonly investigating things, because

13 we're asked to investigate or we're suspicious and we
14 don't really have afirm case on it, and it would be

15 premature or wrong to provide that information,

16 perhaps.

17 MR. MEDINE: So, are you suggesting that there
18 be an exemption where there is --

19 DR. SCHUTZER: Yeah.

20 MR. MEDINE: -- illega activity involved where
21 you --

22 DR. SCHUTZER: 1 think, so senditive in that



23 sense, sengitive to not disclose the information.
24 MR. MEDINE: Okay, Lance?

25 DR. LANCE HOFFMAN: Lance Hoffman.
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1 | think we want to keep in mind here, we're

2 talking about the report of access of subgroup one,

3 but, in fact, we were working on access in subgroup

4 four, which dealt with alot of these same issues it

5 turnsout, and if a picture is worth a thousand words,
6 | would direct you to our picture, which Jamie Allen
7 wasin large part responsible for, which talks about a
8 number of the same things, but it sort of setsup a

9 framework where you can see al this and see how it
10 might happen and where the datais going and that sort
11 of thing.

12 Three quick points| want to make on that. One
13 iswedo handle | think the information Ron is

14 concerned about, we call it metadata, and it's all the
15 data about transactions or events or everything else,
16 without getting more specific at thistime, okay? So,
17 there's both consumer dataitself and then everything
18 about what's going on with the consumer data, and
19 that's handled in there, along with -- the other thing
20 interms of sengitivity is we provide there a

21 sendgitivity, you know, levels and so forth as afirst

22 cut, but I think someone said here a minute ago, which



23 was very important, which is these can be considered or
24 if you consider sengitivity, | think you have to

25 congsider it as a default sengitivity.
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1 I'm sengitive to Richard's concerns about the

2 kind of databases that handle al this. On the other

3 hand, aswe say in the report of access four, the

4 problemisthat one size does not fit all cases, and

5 people have different attitudes, and it's something we
6 may have to address more, but | think it can all fit in

7 thisframework, in working it down. So, not to jump
8 ahead, but we were covering some of the same material.
9 MR. MEDINE: | appreciate that, and again, |

10 would encourage this group, if you think one size

11 doesn't fit al, how do you trandate that into an

12 operational standard will be a challenge.

13 James?

14 MR. MAXSON: Jm Maxson.

15 | guess I've gotten a little confused about

16 what we're talking about in terms of access here. If
17 we're talking access smply in the sense do they have
18 the ahility to get to it, | don't think it makes any

19 sense at all to link sensitivity and access. | mean,

20 following up on Richard and Jamie's comments, if you
21 are-- if you have a series of subjective

22 determinations of what is sensitive to the individua



23 determined by that individual, then it would be
24 literaly impossible to implement. So, | think that

25 sendgitivity really is an authentication issue, a
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1 security issue, and not so much an access issue.

2 MR. MEDINE: Weéll, let mejust turn that around
3 just to clarify it for the group, because some would

4 say that you should not be entitled or provided access
5 to every possible bit of information about you and the
6 degree to which you should be provided access should
7 depend in part on the sengitivity. That -- obvioudly

8 I'vejust heard that from the group, but are you saying
9 that that's not the appropriate cut on the basic

10 question of who gets access to the information?

11 MR. MAXSON: No, I think probably a cut that
12 makes more sense to me would be the feasibility of

13 providing the information. | mean, one of the things
14 that were tasked at looking at isthe cost of the, you
15 know, proposals that could be implemented, and if

16 there's essentially no cost to provide al information

17 or very little cost, why not?

18 MR. MEDINE: Regardless of sensitivity?

19 MR. MAXSON: Regardless of sensitivity.

20 MR. MEDINE: And how would you assess cost on
21 an operational basis or say for -- in terms of setting

22 fair information practices or implementing those, how



23 would you -- would you do it on a company-by-company
24 basis?

25 MR. MAXSON: Yeah, | think you would have to --
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1 well, | think you could probably come up with a series

2 of guidelines. Again, thisis not one sizefitsall,

3 but depending on the type of, you know, architecture

4 that the individual company uses, the hardware/software
5 that they have, | would say that certain types of

6 information -- and | guess maybe I'm going to argue

7 against myself here, but probably certain types of

8 information absolutely you would get access to, and |

9 guessthat would be a sengitivity call, and then you

10 would have whole other categories of information that
11 just depends on how much it would cost to get to, you
12 know, the ease of access.

13 MR. MEDINE: Okay.

14 Mary?

15 DR. CULNAN: | want to returnto the

16 transaction point that Ron Plesser made earlier -- I'm
17 Mary Culnan -- and argue that, in fact, | think it is

18 important to include transaction data, which involves a
19 sde or whatever with a consumer, as a specific type of
20 category, because in these cases, for example, the

21 consumer has actually probably seen the data and has a

22 record of the transaction if they care to keep it.



23 People obviously want their transactions to be
24 correct, but they may put that datain a somewhat

25 different category than datathat is collected and
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1 maintained behind the scenes, even though it's

2 interactive data, but it's cookies or clickstream or

3 stuff that the consumer has not seen and is presented

4 with arecord of after the transaction.

5 MR. MEDINE: Would you make a cut -- something
6 that was alluded to earlier -- between personally

7 identifiable information and nonpersonally identifiable

8 information?

9 DR. CULNAN: Oh, yeah, yeah.

10 MR. MEDINE: And what would your cut bein

11 terms of providing access to nonpersonaly identifiable
12 information?

13 DR. CULNAN: | don't see how you would do that,
14 quite frankly.

15 MR. MEDINE: For instance, what if you had a

16 cookie and you say give me access to that cookie

17 transaction, even though it's not necessarily

18 identifiable to me?

19 DR. CULNAN: | wouldn't define that asa

20 transaction. | would define the transaction as an

21 exchange where you make a purchase, and other things

22 may be atransaction in another sense of the word, but



23 they're not a sales transaction or an economic
24 transaction, and where you actually get a receipt or

25 some kind of arecord that itemizes what took place,



0210
1 how much money was spent, and you get a printout of

2 basically the information that was collected about that
3 transaction.

4 MR. MEDINE: Okay.

5 Dan?

6 MR. JAYE: Dan Jaye.

7 On that first committee, when we looked at the
8 different categories, we were trying to address -- use
9 the categories as away to help us think about the

10 different levels of access, and then we -- the reason
11 why it'samatrix is we ended up comparing the

12 categories against the types of keys or identifiers by
13 which you would actually get to data, and that allowed
14 usto, for example, to distinguish between sort of the
15 ease of identification and ease of access.

16 | think sengitivity is extremely important for

17 the security aspects. 1'm actually not necessarily in
18 agreement that sensitivity drives what the categories
19 are. | think the categories are driven specifically by
20 the access requirements and that to some extent

21 sendgitivity may be a useful convenience as a way of

22 helping us think about the different categories, but we



23 shouldn't get stuck on sensitivity as being the reason
24 why things are in different categories. There are lots

25 of other good reasons to break something into two
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1 categories other than varying sensitivity.

2 And the final point in terms of sengitivity

3 being a consumer centric issue, | very much agree with
4 that. | do think that it may be useful to think about

5 data source or data controller as away of thinking

6 about how things are categorized or set -- or how

7 senditivity or access requirements are determined.

8 In other words, it may be that the data source

9 or the data controller has some degree of expressing
10 what the expected future access requirements are. So,
11 once again, datathat's generated cooperatively or

12 generated sort of on, you know -- like, for example,
13 derived datais generated by a service. Once again, |
14 would say that the service probably has some degree of
15 influence over the access requirements to that data,

16 but at the same time, if it's highly sensitive and is

17 being used for making -- for decision-making

18 activities, then that might then bring on additional

19 access requirements for the consumer side.

20 MR. MEDINE: Just -- you would -- you raised
21 one point about sort of accessihility to the

22 information or keysto the information. Isthat --



23 would you view that as another cut in terms of when
24 accessis provided in terms of how essentialy easy it

25 isor capable the firmisin terms of aggregating the
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1 information to provide to the consumer?

2 MR. JAYE: Yes, | -- one of the late cuts of

3 the matrix that we put together, I'm not sure if it was

4 -- wasthat -- was the idea of trying to matrix the

5 categories against the types of identifiers, whether

6 they were personally identifiable information, like

7 name and address, sort of online contact information,

8 offline contact information, globally unique

9 identifiers, locally unique identifiers, that there

10 would be different implications depending on each of
11 those, because implications of the data were different
12 in each of those situations.

13 MR. MEDINE: Okay, Alex?

14 MR. GAVIS: Alex Gavis, Fiddlity.

15 | think to some extent, in terms of setting up

16 access, we can probably fairly easily sit down and come
17 up with sort of categories of data that we think would
18 beimportant to provide customers accessto. | think
19 what's a more difficult decision hereis at what point
20 doesthe data actually sort of escape the consumers
21 hands and become derived data? And what | mean by that

22 iswhen essentially a company collects data about an



23 individual, if anindividual voluntarily provides
24 information to open up an account with a company, for

25 example, the company has to then do a certain amount of
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1 scoring with that customer, as was mentioned earlier,

2 or perhaps even checking for fraud purposes, et cetera,
3 and then there are decisions made based on that data,
4 and to what extent does the access then pierce through
5 the company into its decision-making process?

6 And | think that's really where the debate has

7 -- isgoing to be tough going as opposed to figuring

8 out, well, can we say that this kind of information

9 fitsin this category or that category? | think we can
10 do that, but | think where we really are going to

11 struggleisfiguring out how far do we pierce into the
12 decison-making part of the entities that are

13 collecting the data.

14 MR. MEDINE: So, one cut isto give consumers
15 accessto the raw data and not to the essentialy

16 manipulated, analyzed, scored data. | guess if people
17 have views on that subject, that would be helpful.

18 Fred?

19 MR. CATE: Thank you, Fred Cate.

20 | think in response to your question is

21 sendgitivity the touchstone, the answer as a member of

22 the subgroup is no, that it's one, but that to some



23 extent the whole list of categories on the second and
24 third pages are relevant to saying what type of access,

25 how much access, what have you.
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1 | guess the point | really wanted to follow up

2 on, though, was the one that James Maxson made first

3 and that others have also followed up, thisidea of the

4 interplay between cost, feasibility, and he was talking

5 about sensitivity, that maybe for more sensitivity,

6 we'd be willing to see a higher cost incurred to have

7 to provide access. | would guess that interplay would

8 extend, though, to other criteria, as well, including

9 someredly we didn't identify, for example, the

10 purposefulness of the data collection.

11 Isit just incidental? Isit just datathat --

12 you know, you're an ISP, you happen to have this data
13 because it flows through you, but you don't have

14 access, you never make use of it, it's stored on a

15 backup tape. | think that would be treated differently
16 than a database you used routinely for market purposes.
17 The source of the data, is the source something

18 about an individual that the entity storing the data

19 generated? Isit third-party information, in which

20 caseisthere aconfidentidity interest related to the

21 third party? Y ou know, where did this data come from?

22 Another source question isisit public source



23 data? If this came from an entirely public source,
24 something, you know, we have all been talking about

25 recently, what effect does that have? Do we want to
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1 incur as high a cost to provide access to data that was

2 routinely provided publicly as we would to data that

3 would be considered private?

4 And also to the extent, how isit personally

5 identifiable? It'sinteresting, one thing we sort of

6 never said in hereis, of course, personally

7 identifiable, that's the touchstone, that must be first

8 personally identifiable, but | guess| would also like

9 to add to that list, how isit personally identifiable?

10 Isit by something that is unique to that individual

11 name or Socia Security number? Isit purely by an IP
12 address? What makes it personal datain that sense?
13 Thank you.

14 MR. MEDINE: Just to follow up on your first

15 point, the purposefulness of the information, | guess
16 the collection and use, we earlier talked about the

17 notice principle. To what extent would you tie that to
18 notice that is -- from a consumer's point of view, if

19 they don't know what the company's doing with the data,
20 the purposefulness may not be arelevant determinant in
21 terms of providing access? That is, they know the

22 company has the data, but they may not know what the



23 company's doing with it. Therefore, they want to see
24 what's going on, but would you link that to the notice

25 where the company says we just collect your data for
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1 thislimited purpose but no other, and therefore it

2 makes access irrelevant?

3 MR. CATE: | think you certainly could. |

4 think you are going to end up with multiple categories,

5 so you have a situation where frankly there is no

6 access and no notice because there is no direct

7 relationship with the consumer to start with, and that

8 to my mind would be the third party who's just

9 processing data along a chain from point A to point B
10 ontheinternet. If it happensto get stored in our

11 server along the way, I'm not sure we should have to

12 identify those people to provide notice or provide

13 accessto it. We're not accessing the datain any way.
14 Why should anyone else be able to accessiit?

15 There might be the second situation where you

16 say notice is appropriate and appropriate -- and access
17 isnot, so that we provide notice and it says, as part

18 of operations, we store e-mail messages on backup

19 tapes, and -- but we're not providing you access to

20 those backup tapes unless you show, you know, require a
21 specific showing, probably some form of wrongdoing or

22 something like that.



23 And then there might be a third situation or
24 there might be 300 situations where you would say

25 notice and access, and of course, they are closely tied
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1 together.

2 MR. MEDINE: For the record, Stewart Baker is
3 here.

4 Lorrie?

5 DR. CRANOR: Hi, Lorrie Cranor.

6 Two points. First, on the sensitivity, while |

7 think that it makes sense that the individual ought to

8 be able to best judge the sensitivity, | don't think

9 that's something that individuals can judge. | don't

10 think it's a meaningful question to ask somebody how
11 senditiveisapiece of data, especially when asked out
12 of context.

13 Y ou give people along list of data and say,

14 you know, tell me relatively how sensitive thisis.

15 That's just not a meaningful thing to do. I think

16 people may be more concerned about how data is used,
17 but the question of sensitivity | think istoo abstract
18 here.

19 On the access, | was reading the information

20 that the BBB provided us and their statement on the
21 kind of accessthat BBB sed holders have to provide |

22 think is maybe a useful starting point, where they



23 don't have a precise definition but they do talk about
24 whether the company itself has access to datain their

25 normal course of business, and | think, for example, if
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1 there'sacompany that routinely creates a database

2 record of a person’'s data and uses it internally or

3 sharesit with another company, then clearly it's

4 something they have their hands on, they can feasibly

5 provide access, and not only can they do it, but it's

6 datathat they are accessing, and | think there's a big

7 distinction between that and stuff which is stored on

8 backup tapes somewhere and nobody is actually

9 accessing.

10 MR. MEDINE: Ted?

11 MR. WHAM: Ted Wham from Excite@Home.
12 | have two points. First of al, | want to say

13 how happy | amto be part of the club that understands
14 how these things go up.

15 MR. MEDINE: There are some benefits to being
16 on the committee.

17 MR. WHAM: Exactly, you have got to get on the
18 inside.

19 The second thing, the discussions that we have
20 had here about the valuation of data and the -- and

21 from two different perspectives, so first of all, |

22 think it was Dr. Gavis who made the point -- | can't



23 quite see your name -- but he talked about how the
24 combination of data elements are working not in a

25 linear manner but in a geometric or exponential manner
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1 asoneissue, and the second thing brought up by a

2 couple of different people, | think Dr. Schutzer

3 brought this up, about how the consumer has to take and
4 make a judgment about the data element. Both of those
5 aretaking and adding levels of complexity to the data

6 construction that are very troubling to me.

7 | think when we look at data, we're going to

8 have alot more success in terms of coming up with

9 recommendations in terms of looking at things. If we
10 can say adataelement iswhat it is, abirth dateis

11 what it is, very black and white, has the following

12 type of meaning, and it has the following type of

13 access requirements and needs within the industry as a
14 whole.

15 There is many instances of people who would say
16 that their addressis very personal information, but

17 there'salong history of government programs that

18 require the provision of a physical address for you to
19 be ableto usethose. There's many people that would
20 say that their children's Social Security numbers are

21 absolutely critically personally identifiable

22 information, highly sensitive, yet we routinely require



23 that parents provide the Social Security number of
24 their children in settings for health insurance, in

25 settings for IRSfilings, et cetera, to be able to do
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1 those types of things.

2 We don't look at -- we don't let the consumer

3 come through and say you can't have this type of

4 information, and | would think that as a means of, you
5 know, providing standards of behavior, it's amost

6 impossible for the industry to come through and say,

7 1'm going to do a combination of the number of data

8 elementsthat | have crossed by the individua

9 consumer's sengitivity of that data element, | don't

10 know how I'd get there. And | think that was the point
11 made by Mr. Purcell from Microsoft.

12 The points about sensitivity of information,

13 and | sat on the committee, so I'm very familiar with
14 the construction of some of these elements, is that

15 there are some elements that you would come to and that
16 wewould al likely agree, in a very broad consensus,
17 are sengtive information that would have a higher

18 threshold for disclosure and a higher threshold right

19 for provision.

20 Y our -- whether you tested positive to an HIV

21 test issomething that | think most people in this room

22 would agree is highly sensitive information. That's



23 just not something you want spread around in a great
24 degree of freedom, but it doesn't change the fact that

25 that data element has a certain threshold in all of its
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1 applications. Either you can shareit in agiven

2 circumstance or you can't shareit, and it givesa

3 standard of behavior which industry can meet.

4 MR. MEDINE: So, | guess which way does that
5 point -- if it'stoo complex to have the interplay

6 between the various data elements and consumers

7 senditivity about those various data elements, how do

8 we go about defining the application of access?

9 MR. WHAM: | think we look at it and say what
10 isthe nature of the relationship, how the data was

11 provided, what isthe nature of the use of that

12 information, and what is the nature of the sengtivity.
13 So, those are the first couple, you know, bullet items
14 out of the committee's work itself, and from that you
15 come up with very black and white, deterministic

16 methodology about whether you provide access to that
17 information or whether you don't provide access to that
18 information, that industry can now have atest it can
19 hit as opposed to a wishy-washy, well, in some cases
20 you have to provide accessto it, unlessit's being

21 used in this following different manner, and so forth.

22 That was one of the reasons why we spent so



23 much effort breaking out the categorization itself, is
24 that we said there can be disagreement between, you

25 know, two honorable men about whether access should be
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1 provided to a specific area, and | think Deirdreand 1,

2 you know, might go to hammer and tongs over some of
3 these issues, whether we would provide access, but at
4 least you can say that it fits within this bucket,
5 clickstream data, for instance, fits within this
6 bucket, and we come to a set of recommendations that
7 may not have a unanimous opinion, but we do say it is
8 black or white so that the FTC and the members of
9 industry and so forth can know what they're doing in a
10 very clear manner.
11 MR. MEDINE: Okay, Frank?
12 MR. TORRES: Frank Torreswith Consumers Union.
13 There's been alot of comments about a lot of
14 different issues, and it's tough to keep track of
15 everything that's being said as we go around the table,
16 but | do want to touch upon a couple of points that
17 have been made.
18 Oneistrying to draw the distinction between
19 kind of public versus nonpublic information, and | was
20 reminded in an e-mail that | believe Beth Gibbons sent
21 to methat said, you know, it used to be kind of a

22 given that names and addresses were public information,



23 they are published in telephone directories, and |
24 forget what the percentages were, but there'salarge

25 percentage of people who choose not to publish their
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1 names and telephone numbers in telephone books. So, we

2 need to be sengitive to that, that we can't have some

3 of the assumptions that we have had in the past.

4 The point that was made on, you know, maybe the
5 benchmark should be feasibility and cost, and | was

6 glad to hear the comments about, well, if thisdatais

7 being collected and used and shared with, you know, in
8 the financial services context, athird party or shared

9 with an affiliate, then obvioudly that information is

10 inaform that could be provided to the consumer. And
11 | would take it that in those cases, perhaps decisions
12 are made based upon that information, and this gets to
13 the -- you know, thisis the raw data that goesinto

14 the black box that getsto the credit score that

15 consumers have access to in one way under the Fair

16 Credit Reporting Act.

17 Y ou know, | think at a minimum we need to use
18 that as a guide to, you know, maybe some types of

19 information where decisions are being made about you.
20 You know, since decisions are being made about you, to
21 methat saysinherently it'sin aformthat is

22 accessible. It'salittle bit different than the data



23 that's kind of out there being stored.
24 And | guess excuse me if I'm alittle bit

25 naive, but why would companies have all this data
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1 stored that are just sitting out there, you know, that

2 just -- you know, | have heard that from a couple of

3 folks, saying, you know, we have this data and we store
4 it and it's on tape but we are never going to use it

5 for anything.

6 MR. MEDINE: Y ou drew aline between decisional
7 kinds of data and sort of the raw data that goes into

8 the decison-making process. How far up the -- because
9 it wasraised earlier, how far up the chain would you

10 gointermsof providing access? Would you provide
11 accessto the --

12 MR. TORRES: | think that's-- Frank Torres

13 again, but that's a question that we need to address,

14 because, you know, in Europe, thank God, when you
15 provide information, when you go into a bank to get a
16 loan, they have got to get your permission before they
17 useit for any type of secondary purpose. Without the
18 same type of protections here, just in the realm of

19 privacy, let's say, that information that you provide

20 to, say, alender here gets shared with, you know, who
21 knows who down the street and is being used for all

22 sorts of other purposes.



23 | think it's important to look at all of those
24 downstream purposes, and to a certain extent, you know,

25 maybe we do need to provide some access, you know, for
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1 the downstream uses, especially as information gets

2 commingled and then that information is used to make a
3 decision about you.

4 MR. MEDINE: Andrew?

5 MR. SHEN: Andrew Shen.

6 Back to | guess a couple of older points about

7 thetransactional information. | think the categories

8 that were provided in the access one outline sort of

9 enveloped that. | think if you look at interactive

10 data--

11 MR. MEDINE: Could you grab the microphone so
12 folks can hear you? Thanks. Just speak right into it,
13 yeah.

14 MR. SHEN: WEéll, back to transactional

15 information, | think the access one outline does cover
16 that category, and | think we have to be aware that

17 there'slots of other types of datathat are collected

18 that do not necessarily indicate a single commerciad

19 transaction. | think everyone around the table knows
20 that'savery controversial topic right now.

21 Second, Frank kind of stole this point, but |

22 think it'sakey point. | mean, why isall of this



23 sort of information that's generated and kept around,
24 why isit stored? | mean, you can relieve alot of the

25 responsihility if you just -- on security and access if
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1 you just delete that information. Why do you have it?

2 The other question that came up earlier is

3 maybe one cut that you provide access to is information
4 that was provided as opposed to information that was
5 sort of derived or inferred. | think one of the

6 important reasons that you have access and why it isa
7 fair information practice is so you can know about that
8 provided information, know what else has been done to
9 that that you don't redlly realize is being done. You

10 redlly want to know all that information, what you may
11 have not known at the outset.

12 MR. MEDINE: John Kamp had his hand up awhile
13 ago, if you are till interested.

14 MR. KAMP: Actualy, the point was aready

15 made, and Dan Jaye has a point | want him to make,

16 actually.

17 MR. JAYE: | just want to address the issue of

18 why that datais kept on tape and archived. The

19 primary useis for audit purposes, isthat you have to
20 keep some data around in certain applications, because
21 you may be audited later on, to say your numbers were

22 correct, your ad tallies were correct. It's not



23 becauseit's going to be used for -- ona
24 consumer-specific basis for making decisions about the

25 consumer. It'sactually -- it'sarecord of your
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1 business, and if you -- there's some cases where you

2 can destroy records of your business and there are

3 other cases where you can't.

4 MR. MEDINE: Okay.

5 Richard?

6 MR. PURCELL: Thank you, Richard Purcell.

7 Perhaps it may be helpful if we think about

8 thisarea of our work in a classification system, which

9 would include perhaps three elements, and, of course,

10 three-dimensional matrices are difficult, but at least

11 they let -- they lend themselves to the derivation of

12 database rules which alow for an accurate management
13 of customer information, and | think accuracy of

14 managing this customer information and interactionsis
15 akey goal we have to keep in mind.

16 We can easily define such a complex, and if we

17 come up with nonimplementable system, what will suffer
18 isthe accuracy of our data management practices, which
19 would be a complete waste of al of our time.

20 What | would suggest is perhaps a system

21 whereby we have classifications of data, which would

22 include sensitive, nonsensitive and perhaps other



23 classifications, categories of data, which they've done
24 agood job of herein detailing -- I've got a couple of

25 additions I'd like to add to that -- and sources of
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1 data, which could include customer-contributed,

2 captured, could be derived, could be inferred or could
3 bethird party. ThereI'm sure are other values that

4 we could put into that.

5 But the intersection of these three types,

6 whether it's sengitive -- let's say there's a piece of

7 sengtive information that intersects at the same time
8 with a category of information that's interactive which
9 alsoissourced from athird party. Let'suse Ted's

10 example of an HIV-positive diagnosis. That's clearly a
11 sensitive piece of information. It's clearly a--

12 could be seen asinteraction in the sense that it isa
13 diagnosis, and it comes from athird party, and a

14 pharmaceutical company for some reason gets that.
15 Given those three values, a database rule can

16 be written for the discrete handling of that bit of

17 information. That rule might be different if that same
18 data element came with a different set of three

19 criteriaor values, if it was sourced differently, if

20 it -- well, that same one is always going to be

21 sensitive, so | can't use that, but if it was, for

22 example, perhaps categorized differently. So, there



23 may be ways that we can create a dimensional matrix.
24 The other thing I'd like to just suggest as

25 additionsto the categories are identifiers that
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1 include biometrics. We haven't -- here we've talked

2 about numerical identifiers, GUIDs and LUIDs, that's a
3 new one, but | think that also we have to anticipate

4 that there's going to be perhaps even a category of

5 datathat is -- that are -- can be called identifiers,

6 and GUIDs are not the same as an identifier -- asa

7 biometric identifier in that they are ambiguous. A

8 GUID can be shared by -- because it's a machine-based
9 element, but a biometric is so unique as to be

10 unambiguoudly identifying an individual human being.
11 The other | would suggest are authorization

12 levels, essentially the privileges that an individual

13 hasfor accessto information. We have to keep in mind
14 that -- and well get to thisin the -- in our subgroup

15 four's area, but we have to keep in mind that we're not
16 necessarily defining access limited to the consumer's
17 accessto data. We aso have to be sensitive to the

18 fact that there are a bunch of human beings operating
19 this-- these systems. They also have accessto this

20 information.

21 What are the rules that we're going to lay out

22 that a system administrator or a database manager is



23 going to have in terms of access? And so authorization
24 levels apply very strongly to that category, but they

25 could also apply to consumers accessing their
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1 individual data.

2 As an example, what is the authorization level

3 of aparent to get access to their child's information?

4 MR. TORRES: Dave, | just have a quick

5 question, Frank Torres.

6 When you talk about a database rule, what does

7 that mean? Isthat acode that's written or isit just

8 apolicy that is enacted?

9 MR. PURCELL: Thanks, Frank, Richard Purcell.
10 A database rule is essentially a script that is

11 invoked when a data value is entered into a system, and
12 that script is an instructional that tells the system

13 exactly how to handle that piece of datain avery

14 highly specific way. For that reason, any ambiguity

15 around that can create grievous errors, and in this

16 area, an error could expose datain a manner that is

17 against policy and that may be against an agreement

18 that you have with your customer, as well.

19 MR. MEDINE: | want to go on around, but before
20 1 do, | just want to inject another issue for people to
21 consider if they want to address it either now or

22 |ater, which is access by people with disabilities, is



23 that a-- that was not addressed in the first group's
24 discussion, but it might be relevant to determine if

25 there ought to be special considerations in that
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1 context. And again, people can feel free to address

2 that now or perhaps in the working groups for the next
3 session.

4 Ron?

5 MR. PLESSER: Unfortunately, thisiskind of
6 like an online chat room, we are al coming in at

7 different points, but there were three points that |

8 wanted to make.

9 First, on behalf of the | SP industry and why

10 there's backup, | mean, it's obviously for disaster

11 relief, for -- you know, if there's a breakdown, you
12 know, different policies -- different | SPs have

13 different policiesin terms of when e-mail is looked
14 at, you know, isit destroyed as soon as the recipient
15 picksit up, well, how long does it take for the

16 recipient to look at it, what are the outside limits,

17 but primarily, at least in -- and | certainly agree

18 with what Dan Jaye said about auditing, but | think
19 it'svery critical to know that, you know, as we've
20 seeninthelast couple of weeks, one of the critical
21 elements of the internet is reliability and

22 dependability and trying to build that up, and one



23 needs the backup tapes and backup information to do
24 that. That's not the only reason, but it's certainly

25 onereason.
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1 Second is on this issue of sensitivity, | don't

2 know that | disagree with what anybody has said, but it
3 seemsto me we're losing or missing a 30,000-foot view,
4 which is sengitivity does vary asto sector. When we

5 did the Privacy Commission report in the mid-seventies,
6 the way we dedlt with sengitivity is really looked at

7 sectors. Name and address may not be sensitive at all

8 if it'sderived from areal estate record or from a

9 public telephone book, nonlisted or whatever. 1t may
10 be entirely different if it's the name and the address

11 identified with a cardiac rehab clinic or something of
12 that nature.

13 S0, | think what we redlly -- the way -- |

14 think one of the ways to solve the issue isto look at

15 sectors, and it's not going to solve al the problems,

16 but it startsto give you a cut that is helpful, and |

17 guess I'mjust surprised hearing this conversation go
18 on for an hour and not hear that there's at least some
19 difference on sectors.

20 Third, on the issue of the transaction, I'm not

21 suggesting in the least that interactive data be

22 eiminated fromthislist. | think it's helpful and



23 it'simportant to have it. What | am suggesting is
24 there should be a separate category, if you want to

25 technically call it a subcategory or a separate
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1 category of transactional information, because not only

2 fromwhat Mary had said, but as we are now getting very
3 much involved in consumer protection issues, one of the
4 fundamental consumer protection rightsis that the

5 record of the transaction off the net be recordable on

6 paper, be -- or recordable in some form and that the --

7 and then maintainable by the consumer, so that

8 transaction information is becoming an important

9 category.

10 Interactive data should stay in there to the

11 extent that it doesn't cover transactional, but | think

12 aswe go into the options, if we lump them all

13 together, it will be much more difficult to get to some
14 resolution than if we try to split it out. So, that's

15 my point on that.

16 MR. MEDINE: Okay, Ron, just going back to |

17 guess Richard's matrix, Ron, would you then make sector
18 one of the determinants in Richard's matrix of what

19 information you get accessto?

20 MR. PLESSER: Yeah. | mean, | -- | mean, it

21 was hard to -- for meto kind of fully conceptualize

22 what Richard was saying, but | think that in splitting



23 it up, certainly sector isan important issue. And |
24 now have his diagram.

25 MR. MEDINE: Let me make an important access
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1 point for this committee, which is the people in the

2 overflow rooms aren't getting accessto this

3 information unless you speak into your microphones, so
4 please when you're called upon, put it close to you so
5 that folksin other rooms can hear you.

6 Deirdre?

7 MS. MULLIGAN: 1 think you've done an

8 excellent job steering the conversation, David, and |

9 want to step back for a second that the purpose, at

10 least, the purpose of the scope and categories group |
11 think from the focus of the -- from the perspective of
12 the people who were on the group wasto set out the
13 framework and not to make the decisions, and | think
14 that there's a number of things that have come up. |
15 was also on the cost and benefits subgroup, who have
16 highlighted for me the fact that these are useful in

17 conceptualizing the other issues.

18 For example, Lorrie Cranor raised the point

19 that, you know, in thinking about access, a critically
20 important component isisit datathat's being used in
21 aformthat istied to the consumer. And | think that

22 if you look at the cost and benefit paper and you apply



23 it to this, you say, what form isthe data in? What
24 kind of system? Isit atransactional log system of

25 people's records, you know, stored by a credit card
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1 company where they're routinely used to make decisions

2 and they're, you know, collated with the person's name
3 ontop?

4 And so that the -- you know, the purpose of the

5 scope and categories was hopefully to provide, as|

6 think Richard said, one axisto feed into this rule

7 set, and | think the discussion has been readlly

8 productive asto what are the other axes. | think, you

9 know, from my perspective it's come up pretty clearly
10 that in thinking about access, many of us don't believe
11 that sengitivity is an important -- an important factor
12 to play into that rule set; however, we do view

13 sensitivity as being a critically important component

14 to play into the security rule set.

15 And | think -- you know, so | think we're

16 starting to pull that apart. And I'd like to hear a

17 little bit more from other people about if you're

18 thinking about -- which | think isimportant, because |
19 think the cost issueis one that might be very

20 important as to where the FTC comes out on thisissue,
21 but in thinking about how you reduce costs, coming up

22 with clear, smple rule sets that can be built into



23 programs and systems is incredibly important, and so |
24 really appreciate that Richard Purcell brought us back

25 to that, and if we can think about some of the other
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1 fixed axes that would be useful in the access section,

2 | think that would be great.

3 MR. MEDINE: Also, just keep in mind that

4 smplicity benefits consumers in understanding what

5 they're getting accessto.

6 MS. MULLIGAN: Absolutely.

7 MR. MEDINE: And obviously benefits firmsin
8 understanding what they need to provide access to.

9 Rob?

10 MR. GOLDMAN: | guess listening to the

11 discussion, | want to weigh in alittle bit on use and
12 making of decisions with information, which has not
13 been brought up as one of the dimensions on the three
14 or four-dimensional cube but one that isinteresting at
15 least and seemsto find its way into most of these

16 outlines somewhere.

17 | want to share an experience that | have had

18 at my company since these outlines have been circulated
19 that makes -- | think use is a difficult one, a

20 difficult one to work with. It'sinteresting but hard

21 inpractice. Dash.comisastartup. We provide

22 customers with accessto amost all of the information



23 we collect onthem. There's a small piece of
24 information which is the operating system they used

25 when they signed up for our service which is not
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1 currently part of their profile page.

2 We work with online merchants. One of our

3 sadlespeople during this past period was talking with a

4 computer retailer about making offers to members of our
5 service for no-money-down financing for computer.

6 Right now we don't provide access to that old -- to the

7 operating system variable, but that variable is one

8 that we wanted to consider in choosing who to -- whom
9 to make the offer to, who would be likely to be in the

10 market for a new computer.

11 It's not something we provided accessto, and

12 it's something that we were considering using. So, |

13 guess the question would then be, when do we need to
14 provide access? Isit after the decision has been made
15 aready? That's alittle late, it would seem, but it's

16 hard to know how information will be used ahead of

17 time. And just to further complicateit, I've seen

18 financial decisions, credit information and loan

19 decisions throughout these documents, and

20 zero-money-down financing for a six-month period could
21 be considered a credit decision, as well, which -- and

22 1'm sure our merchant would have considered it a



23 marketing decision, but | guessthat line is vague and
24 difficult.

25 S0, in practice, use, athough important, seems
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1 likeit'sahard oneto pin down and certainly would

2 get away fromus, | think, inindustry.

3 MR. MEDINE: Dan?

4 DR. GEER: Yes, Dan Geer.

5 The only point | wanted to make isto the

6 extent were trying to imagine the future in making

7 theserules, | think it's worth mentioning that in a

8 very short time, the number of devices that are on

9 networks and the number of entities which are making
10 and breaking connections and all of that will be

11 totally dominated by things that do not have a

12 keyboard. Y our refrigerator, your car, you name it,
13 everything will be there, and the information that's

14 hardest to deal with in that circumstance is whéat |

15 believe would be called traffic analysis. Who's

16 talking to whom and when and what did they say?

17 That kind of stuff is, on the one hand, arich

18 mine, and on the other hand, it's arich mine, and the
19 question is which way do you want to go, and | just
20 want to make sure that everybody understands, just as
21 the comment was made about biometrics a moment ago, the

22 technology frontier here is advancing at a speed which



23 | think is going to be very difficult to anticipate in
24 arulemaking proceeding such as you're attempting to go

25 to.
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1 MR. MEDINE: Let mejust clarify for the

2 record, thisisnot arulemaking proceeding. Thisisa
3 committee that's going to express its views

4 independently to the Federal Trade Commission.

5 DR. GEER: Okay, sure.

6 MR. MEDINE: No rules being promulgated here.
7 DR. GEER: Asalayman, there are words I'm

8 surel will step on, asthat was one.

9 MR. MEDINE: We just need to keep the record
10 straight.

11 DR. GEER: Okay, cool, but | just want to make
12 the point that the technology frontier is advancing,

13 and what is interconnected is advancing at avery fast
14 clip, and the large -- the mgjority of the internet

15 will be wirelessin almost no time and so forth. So,

16 aswe think about this, we cannot imagine that there's
17 going to be a person to ask of -- adecision of. It

18 isn't going to be there. You're not going to ask my

19 refrigerator how it feels about whether or not its

20 contents ought to be visible to the grocery store. |

21 mean, you are just not going to do that.

22 MR. MEDINE: Canl just turnthat around, then,



23 because there's been a discussion back and forth
24 earlier about whether companies keep information, why

25 do they keep information, how do they use the
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1 information they keep. To the extent that a company

2 keeps information about your refrigerator's habits

3 identifiable to you, should that be a determinant of

4 your getting access to that program?

5 DR. GEER: There are other people here who

6 understand that far better than | because they do, in

7 fact, have those types of requirements, and they are

8 not optional, but | would say that if you are worried

9 about the reliability of a computing environment, you
10 record as much as you can if for no other reason,

11 for instance, when things go to hell, and the last couple
12 of weeks have been agood example of that. If you

13 didn't have the kind of data that scares you, you

14 wouldn't be able to diagnose the problem you didn't
15 know was coming.

16 MR. MEDINE: Just to clarify, it's not so much
17 then what you keep but what you use, and if you use
18 that refrigerator in association with a person to --

19 DR. GEER: | cannot make a distinction between
20 keep and use, because the cost of reproduction of
21 electronic information is zero; hence, it is never

22 unrevealed; hence, once it exists, it exists.



23 MR. MEDINE: Rick Lane, did you still have a
24 comment?

25 MR. LANE: No, | didn'.
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1 MR. MEDINE: Lance?

2 DR. LANCE HOFFMAN: Lance Hoffman.

3 A couple of points, and thisis a very good

4 segueinto what I'm going to say. We cannot predict

5 the future, but we have to design for it anyway.

6 That's onereason | think we came to that figure we

7 havein access group four. And Richard has a model of
8 keeping himself in check. He only showed it looks like
9 atelephone and a regular mail and a computer. We

10 talked about refrigerators and cars and al of these

11 things. Hedidn't put them up there. He was very, you
12 know, sedate that way, but they're coming, okay?

13 S0, the point iswe can't predict what's going

14 to happen, but what we do know is we don't want to make
15 rules-- sorry, I'll change that expression -- we don't
16 want to make decisions that are so binding that they
17 get usintrouble later on. We don't want to come to
18 standardstoo early.

19 Having said that, | think time may wish -- we

20 may want to consider time as another access of some
21 sort, because time has been left out here, and things

22 change over time, both the decisions, the access rules,



23 whatever, change over time, and as we've seen in recent
24 weeks, companies decisions change over time. They

25 might say at time T-1, we are going to do thiswith
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1 your data, and then at time T-2, lo and behold, they

2 change it, maybe without even telling the consumer, and
3 what do you do then?

4 Weéll, the key hereisthe records. If you have

5 records and if you keep records, then you can go back
6 and assess what's gone on, okay? Record keeping |

7 clamisacost of doing business. Y ou're absolutely

8 right, the point was made earlier, lots are kept for

9 auditors. Indeed. Well, the consumer more and more
10 can be his own auditor. Y ou're aready your own

11 auditor when you read your bank statement, okay?

12 S0, | don't think it's any different. | think

13 one of the costs of doing businessis being able to

14 keep additiona records about the metadata that isin

15 these systems.

16 Final point -- oh, two other points. Oneis

17 Ron talked about sectors. Sectors are a good way of
18 categorizing, but they don't always work. We see these
19 conflicts al the time between the U.S. and Europe

20 especidly in terms of privacy and regulation versus

21 not. Ron Plesser, | guess he's not in the room right

22 now, I'm sorry, but he gave the example of rea estate



23 records, but