10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION

PAY ON THE GO:
CONSUMERS AND CONTACTLESS PAYMENT

TOWN HALL MEETING

Thursday, July 24, 2008

8:30 a.m. to 5:00 p.m.

University of Washington School of Law
William H. Gates Hall, Room 133

Seattle, Washington

For The Record, Inc.

(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

TABLE OF CONTENTS

Welcoming Remarks

William Covington, Moderator

Introduction to Contactless Payment:
What Is It and How It Is Used

Katie Harrington-McBride, Moderator

Consumer Understanding and Acceptance of
Contactless Payment Technology

Charles Harwood, Moderator

Contactless Payment Cards

Julie Mayer, Moderator

Mobile Payment Devices

Kathyrn Ratté, Moderator

Meeting the Challenges: Strategies and Approaches

William Covington, Moderator

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555

11

41

92

172

219



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

PROCEEDINGS

INTRODUCTION AND WELCOMING REMARKS

MS. MAYER: My name is Julie Mayer. I'm with
the Federal Trade Commission here in Seattle, and we
want to welcome you here to our event, Pay on the Go:
Consumers and Contactless Payment, which is being
co-hosted by Professor Bill Covington's Clinic on
Technology and Public Policy at the University of
Washington School of Law.

So we're at this lovely facility that we are
able to use today, and without further ado, I'd like to
introduce Professor Covington to welcome you all again
to this event.

MR. COVINGTON: Thank you, Julie, and welcome
to the University of Washington Law School.

Very briefly, the Technology, Law and Public
Policy Clinic is aimed at students who are interested in
writing legislation, regulations or research papers on
high tech or high tech industries.

Our students have looked at things from the
regulation of voice-over Internet protocol through
digital rights management. In the RFID space, the
students have been looking at things such as consumer

protection and privacy rights.
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Let me just share a few administrative details
with you before we get into the work of the day.

First, attendees may be invited from time to
time to ask gquestions of the panels. If you wish to ask
a question, please raise your hand for a staff member to
bring you a microphone.

Second, our restrooms are located at the top
of the hall. You make a short jog to the left and
another to the right, and all will be revealed. Coffee
will be available at the Burke Museum, which is across
the parking lot directly from the law school.
Unfortunately, coffee is not allowed in this particular
room.

We will be gathering for an informal lunch at
McMahon Hall, and we will be gathering right over by the
exit sign for those of you who want to join us for the
group lunch. For those of you who want to eat on your
own, one block over is University Way. We have a number
of eateries that are student certified that you will
probably find enjoyable. Please turn off your cell
phones.

And last, but far from least, this building is
totally Wi-Fi'd, which is both a blessing and a curse to
those of us who are faculty. So for those of you who

wish to access the Internet, you can go to the
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University of Washington website. The network ID is
Event 0217. That's Event 0217. Now, the challenging
part. The password is W8L2+BI9N3+Q9M3. Now, I have a
number of papers at the place where I am sitting which
contains this information. So if you were unable to
keep up with this, I am more than glad to provide you
with the access information.

So, again, welcome. Thank you for attending.
And at this point, I would like to introduce Chuck
Harwood, who is the Regional Director of the Federal
Trade Commission. Thank you.

MR. HARWOOD: Thank you, Bill. And, again, my
name is Chuck Harwood. I am the Director of the Federal
Trade Commission office located here in Seattle.

And I want to begin by welcoming all of you to
this event, particularly those who traveled some
distance. I know some of you have come from quite a ways
away. We have a few benefits we can offer you if you
made the long trip; one, obviously, is the weather.

It's much better than I suspected than most of the
places you came from. And I think we are pleased about
that, although I can't claim credit for it.

But then, secondly, I hope we can offer you
today an informative and useful program and that you'll

also have the opportunity to learn too. You'll have
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something to learn from it, and hopefully you'll take
time to contribute to our program as well, and to ask
questions, comments, continue the dialogue during lunch.
Feel free to talk to any of us in the halls.

This is really -- the program is really two
parts. Part is the formal part that we're in this room.
The other part is just the informal dialogue that goes
on between panelists and between the panelists and the
audience. And that, in some ways, is arguably the most
valuable part of this program.

So the concept of contactless technology or
smart cards, and there are various terms that are used,
it's enticing. 1It's even seductive in a way. The idea
is that you can quickly and easily complete a
transaction.

You know, we've all stood in long lines at
Starbucks or McDonalds or something and watched that
person way down there in the front fumble with their
payment and seem to take forever to get their wallet out
and get out that change, and then discover that they
have to pay with pennies or something like that. And it
just takes forever.

And the idea that somehow you can quickly and
easily pay for small transactions or maybe even large

transactions by just waving a device or even waving your
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wallet in front of a reader or tapping a reader is a
concept that just sounds wonderful to consumers. It's
quicker, it's easier. Moreover, it might provide
opportunities for better recordkeeping as far as
consumers understand it. It might provide
opportunities -- it just simply has some amazing
opportunities or benefits.

But the concern is the consumers possibly are
being asked to make tradeoffs, and that's part of what
we're here to talk about today. What kind of tradeoffs,
if any, are consumers being asked to make? Are they
being asked to make tradeoffs regarding privacy or
security, and do they understand what those tradeoffs
are? Do they understand that the technology is
different than the kind of technology they might be --
might have used in the past that involve magnetic
strips, for example? Do they understand how this new
technology works or do they, in fact, even need to
understand the intricacies of what RFID is or how radio
frequency works.

That's the part of what we analyze today as
well; the technology and the tradeoffs and what
consumers understand what they're being told.

We're also going to be talking about just some

of the ways in which that technology is being used now
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and some of the ways in which it will be used in the
future.

The FTC has been studying this issue for a
number of years now. We held a conference in
Washington, D.C. in 2004 that looked at RFID generally,
and then a year later we published a report from that
conference.

We followed that up with a really amazing
undertaking called Tech-Ade. In 2006, it looked at a
variety of technologies and how they were being
implemented and used and their effects on the consumer
marketplace.

And one of the topics we looked at in Tech-Ade
was also RFID, and we also touched on contactless
payment.

And through all this what we've seen, even in
the last four years, is that the products have changed.
They have morphed. They have developed. Some of the
things that we talked about in 2004 haven't happened,
and, yet, other things have happened. Some of the
concerns we had in 2004, you know, they haven't appeared
yet. We haven't seen them. 2And, yet, in other ways,
things that we didn't anticipate happening, happened.

So what we've been dealing with, even in the

past four years, is this rapidly changing and morphing
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technology. And one of the things that we're hoping to
hear about more today is try to get a sense of where the
direction is, what directions these technologies are
going in, because that's important to us at the FTC. It
helps us get a better sense of what we need to
anticipate as a regulatory agency, as a consumer
protection agency and, frankly, as a consumer education
agency. A lot of our interest is simply in
communicating, educating consumers about their rights
and responsibilities.

So we collaborate with law enforcement
agencies and with consumer education agencies and with
private industry and with NGOs in the United States, but
also with similar organizations around the globe.

And as you'll hear later today, we're going to
be -- this is part of a longer-term process, this
particular workshop, town hall is part of a longer-term
process in which we'll be looking at and talking with
our colleagues throughout the world about how they're
dealing with contactless payment.

So, in fact, today we're going to hear from
some folks who have already dealt with the use of
contactless payment, smart cards, whatever you want to
call them, in other countries. And that information

today, I think, will be useful to all of us. It gives
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10
us a sense of how consumers will be using technology,
and will also help us understand what might happen here,
and it will also give us a sense of what some of the
international challenges are, some of the cross border
challenges are for us as we deal with these issues.

So our goal for the day, finally, is to hear
from experts, to get a sense of the direction these
things are going in, to get a sense of what consumers
are being asked to do, to get a sense of what consumers
are looking for, and to get a sense of how organizations
and entities like the FTC, like private NGOs -- or NGOs,
I guess that's redundant, NGOs, to get a sense of how
entities such as other federal regulatory entities and
even state and local agencies should respond to these
amazing technological developments. You get a sense of
whether they're -- you know, what our role is in this
area.

And I look forward to hearing what I expect
will be some really amazing comments and input and
insights into this process.

And with that, I think we're probably ready to
start our first panel. And I understand our first panel
is an Introduction to Contactless Payments and will be
moderated by Katie Harrington-McBride, and there she is

right there. Katie. Thank you.
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11
INTRODUCTION TO CONTACTLESS PAYMENT:
WHAT IT IS AND HOW IT IS USED

MS. HARRINGTON-MCBRIDE: Good morning,
everyone. Thank you very much for being here this
morning. I think in spite of the delightful weather,
there were some -- the vagaries of travel got the better
of some of you, including the gentleman to my immediate
right, and we're very grateful for those of you who
endured long travel delays and who came great distances,
for making those sacrifices to be here.

We're looking forward to, as Chuck said, a
really informative day, a day in which FTC staff can
learn a lot, and those of us in the room can share ideas
and information about the state of the art and what, if
anything, needs to be done to make sure that consumers
are protected in this world where technology is changing
fast.

One of the goals for our panel -- in fact, the
primary goal is make sure that we're all on the same
page. And so this is really a table-setting
presentation and probably different from most of the
other panels throughout the day because more so than in
any other panel, you're going to have some talking heads
here.

We're going to have formal presentations.
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12
We're going to get some slides on the board. We're
going to make sure that everybody has a sense of the
scope of development in the technology, what contactless
payment is, what it means, how it works functionally,
and where it fits in the larger scheme. We're going to
have some contacts provided as well.

So that's our goal and, perhaps, again, less
so than in subsequent panels, we're going to -- we're
not going to have as much Q and A maybe. Although, feel
free, if you do have questions, to raise your hand and
we'll try to get somebody out to get you a microphone.
Our goal is if we do have questions, it will be at the
end of the two presentations, at the end of each of
them. And then we may reserve a little bit of time at
the end of both to have a little bit of discussion as
well. So we'll see how that goes.

And with that, I'd like to introduce the two
panelists who are going to be talking with you this
morning. I'm delighted to have with us two experts,
Randy Vanderhoof, to my immediate right, is the
Executive Director of the Smart Card Alliance. Randy is
here to represent his organization and tell us a little
bit about the background of contactless, where it's been
and where it's going.

And then to Randy's right, we have Dan
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13
Littman, who is an economist at the Federal Reserve Bank
of Cleveland in their Payments Research Group. Dan is
going to provide us the bigger picture, the even bigger
picture on where contactless fits into the payment
system generally.

So with that, I will turn it over to Randy,
who i1s going to make a presentation. And after his, we
can ask him some questions.

MR. VANDERHOOF: Thank you very much, Katie.

So I really appreciate the opportunity here
that the FTC has done to try to bring all of the
interest about payments evolution together. My role
here as the Executive Director of the Smart Card
Alliance, which an industry association, focused on
raising the awareness and the adoption and the usage of
this technology is really to impart some of the
information that's available to you as a public
resource, both to industry, as well as to consumers and
to merchants on how this technology is evolving and how
it's changing, and what are the reasons for this
technology even being here and being talked about in the
first place.

Our organization is made up of over 180 member
groups. They represent all of the industry,

participants in the payments field, as well as in the
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14
identity and the security field. So we have a rich
community of knowledgeable people who understand the
technology, who understand the markets and who
understand the end users, which are either the
consumers, the retailers, the businesses, even our
Federal Government in terms of how they apply this
technology in their day-to-day lives.

To try to put a context together of why we're
here or what we're talking about, this slide kind of
just represents in an informal way the transition that
the payments industry has experienced over time in terms
of both technology advances and testing new applications
or approaches to payments.

So when the first card payment -- first card
product came out some 30 years ago, it was a revolution.
It took time for people to understand it and trust it,
to build an infrastructure around it. And today, we
know, as consumers, we can't imagine our lives without
it.

Well, over time, we've seen different changes
being made to the payments infrastructure. We've
introduced other technologies than the plastic or
magstripe. One ever the really breakthroughs was the
Exxon Mobile Speedpass RF-enabled fob as a means to

deliver a payment system as the first real model in the
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United States of having an alternative delivery system
to execute a credit or debit transaction.

We went through a period of experimentation
with contact chip technology modeling after some of the
advances that have happened outside the U.S., in Europe
and Asia and other places. And then we saw that in the
United States market, based on the rich infrastructure
we have for an online, real-time payment processing
network, we didn't have to reinvent the wheel and go
back to a very strict, secure, intelligent payment card
and device infrastructure, but rather leverage the rails
that have already been set with the online payment
processing networks and utilize changes to the
technology that can coexist on that platform.

And I think what you've seen in the last ten
years has been a number of implementations around that
we're here now to talk about because it's becoming part
of the day-to-day payments landscape.

This chart just kind of gives you a visual
image. On the right side of the chart is just the
traditional payments network. This is a secure payment
communications infrastructure. It's not the Worldwide
Web. It's much more specialized and focused and
operated by the payments industry.

The acquirer's role is how they interface at

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

16
the point of sale in gathering that credit card
information. Then it's identified by either its
branding of MasterCard, Visa, American Express,
Discover, Capital, and then routed out through the
network to the issuer who issued that individual's card.
It's then authenticated, sent back to the merchant
terminal with an authentication and the transaction is
completed. All this happens in milliseconds.

The left side of the diagram just shows the
delivery system for that information, and we're looking
at, in the contactless world, not only the traditional
card format, but other form factors such as key fob or
keychain devices, watches, and even mobile phones in the
future.

So having this freedom to change the form
factor and the delivery factor is opening up what we
call the new contactless way to pay. It's appealed to a
segment of the market where speedy convenience at the
merchant level is something that's valued and there's
strong business drivers to have.

And, typically, those merchants have primarily
depended or used cash or checks for payment rather than
people pulling out their credit card. So the fast food
or convenience stores, the stadiums, vending machines,

movie theaters, taxi cabs, what they all have in common
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is traditionally these have been heavily cash-oriented
merchant chains that are now, because of the speedy
convenience factor, are starting to open and to start to
use cards as a means of payment as well.

This is of both benefit to the consumers, who
carry less cash with them and are often limited to the
decisions they make at the point of sale by how much
physical cash they have on them, and also it's a benefit
to the issuers of the bank cards because they get people
to start using their cards more frequently, which is
what they want to try to consolidate around their
customer base.

So the Smart Card Alliance really represents
the stakeholders of the merchants, the card suppliers,
the banks, the manufacturers and such, but we really
don't represent the consumer. So we wanted to
understand what the consumers' attitudes are to all of
this technology, and we commissioned a study. In fact,
we commissioned two studies in the last two years to try
to get the consumers' ideas about what this technology
means to them.

The last study we completed was in April of
2008, and we were able to compare that data with the
data we generated our initial study in 2006 to see what

kind of attitudes have changed. I think some impressive
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information came out of that report.

9 percent of the population are contactless
payments users now, which is a significant increase of
where we were two years ago. People are more
knowledgeable now of what contactless payment is. So
they're beginning to understand it and make decisions
about whether it's right for them or not, but at least
they're now knowledgeable enough to make an informed
decision.

Also, people that have actually used the
technology really like the technology, and this is also
something that's really important because people who are
constantly inundated with new innovation don't
necessarily like the changes that industry puts forth to
them, but we're seeing a rapid acceptance and adoption
of the technology once people have actually tried it and
used it in their day-to-day life.

Safety and security is always one of the top
things that you ask consumers about in dealing with
anything that has to do with payments. And contactless
payments has certainly raised the awareness about what
does it mean for payment security.

So we asked a lot of questions about -- both
from users of this technology and even people that

haven't used it yet what their perceptions were about

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

19
the safety of contactless payment.

68 percent of them said they thought that this
technology was as secure as their debit/credit card with
signature technology. The number of people who cited
that safety was their primary concern for not using it
actually has declined in the last two years. As people
become more informed about it, they're less -- we've
answered a lot of their guestions.

And the people that are saying we're still not
interested in using it are more not interested because
they really don't see the value to them personally to
have this other form of technology when their cash or
their credit/debit cards that they have traditionally
used serve their needs.

Also, when we compared how they felt about --
those who did express a concern about payment security,
we asked them, well, how does it compare with your
concerns about payment security of your other payment
products? And not to anyone's surprise, you know,
people are concerned about payment security regardless
of what their payment medium is. And, in fact, the
percentages are right in line with debit, signature
debit, checks and contactless.

So I think the important take-away there is

that we're never going to have a consumer population
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that's totally comfortable and feeling safe and secure
about payments, but this technology doesn't raise any
significant higher barriers to that concern than any of
the other existing products that are on the market.

The reason why contactless has been the
fastest adoption of a new payment form factor and
process in the experience of the payments industry is
because other attempts to introduce advanced payment
technologies have usually been driven by benefits to the
financial industry in terms of making them more secure,
but the penalty was that merchants had to invest more in
the payment infrastructure and didn't share in the
benefit of the reduced fraud significantly or that
consumers really weren't getting anything more from
their payment product than they had before, but may have
had to change the way in which the product was used or
how long it took them to make a transaction.

So what made contactless work was that it
really appealed to the three stakeholders with tangible
benefits to the issuing banks, to the merchants, and to
the consumers.

And without going through all of the bullets
there, the highlight for a consumer is, I just want to
be able to trust my payment product. I want it to be

fast and easy and simple. And if you can make my life
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simpler or get me through the lines faster and also
allow me to do that transaction and feel safe, then I'm
certainly going to be attracted to that.

From the issuer's standpoint, they had
something new to present to their customer. So issuers
are in a very competitive market. Everybody has
multiple card products. They're all fighting for that
top position, and they're looking for ways to innovate
to be able to offer something more than what somebody
else has to offer. And this technology has offered them
an opportunity to market a new concept, and also to add
additional benefits, and more importantly, to be able to
get people to start using their products more and more
in their day-to-day lives.

And the retailers, which are the ones that
have to invest in the infrastructure to accept
contactless payments, rather than trying to drive this
through the entire retail chain, what the brands did and
the issuers did, which I thought was very bright, is
they looked at the target market which would achieve the
highest benefit, which was the convenience stores, the
fast food locations, et cetera, because they were going
to be the folks that would prove whether or not this new
payment platform was really to going to catch on in the

consumer market.
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So when we reached out to the consumer -- to
the convenience stores, the fast food chains, the movie
theaters and such, what they found was that, yeah, not
only did this move people through their lines faster,
but it also created a better shopping experience for
their consumers and, therefore, the consumers started to
populate those stores more frequently. They started to
use the card in more creative ways and add additional
purchases. All of this was a way where retailers could
get more traffic through their lines and be able to
target some more benefits to their consumers.

Because we have this form factor independence
not only at the device level, the card or the key fob or
whatever it is that you're carrying, but specifically at
the point of sale, at the terminal, the image that you
have of the contactless payment terminal is there's a
little target device there on the screen, and you hold
your payment device to that device, and it reads the
information, processing the transaction.

The significance of that is that that's a
sealed carrier, unlike the magnetic stripe wedge which
has an open slot that has to be kept clean and available
for people to read the information off the magnetic
stripe.

Because this is simply a closed payment
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interaction, it allows for those payment devices to be
placed in outside, foul-weather areas with a much higher
degree of reliability because they aren't exposed to the
challenges of weather or the challenges of an individual
that has to orient their payment product to the
direction of the swipe, et cetera.

So things like vending machines, which have a
very tight space in terms of their display for what they
can do to accept coins and bills and possibly cards, by
simply integrating the contactless payment technology on
to the face of that device, they can now offer another
whole payment medium in terms of credit cards and debit
cards that they couldn't have supported before because
they didn't have the real estate to put a big wedge
reader and have a device that would communicate back to
the payment processors.

Taxi cabs -- the number of cities -- I live
just outside of Philadelphia. Philadelphia is one of
the first cities to implement payment with a credit card
at a taxi. What a great idea. I mean, how many of us
have been riding in taxis and scrambling for money
because we didn't have an option of using the card in
our wallet. This has been -- you know, consumers love
this idea. Taxi drivers aren't so keen on it for other

reasons.
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There was a pilot with the Ohio Turnpike to
use this as a means of payment on the highway. They
couldn't accept credit cards at a machine on the highway
because, again, the outdoor infrastructure and place and
the risks associated with the swipe not being able to be
read, the slowness of the transaction, having to sign it
and things. But now having this contactless card or key
fob device, they can achieve their speed of transaction
and reliability of transactions, and it opens up another
means of convenience of payment that motorists didn't
have available to them before this technology came on
board.

The top one there, the New York City Transit
Pilot, one of my favorite effects of what contactless
payment brings to bear, and that is if you've been in
New York City or even any major city and used the mass
transit system, the typical process is you go into the
system. You go up to a kiosk machine, put your cash or
your credit card in the machine. You transfer value on
to a transit pass or card, and then you enter the system
to use the system. Nine times out of ten, you're
probably buying a $5 card and you're using $3.25 cents
of it, and the card gets tossed away, et cetera.

What New York City is piloting is by

implementing contactless payment at the turnstile.
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They're going to bypass that whole line. When people
enter the system, rather than going to the kiosk or
going to the booth, transferring their payment to a
transit pass or transit card, they can now walk right to
the turnstile, tap their keychain device or their phone
or their card, and it will deduct only the fare for that
transaction and they go through the system. So opening
up that opportunity, consumers are going to like that.
Certainly, the transit operators feel very comfortable
as well. So this is the kind of innovation that is
spurring with this capability.

I wanted to add one more slide in there just
to cover some of the issues about security because I
know it's going to be a subject of discussion for the
balance of today. And I wanted you to give what the
Smart Card Alliance's analysis is, which has been
through the contribution of all of the major card brands
and the issuers and the technology providers that have
validated that this information is, in fact, accurate.

When we talk about contactless payment
security, we have to talk about payment security as a
whole, and look at payment security in the context of
how consumers actually use payment.

Nobody questions the fact that cash is still

the most widely-used method of payment, and there's no
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security associated with cash. If I lose my wallet or
if I lose the cash out of my pocket, you can't identify
it. So the advantage is it's anonymous. The
disadvantage is that there's no way to tie it to the
individual.

Well, in terms of magstripe cards and debit
cards and credit cards and contactless payment, there's
all going to be different ways in which consumers are
used to using this and feel comfortable using it, and
the option is that people will use this technology at
their level of comfort. There's no one forcing them to
use it in ways that they're not comfortable with and,
therefore, people should make their own informed
decisions about, does this new technology create an
opportunity or a threat for me? Let me understand what
that is, and then I can make those decisions in terms of
how and where and when I use it at my own choice rather
than what somebody else is asking me to do.

So radio frequency is probably the key point
that we tend to circulate back to. This is different
because we've never had a payment product that generated
our account information through a radio frequency
interface to the terminal. 1It's always been a
deliberate act of a user swiping their card through a

terminal or entering their account number through their
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keyboard, and now we're doing this airwave
communication.

You need to know that all radio frequency
technology is not the same, that there are secure radio
frequency technologies. There are insecure, in terms of
a spectrum of capabilities. Transit cards are different
than bank cards, are different than tags that are on our
computers and our office furniture. So we must
understand the context of the radio frequency technology
as it's applied in this application for contactless
payments to make clear decisions about that.

This technology was chosen because it has a
very narrow read range. It says ten centimeters, which
is about four inches. The actual read range of that is
between one and two inches in terms of how the terminals
or the readers are programmed to read the tags.

The reason for that is that they wanted this
technology to be a deliberate read of somebody having to
hold it or press it very close to where they want that
information to be passed. So it's not something that's
radiating a beacon around you of all of your account
information. It's something that's very tuned to a
specific interchange between a reader device and a card.

Even if somebody would introduce a reader

device that's more powerful with a greater read range,
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the amount of range that is increased by that
significantly deteriorates the information that is
transferred between the card and the reader.

And then the more important aspect of it is
whatever that information is that's being read off the
tag, what can someone do with that information? And
that's where we have to look at in terms of the card
number and the value that's on that card is a unique
number for one transaction only.

If somebody were able to read that information
and then try to replay it or reuse it again in other
payment transaction, the system would reject it.

There's no personal data on the card. Your address and
your Social Security number and all of that that some
people speculated is not part of the payment platform.

And there really are some very sound
principles behind security and privacy issues around
contactless payment, and I'm sure the people that are
going to be following today's panel will cover those in
more detail.

So in the limited time I had, I wanted to kind
of give you that framework of the discussion for today
and highlight for you that there's many, many more
resources for you.

If you're a reader and want to understand a
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lot about what's happening in contactless payment, I
encourage you to go to the Smart Card Alliance website,
www.smartcardalliance.org, and there's a wealth of
information that is available to understand how this
technology works and how it applies in the industry.

And I'm going to hold my questions because I
want to give Dan his equal time as well. At the end, we
can take questions. Thank you.

MR. LITTMAN: I'm Dan Littman. I'm with the
Federal Reserve Bank of Cleveland, and I do a lot of
research on the payments system; although most of my
research has been on the traditional side of the payment
system as opposed to cards. And I'm going to talk a
little bit about that in the context of cards.

So I wanted to provide some context of where
cards and contactless cards sit in terms of the broader
payment system, particularly retail payments, and why we
care at the central bank about something that we're not
involved in directly as an operator.

So contactless cards are one of many
innovations and actually traditional instruments that
are out there in the payment system. It's kind of like
the Where's Waldo, who actually I had to insert in the
picture because he wasn't there.

And, you know, we're going through a period
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now in the world, especially in the developed world, and
the United States being part of that, where there's more
payments innovation than there ever has been before.
And, of course, that's all caused by the information
revolution and computer technology. It's not caused by
anything that's unique to the payment system. And
contactless cards are just one of those innovations and
probably not the most important of those innovations in
terms of the current time.

Probably the most important innovation in
terms of size is the area that I've got in that yellow
circle. So Check 21, image replacement documents which
are part of Check 21, the image exchange, which is
related, and then all the different check to ACH
conversion technologies or work types that the National
Automated Clearing House Association has introduced in
the last five or six years, that's the most significant
innovation in the payment system because it's having the
greatest impact on the number of transactions. And, of
course, there are a lot of innovations in the Internet
space. So contactless is just one of those.

Randy mentioned top of wallet, the goal of all
these payment innovations, particularly the ones that
are carried around people's pockets or purses is to get

to top of wallet. And contactless is very far from
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being top of wallet. It's not even top of wallet
probably in Hong Kong or Tokyo or London. Maybe for
some people, but certainly not for the masses.

And the reason for that -- the most important
reason for that in the United States is bank notes and
coin, which is the elephant in the room that, you know,
card companies -- we all acknowledge. We all know it's
out there, and it dominates retail payments in the U.S.,
although nobody really knows how many transactions there
are. I kind of made up a number that -- Global Concepts
made up a number, and I used their number.

So probably we have somewhere in the area of
200 billion transactions in the U.S. that are in the
retail space, and roughly half of those are cash still.
But nobody really knows how many cash transactions there
are. It could be 80 billion, it could 120 billion;
we're not quite sure. The rest of them we have a pretty
good idea.

And, again, contactless is a relatively small
player in there. That doesn't make it unimportant, but
it's much smaller than check, which is declining. It's
much smaller than ordinary debit transactions, which
have surpassed credit cards and continue to grow much
more rapidly than credit cards, and it's smaller than

ACH and so forth, which are more entrenched and more
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traditional payment vehicles.

Payment instruments all go through a life
cycle. They're born. A lot of them in any innovation
space in any industrial segment, they don't survive
infancy basically, but some of them go on to adolescence
and become mature technologies.

When you look at the payments based today in
the U.S. and actually in most developed countries, the
mature vehicles are cash, checks, automated clearing
house or whatever name they might go by. And over their
infancy, you have a lot of internet-type vehicles or
instruments, some of which won't survive, or if they do
survive, will have a new name by the time they get to
adolescence.

And I would put contactless cards somewhere in
between infancy and adolescence. Certainly, in the
transit space, they're probably entrenched, but in other
places like going beyond fast food and other segments
where they are important, they're still in their
infancy.

The payment system is something that evolves.
It's not something that has revolution that occurs in
it. And so contactless or any of these other
innovations, they're all based on all the previous

innovations that occurred before them. And, you know,
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contactless is something that grew out of cards and
which grew out of other payment technologies, and so
it's not something that just is in its own silo. It
sits on top of all the other payment technologies that
exist.

And, you know, even contactless is relatively
new, certainly in the context of those other payment
instruments that I showed, it really derived some
strength from being old in terms of where the technology
came from.

So some of it came from the development of
Identification Friend or Foe technology for aircraft
during World War II. Obviously, some of it came from
the origin of credit cards or travel entertainment cards
in the early '50s and other technologies. So it gets a
lot of its strength from being built upon a
technological basis over 50 years old, even though it's
something relatively new in people's pockets.

Contactless in a niche product. So it's
not -- you know, it only dominates -- actually, it
doesn't dominate any market really, but it's only
important in a few markets today, and those are mass
transit, fast food, drug stores, and some of the other
areas that Randy mentioned.

And, of course, it aspires to be dominant or
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at least present in every market. And over the next 10
years, it will. 1In the next 10 or 15 years, it may do
through a mobile form factor as opposed through FOBs or
the other form factors that are available.

And, as I said, contactless builds on what
existed before. Randy has talked about this a little
bit. It involves most fundamentally the few centimeters
between the card and the point of sale device. And
after that, it's riding on the infrastructure of the
card system.

So the risks are out there in the card system,
whether you're talking about TJ Maxx losing information
or getting information compromised or Hannaford Brothers
Supermarkets, those things are shared between the card
system and contactless. And whether there were any
contactless -- I assume there were no contactless
transactions in those two cases and most other cases
because most of the card transactions are traditional.

Why does the Fed care about this? Sometimes I
wonder too. So, you know, the Fed, don't we run the
declining part of the payment system? We do. But it's
still a huge part of the payment system. Still there's
about 30 percent -- we process about 30 percent of the
checks, and checks still represent 30 percent of all the

payments that are not made in cash, but declining.
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So why are we concerned? And I'm speaking for
Dan, not the Federal Reserve. We're concerned because
as a central bank, we're interested in the efficiency of
the payment system. We're interested in access to the
payment system, and we're interested in the risk of the
payment system. So in terms of efficiency, all payment
systems create friction. You know, you have to keep the
economy lubricated in some fashion, and the payment
system is one of the things that does that.

And there have been estimates sort of made up
that suggest that the full cost of the payment system in
the U.S. and actually in other developed countries is
somewhere between a half a percent and a percent of GDP.
And, you know, that's about 140 billion dollars. It's a
lot of money. 1It's one and-a-half times U.S. spending
on liquor. So, you know, you can get some sense of its
size. One-third of U.S. spending on purchase of new
cars, at least before the current economic -- whatever
situation we're in -- downturn.

So it's a very large expense, and anything we
can do to make it lower allows people to use the extra
money to buy more liquor or pay baseball players more
money.

So contactless is something that creates more

efficiency in the payment system, and Randy has talked
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about that a little bit, in terms of the speed of buying
hamburgers at McDonalds or whatever or buying gasoline.

In terms of access, you know, from one
perspective, the contactless doesn't improve access
because it's really just a substitution between a
traditional debit transaction and a contactless debit
transaction, especially if you're thinking about beyond
mass transit.

But it does create some opportunities for more
access by people who are unbanked or underbanked. And
probably we're seeing this more in the countries like in
South Korea or in Hong Kong or in Singapore where people
are using cards like Oyster or Octopus to make
transactions outside the transit space with cards that
were intended for the transit space.

And we're starting to see some innovation
using contactless in mobile phones in places like Kenya
and West Africa where contactless is being used to bring
into the payment system that wouldn't otherwise have a
bank branch or any other method of being in the formal
payment system. So it has some opportunities to do
that.

How much we do it in the United States as
opposed to in South Africa -- it's going to have more

impact in South Africa or Kenya than it is on the U.S.,
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but it could bring some people into the formal payment
system that are not today there.

In the Fed, we're interested in risk. We're
interested in systemic risk, which probably is another
term for a crisis starts one place and then it moves
through the payment system and the financial markets to
the wider economy. So that's sort of what occurred with
Bear Stearns earlier this year.

Does contactless fit into this? No. No
retail-type transaction vehicle has characteristics of
systemic risk in most developed countries. So we're not
worried about contactless in terms of systemic risk.
We're interested in bank risk along with all the other
bank and financial institution regulators.

Does contactless pose a threat that would
cause a financial institution to fail? Whether spread
elsewhere, that doesn't seem to be the case. So, you
know, what happened to IndyMac, which is not an
institution that the Federal Reserve regulates, had
nothing to do with payments and had no consequence on
retail payments.

But, you know, we are interested in consumer
risk, and along with the FTC, we're one of the
regulators of consumers through -- or consumer rules

through the Regulation E. And there we are here or I'm
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here to try to learn more about what other people think
about risks in this area.

So these were the areas -- the topics I
covered, and I think we have time for questions or
hopefully we have a little time questions.

MS. HARRINGTON-MCBRIDE: I think we have about
a minute and-a-half for questions. So if you can talk
fast, we'll answer quickly too.

Does anybody have any questions in the
audience? It's because we didn't provide coffee, isn't
it? Yes, Eileen.

MS. HARRINGTON: I was interested in your
comment about security. Early on, you said most
important -- that the most important innovation
happening in the payment space right now is Check 21 ACH
demand draft, that whole area of remote access checks.
Do you think that, for consumers, contactless payment is
more secure -- is safer for them than those remote check
sorts of payment options?

MR. LITTMAN: I guess I wouldn't weigh them on
a scale like that. The one thing I would say is that
people are not aware of the risk aspects of the dominant
payment vehicles. Just like on anything, we focus on
the new types of vehicles, whether it's Obo-Pay or

contactless payments or PayPal. We focus on those
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because they're new and novel, but we don't focus on all
the risks -- characteristics of check clearing.

You know, checks -- before Check 21, the
average check was handled, you know, 15 times between
the time you paid it at a retailer and it arrived back
at your bank and it was put into an envelope and mailed
to you. The opportunities for fraud in check -- and in
addition, in those days, people sometimes had their
Social Security numbers on their checks and certainly
their phone numbers -- are much greater than people
realize.

Now, how that balances with cards, I guess I
wouldn't be willing to say, except that all these
electronic vehicles are not handled many times and have
less opportunities for fraud to occur than you have with
check or, obviously, with cash, as Randy said.

MS. HARRINGTON-MCBRIDE: Jean, one quick
qguestion from you, and then I think we'll cut it off and
move on to our consumer panel.

MS. FOX: Dan, you mentioned that contactless
cards can extend access to unbanked consumers. Does
that assure us that the Federal Reserve will extend the
Electronic Fund Transfer Act protections from payroll
cards to general use store value cards?

MR. LITTMAN: You know, I know that they have
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changed the rules so that payroll cards are covered, and
I know they have thought about the traditional or the
prepaid cards. But as far as I know, there isn't any
work going forward at the board or something that the
Board of Governors does to do something about what is
now really a state regime for prepaid cards -- for store
prepaid cards.

MS. HARRINGTON-MCBRIDE: With that, I'm sorry
that we don't have a little bit more time for questions,
but as Chuck mentioned, we're going to have informal
opportunities for gathering and talking. And I hope
that if you do have questions for the panelists, you'll
stick around and chat with them at the break and at
lunch.

And with that, we'll conclude this panel.
Thank you very much for your attention, and we will look
forward to hearing from Chuck Harwood and his panelists
on consumers understanding and acceptance of this
technology. Thank you.

(Recess taken.)
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CONSUMER UNDERSTANDING AND ACCEPTANCE

OF CONTACTLESS PAYMENT TECHNOLOGY

MR. HARWOOD: So this is the next panel in our
program today, and it's entitled, Consumer Understanding
and Acceptance of Contactless Payment Technology.

And as with the previous panel, our plan is to
have each individual provide their -- each panel provide
their presentation, and then we'll take questions at the
end of the presentations. I may intervene with one or
two questions, but for the most part, we'll wait until
the end to take all questions.

In terms of the order we're going to go in,
we're going to go in the order they're actually seated
at the table. That was good planning. And we're going
to start with Jodi Golinsky and then move on down the
panel.

And Jodi is with MasterCard. She is the Vice
President and Regulatory and Public Policy Counsel for
MasterCard. She joined it in May 2003. You can find
more details about Jodi's impressive resume in the bios
section of the materials in your folder, as you can also
find out about our other impressive panelists by looking
in the bios section. So with that, let Jodi lead the
way .

MS. GOLINSKY: I also want to thank Julie
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Mayer and everyone from the FTC for organizing this
conference. I applaud you for bringing us all together
to talk about this issue, which is important to
consumers and, of course, is important to MasterCard as
well.

I didn't realize that I was going to have to
follow Dan with all those very funny cartoons and
graphics, which leaves me feeling a little insecure, but
I'll do my best. I do have a video, so maybe that will
help keep me at a level playing field.

What I'm going to try to touch on today are
just three major things and give brief comments on all
of them.

And first what I'm going to talk about is just
what MasterCard's contactless technology is, and what
consumers know about it and sort of the acceptance of
that. And our version of contactless technology is
called PayPass. So I'm going to give you some
background on that, and also what we believe, through
our own benchmark studies, is the acceptance that
consumers have for that technology.

And I am also going to then touch on the two
issues that seems that most consumers bring up or
consumer groups, which is the points about security and

privacy, just to reiterate some of the points that were
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already made on the last panel about what the security
features are on these cards and sort of how they work.

I really like the image that Dan gave you
about the evolutionary piece of this. I think there are
a lot of misconceptions about contactless and what it is
and what it is not. So, hopefully, through my
discussion about what MasterCard has done with PayPass,
you will see that there are a lot of things that PayPass
is and there are a lot things that PayPass is not.

And one quick thing that I'm just going to
mention, just since this is an open forum, and I don't
usually do this in this context, but just to give you a
better sense about what MasterCard is, MasterCard is a
brand. And what we do as a company is we license our
mark and our brand to customers who are financial
institutions who then use our brand to issue cards or
sign up merchants to take our cards.

And I just mention that because it's an
important thing to note that we work very closely on the
PayPass product and technology, but we are not the ones
who actually offer that technology out to consumers --
that's done through our customers who are issuers who
will make that technology available to you.

And I mention that only because certain

guestions you might have about what's done or what
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communications are made, MasterCard really works hard to
educate consumers about PayPass, but so do our issuers
who are the ones who are actually issuing you those
cards that have that functionality.

So before I start, I want to just get you a
sense of PayPass and its footprint, and I'm going to do
that through a video that I hope is ready to play.

(The video was played.)

MS. GOLINSKY: So that was just to give you a
sense of sort of how PayPass has evolved in terms of
numbers. And, actually, our quarterly numbers are
coming out this Friday. So we don't have new numbers
for you, but as of the first quarter of 2008, we had 28
million cards or devices issued globally that were
PayPass enabled.

And an important point to make, and I think in
one of the prior presentations there was a mention about
contactless being for debit. Actually, the PayPass
functionality runs the spectrum of all of our products.
So it's not just debit. It's credit. It's prepaid.

Any MasterCard product can be PayPass enabled. So it's
for the whole gamut of our products.

There are 24 countries right now where
deployments or consumer trials are taking place, and we

now have acceptance outreach of 109,000 merchant
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locations.

So you can see that this is something that is
taking off, and I think that's sort of the theme of
today. This is a technology that's really on the move,
and it's starting to rise. And what do consumers think
about it?

One of the things that I think is important to
just mention is what PayPass or what our technology is
not. And this is based on a lot of the things that I
read, comments that were posted in some papers that you
read about this.

This technology, at least with respect to
payment cards, is not a tracking device. It's not used
for inventory control. There's nothing about this
transaction that would make it different in terms of
tracking you or your personal use of a card any
differently than if you used your credit card.

So while there are some fears, I think, about
it being some kind of an internal GPS device following
you wherever you go, it's no different than using your
credit card or debit card or prepaid card in any way
than you normally would.

What does MasterCard do to give consumers a
little bit more information about these cards? And I

was talking to Jennifer earlier today about her studies,
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and she did some studies a year ago and I know she's
going to start doing some additional ones. I think what
we're seeing as we see a greater take-up of this
technology and interest in this kind of payment is that
we are reaching out more to consumers, us and our
issuers, to make that they understand what it is.

MasterCard has a whole website devoted to
PayPass. If you go to MasterCard.com and click in
PayPass, it will take you to information about the
security features on a PayPass card. It will take you
to information about what are frequently asked
guestions, what is this technology, what does it do, how
does it work. So we're really getting out there more
and educating consumers about this, and they like it.

So one of the things I would say is you should certainly
take a look at our website if you're looking for
information.

And we work with the issuers who are going to
do programs that are PayPass enabled to provide them
with communications that they can provide to their
customers to explain this technology better.

Another important key piece about this is the
zero liability piece. MasterCard offers zero liability
on all its payment cards, PayPass enabled or otherwise.

So that is a huge consumer security feature -- it's not
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a security feature. It's a feature that gives you piece
of mind that if for some reason there is anything
fraudulent going on with your card or unauthorized
purchases, you have the luxury of zero liability on all
your PayPass enabled cards.

What MasterCard has also done is some studying
and some benchmarking, and I can't actually provide the
entire study because it's proprietary, but I will tell
you some of the results, and we're obviously undergoing
additional study.

But in 2007, we did a benchmark study on
consumer satisfaction to try to learn how consumers were
reacting to PayPass in the early years of the product
introduction. And our study consisted of eight issuers
and telephone interviews, 15 minutes, and 400 interviews
were conducted for each issuer asking a variety of
guestions about PayPass cards. And these were
individuals who actually had PayPass cards in their
possession.

And without going through all the results, one
of the key results is that 90 percent of the respondents
said that they were very satisfied or somewhat satisfied
with the card. And 87 percent said that PayPass met or
exceeded their expectations.

So what we're seeing is that consumers really
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like this. They like the efficiency. They like the
speed. They like the convenience, and it's targeted to
places where speed and convenience are important. And,
of course, MasterCard is going to continue to test and
monitor, as well as our issuers in doing that.

I'm mindful of my time, so I'm going to go
very quickly through security and privacy, but they are
important pieces. And if there are questions, you
should please ask me about them at the end.

Our cards and devices are processed through
the same financial payments network that processes all
of our magstripe, and Dan made that point as well. So
to the extent that there are security concerns about
PayPass enabled cards, there are security concerns that
would apply to anything, because what we're talking
about is transactions that run across our rails. And
all of the protections that we have for any of our
transactions apply equally to our PayPass enabled cards.

Now, of course, the PayPass enabled card is
different because it has this chip technology and you
have the radio frequency. So MasterCard has a number of
security features in place to try to address that. And
one of the things that I can mention is that we now
mandate that the cardholder name cannot embedded into a

chip on a PayPass enabled card.
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In a lot of the research papers I read and
comments posted, there was concern about the privacy
piece that your name somehow is getting out there.
Somebody could, if they were able to get a reader, could
read personal information about you. That's not the
case because MasterCard now mandates that the cardholder
name cannot be embedded in the chip.

Also, the way these transactions are valued --
and I'm not a technologist, but I do understand this in
my layman terms, and I'll explain it to you in those
layman terms is we have something called Dynamic Card
Authentication for these transactions. It's called
Dynamic CDC3. And so what happens whenever you do swipe
or touch your PayPass to the reader is that a value is
generated for each transaction, and that value is unique
and cannot be replicated. There's a key that's part of
the chip, as well as a three-digit number that is an
unknown, unpredictable number that goes for every
transaction. So the chance of replay fraud is extremely
low, 1f not impossible, because each transaction has a
unique value.

And MasterCard used to have that as a best
practice, but we have now mandated that all PayPass
enabled cards have Dynamic CVC3 in them.

I was going to say some more, but I know that
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my time is up. So I will pass to Jennifer, and I'm
happy to take questions at the end.

MR. HARWOOD: Jodi, just one quick question.
You talked about replay fraud. Can you explain what
that means?

MS. GOLINSKY: Sure. The replay fraud, the
concern is that somebody -- at the same time that you
are doing your radio frequency, you're tapping your
card, that somebody else is reading into that and
reading the same values, and then would take that same
information and then try to do another transaction at
that same time or in another location.

Each transaction now has this unique code, and
it's combined with the CVC code, this 3-digit number and
something else called an application transaction
counter. So that even if somebody were to read that
from some other distance, they're not going to be able
to replay that transaction.

MR. HARWOOD: Thank you for clarification.

Our next speaker is Jennifer King. Jennifer is with the
Samuelson Law, Technology and Public Policy Clinic at UC
Berkeley School of Law, and, again, you'll find
Jennifer's more complete bio in our materials.

Jennifer is going to talk about a study she's

currently engaged in that is directly on point with the
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grander interest in consumer acceptance and
understanding with regard to contactless payment
technology.

And I think you have a Power Point?

MS. KING: I do. Thanks. Thanks to the FTC
for having me, and thank you especially for not making
me travel to D.C. for once and staying on the west
coast, much appreciated.

So as Charles mentioned, this is a preliminary
study that I started last fall, and it is available on
the website. And if you have specific questions about
it, please ask me afterwards and I'll be happy to answer
them for you.

So I am a -- I call myself a social
technologist. My educational background is in
information science, so that I work at the equivalent at
UC Berkeley to the clinic here at UW. So I work
primarily with lawyers, but I, myself, am not a lawyer.

So this study we started, again, last fall.
Again, this is very preliminary, and we'll be finishing
it this fall with a much larger number of subjects. And
so the premise for doing it was that we feel that RFID
is a somewhat new, relatively at least in terms of what
consumers see, and a socially disruptive technology with

the potential for changing how people really interact
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with their every-day environment.

And so we wanted to find out how people
actually think about RFID, if they actually understand
how it even works, and how they actually expect to it
work, because we think that there are potential security
and privacy implications to how people either understand
or misunderstand how the technology actually functions.

And so we looked at objects in two primary
domains. We looked at consumer commercial uses of RFID
that was focused on credit cards, and then we looked at
what I call the public domain, and that's the ePassport
and public transit cards. And for Randy's benefit, I'll
mention that we are looking at contactless smart card
technology here and not the type of RFID that you're
thinking about in the supply chain where you're seeing
tags on boxes. These are, obviously, far more
sophisticated than kind of basic RFID.

And so we investigated something we call
mental models, which I'll explain more in a minute. And
we are looking at how people understood radio frequency
in general and how they understood RFID specifically.
And so these findings are, again, preliminary because we
started with a very small sample, nine subjects. We put
it out there at this point because we wanted to get

feedback on how we designed it to see what we wanted to
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do for the next round of testing.

And so we focused on trying to find three
novice users; people who had no concept of what RFID
was, three intermediates; people who had heard of the
concept but couldn't necessarily articulate what it was
and how it worked, and three experts; people who really
did actually understand what it is and how it worked,
and so, again, with the transit cards, credit cards and
the ePassport.

And my focus was really to try to study real
world objects that people already had in their hands
rather than, you know, prototypes or something that
wasn't in wide use at this point.

And so just very briefly, in exploring mental
models, what you're trying to do is look at how experts
design the system and how your end users understand how
that system works. And you're trying to reconcile the
two things so that you understand where the flaws are as
an expert in your models so that you can build something
that your users actually can comprehend and understand
and use in the real world.

And so the way we tried to test this is that
we tried to get users' mental models of how RF
technology worked in general, and specifically how they

understand -- how they understood how the RFID enabled
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object that we were testing worked specifically.

And so what we started off by doing is giving
our subjects a very short survey, which is in the
appendix of my study, just to get a baseline measure of
their attitudes toward the technology and how they
understood it. And we included questions about other RF
enabled objects such as key FOBs for opening car doors
or badges for getting into buildings, trying to get a
triangulation if they understood how these things worked
or, you know, what their best guess was.

And after we took the survey, we basically
conducted a one-hour interview. We talked through the
survey results with people and we asked them more
specific questions about whatever object it was that we
had recruited them for.

And in that hour, we generally gave the users
documentation that we got from either -- in the case of
credit cards, from either the credit card websites, for
example, or other marketing materials we found with the
e-Passport. We included the brochure that actually was
mailed with the e-Passport when you receive it, to walk
through those official documents to see if they gave
people a better understanding, again, of what technology
was included in this object and how it worked.

So we looked at -- we talked to a handful of
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UC Berkeley graduate students, some staff members, as
well as some members of the public. About half of them
were technical and half were not.

And what I expect to find when we do our next
round, that most of the people we talk to probably will
not be technical. Even though we are in the Bay Area,
so there's generally a higher technical knowledge, I
think, in the public, we'll probably find a lot less
specialized expertise than we did with this sample.

So generally early 20s to early 30s, most had
heard of the term RFID, even if they didn't know what it
stood for. Half of them had no understanding of how it
worked. They could not explain what it really was and
what it did. And so we looked at some very personal
usage scenarios.

So with transit passes, we found that the
majority of the people who use these were very
comfortable with the idea of what a transit pass was and
how it worked.

We mentioned in our survey keyless entry into
your home as an example of something you might use in
the future, and most people were kind of very mixed on
that idea. They liked the idea of actually having a
physical key in their hand to open their front door.

Credit cards we actually found that over half
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the people we talked to were very uncomfortable, and T
think that's largely because, at that point, most of the
people we talked to who had the credit cards either
hadn't really used them yet or they were so new, they
just didn't have any real experience with them in the
world. And so for them, at that point, it was still a
big unknown quantity.

And the e-Passport, the majority of them were
definitely uncomfortable or uncertain with the idea that
it had RF technology in it. They didn't see why, for
example. And so I may go through these just point by
point.

With transit cards, what we looked at in the
Bay Area is the Bay Area Rapid Transit System. They
have been piloting a contactless transit card now for
about -- I think about two years.

And so the structure of that interaction, the
idea that you can just walk through the turnstile, have
it read the card, they get some kind of visual feedback
or a beep that it's actually been read, the fact they
don't have to wait in line, that all really made sense
to people with regards to transit. It had really
obvious benefits and efficiencies for people who didn't
have to wait in line. They didn't have to deal with

paper tickets. And just like the D.C. Metro where it
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uses these paper tickets, generally that if you get them
wet, they just fall apart and they stop working. So the
idea of a plastic card really made sense to people.

And they also saw that there was very little
personal risk to them because they didn't think that the
BART card could potentially store any personal
information about them at all. And they also didn't see
potentially any threat that anybody could get access to
their transit history and find any value in that. So
they thought really in terms of their personal risk, it
was very low.

So with the contactless credit cards, the
people we talked to really did say they saw very little
benefit in terms of the efficiency gained because they
didn't see why it was necessarily faster for them versus
just swiping a card today as you do at most pay
terminals.

Many of them were very concerned about the
security of the entire system. Identity theft was
mentioned quite often in our talks. And financial data
was seen as something far more personal to them. They
had much more of a personal impact if something was
compromised. And, interestingly, most people actually
said they wanted what they called the security of

signing for a purchase.
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A few people had already experienced the new
change, which I think it's either under 15 or under $10
or maybe it's under $25 transactions where you no longer
necessarily have to sign. Most of them were very
concerned about the fact that they didn't have to sign
anymore. It didn't cognitively make sense to them, even
though I don't think those signatures in general really
mean anything. My colleagues in the credit card
industry can probably clarify that, but I think it's
kind of a false sense of security is my understanding.
But for our users, it really did mean something.

And they're more comfortable with just the
idea of something like a transit card where you're using
it for a single purpose rather than this kind of general
use card which you could use everywhere at this point.
They just really didn't conceptually understand why they
would want to do that.

And then, finally, the Passport. This was
the one where, in particular, people really didn't feel
like they had any benefits. Obviously, this is not a
payment system, so not as relevant for our discussion
today. But just, in general, people didn't see that
they had any personal benefit from the fact that RF
technology was included in the Passport. They really

thought it was only going to benefit the government, and
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they especially didn't see why it needed to be remotely
readable. It just didn't make sense to them.

And their concerns about security were highest
on this because they knew that personal identifiable
information was included on the Passport. And so they
said things like, the stakes really seemed higher.

And for a couple of our respondents, they were
naturalized citizens, and they felt like the Passport
was the only thing that really showed that they were
American. And so in that sense, they just thought it
was a lot more of an important thing that the security
of the Passport remained high. And they really
articulate a lack of faith that the government, in doing
so, 1s really looking out after their best interests.

And the Passport was the one thing in
particular that when people actually looked through the
official documentation, they were generally left more
confused than they were before they even read it. They
felt like they just didn't have any sense, after they
read the pamphlet that came with the Passport, about
what it was, why they did this, what the risks could
be -- potentially be. They ended up generally, like I
said, more confused than when they started.

And so the commonalities that we found across

all these three objects was this notion of convenience

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

60
and efficiency, which you've already heard several times
today. Certainly, that's, I think, a benefit the
industry is talking about, and it is one that consumers
are seeing as well.

One of the other things I found is that -- I
call this, Where is the Beep? There was a universal
expectation that whenever a card was read, that there
would be some type of audio or visual feedback. And
that's a really important point because RFID readers do
not have to give you audio or visual feedback. It is
generally our expectation that they will, but they
don't.

And that's especially true if I am, perhaps,
using a RF reader to illicitly read something. I can,
obviously, turn the beep off, for example, on many of
the readers I own. So I don't have to give you the
signal if I'm reading something. So it's an important
thing to realize that people expect it, but it is not
necessarily default behavior of the technology unless
you implement it that way.

And then the context is really important,
which I think is an important take-away for today, which
is whether or not the use that you're trying to put
forward really aligns with how people expect it to work.

And, you know, we were left with the question after
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doing this is if we thought the issuers had more
benefits with using this than the actual users.

Just very briefly, just notice and consent
issues. None of the people that we talked to were
really made aware from their issuers that the credit
cards they received contained an RFID chip, Passports,
what have you. The only exception, that was the BART
card because you to actively solicit to get the BART
card. And those who were aware of it were generally
made aware by the media or by their friends, but not
necessarily from the issuer themselves.

And although this was a year ago, so the
educational materials will obviously probably change by
the time you look at them again, most people -- at least
a year ago, nobody was really explicitly talking about
the fact that these cards contained RFID. And so most
people didn't have any understanding of what it was or
what the risks were after actually looking at the
official documentation.

I'll go ahead and stop it there.

MR. HARWOOD: Jennifer, I have one quick
question for you, and it's stated in your summary of
your written materials. You talk about the fact that
depending on the type of form factor that's being used,

that changes the level of consumer understanding. Did I
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read that correctly? For example, it appears that in a
cell phone, which consumers are already commonly used to
using, that's more confusing for them potentially than
it appears than if something is a kind of new form
factor they're not familiar with in terms of their
understanding of how the system works or what their
concerns should be about --

MS. KING: Possibly, because I don't have
access to industry research, and I haven't done any
research on phones myself. I would imagine it's -- I
think of it as like camera phones, for example. You
know, 15 years ago if you told us that not only would
you have mobile phones, you'd have cameras in your
mobile phones, most of us would have been perplexed as
to why you'd ever want a camera in a mobile phone.

But today, it's -- well, A, it's difficult to
even get a phone now without a camera in it. This is
actually something we studied at Berkeley, where we
found that people really adapted to the inclusion of the
camera, and they use it in ways that -- when you thought
about photography 15 years ago, you would have never
thought that you'd take a little tiny 640 X480 picture
of something and it would be of any use. But, instead,
we find that there's actually really good uses for using

cameras in phones.
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I would expect integrating payment into phones
is going to be very similar. I mean, you'll have people
who will just -- there's a good study done by Nokia
actually where they were testing out Nokia NFC phones.
And they had a poster they put up with either a 2D bar
code or an RFID tag on it, and they basically walked
around, I think, Helsinki asking people to figure out
what to do with the phone and the poster.

And what they found is that people who were
using the 2D bar code, it really made sense. This is
actually something we confirmed as well, is that people
understood the optical scan portion of the technology.
So that the 2D bar codes, the people went, oh, well, T
think I use the phone. I take a picture of the bar
code, and they figured out how to interact with it.

With the RFID, they just kind of looked at the
phone and pointed it and took pictures, and most people
didn't realize they could just tap it on the tag and
have it work.

So it's a question of can we teach this to
people or, you know, does it -- is it something that's
so unusual it won't make sense in the context of how
they operate.

MR. HARWOOD: Thank you, Jennifer.

So our next speaker is Jean Ann Fox. Jean Ann
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is the Director of Financial Services for the Consumer
Federation of America, an NGO or a non-profit
association with more than 300 consumer groups around
the United States.

MS. FOX: Thank you. Good morning. It's good
to be here with you in Seattle.

If you had to have a slide for me, which I
didn't provide, it would be Dan's last slide with a, you
know, befuddled looking person and all of the math in
the background. 1I'm not your technology one.

But I do want to talk to you a bit about
mobile payment devices from a consumer financial and
consumer protection standpoint so that those issues get
included in our conversation today.

And a lot of my work involves working on
financial service products that are used by
cash-strapped families, low-income consumers, folks who
may be outside the mainstream of banking.

And I'd like for you to just bear in mind that
some of the selling points for the contactless payments
and the convenience of just tapping a card or tapping
your phone to make a payment is -- this is likely to
encourage consumers who have trouble making ends meet to
spend more money than they would have if they pulled

cash out of their pocket. That's one of the selling
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points; that it increases the size of an individual
purchase, that you're not constrained by how much you
have on you.

And so one of the things to keep in mind is
does this help consumers manage their scarce resources
or does it just make it easier for you to go broke
faster.

Another question also comes to mind is who's
going to pay for all of this? The investment in
deploying all the point of sale readers and having all
of the players involved -- one of Randy's slides, there
could be nine different players involved in a
contactless payment arrangement. All of that costs
money. And as our Federal Reserve points out, the
payment system cost is not an inconsiderable amount of
money. So where does the buck stop on that? And of
course my view is the consumer always ends up paying.

So in this situation there are two ways that
this is going to get paid for, either larger
transactions, more frequent transactions and fees that
get assessed at every step of the way or in the currency
of consumer personal information.

If you're paying with cash, there's just not a
trail of where you spent your money and how much you

spent. Once you get people into using plastic or their
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cell phone or whatever the next whiz-bang application is
going to be for contactless payment, now you create a
record and a paper trail -- not a paper, an electronic
trail of where money was spent, how much was spent.

And so as one of the slides pointed out,
targeted marketing becomes in loyalty programs, becomes
a benefit to merchants. Well, that can be considered a
cost to the customer as well.

A lot of attention is being applied to the
privacy and security issues that go with contactless
payment, and just a few points from our point of view
about that. I understand that a lot of the contactless
payment now is running on the regular systems we have
for credit and debit, but this is going to move to cell
phones.

And the information that's stored on your cell
phone with your passwords and a lot of personal
information -- people use their PDAs almost as their
computer in their pocket. All of that information is
going to be available, and the protections that go with
the security aspects of contactless payment are going to
be extremely important. This adds location information.
Not only how much did she spend and where did she spend
it, where is she at the time that that transaction is

taking place?
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This can be used for profiling. It can be
used for proximity marketing. There was the movie where
the guy walks through the store, and the ads come up and
say, Jennifer, I see you have on a --

MS. KING: Minority Report.

MS. FOX: Oh, yeah. And, you know, is that
going to happen? We'll see.

Another aspect of privacy that we've all taken
for granted for the decades ago when the OECD
annunciated them is the Fair Information Practices that
ought to go with consumer information.

But, you know, where did consumer choice come
in here? Did all of the millions of cards that have
been circulated with the speaker doohickey on it, did
consumers ask for that? Did they have a choice? Were
they able to say, I want a credit card, but I don't want
a chip on it? What kind of notice or consent was
involved? And can you have a card that allows you to
tap it but not be tracked on your purchases? So there
are questions.

And in looking at the commercials that we saw
where the elephant goes to the store and uses the sick
guy's card to buy cough syrup for him.

MS. GOLINSKY: 1It's his own card, actually.

MS. FOX: Was that the elephant's card or was
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that sick guy's card?

MS. GOLINSKY: He's going to get his sick
friend some medicine, but it was his card.

MS. FOX: Inquiring minds want to know.

One of the issues I would bring up with you --
because you're going to hear a lot about security and
privacy as the day goes on, but I want to focus on the
payment card protections that I think are responsible
for the consumer confidence, and it's okay to wave your
credit card around or the debit card that draws money
out of your checking account because we have a framework
of federal consumer protections that make consumers
comfortable in handing, you know, some clerk their card
or using it in a contactless setting.

So for credit cards, you're protected by the
Truth in Lending Act and Fair Credit Billing Act. You
know that you have, at most, a $50 liability limit for
unauthorized use. You know that there are dispute
rights. You know you can charge back a transaction. If
the thing didn't come that you paid for, then you can
dispute the bill. You aren't out any money while it's
been investigated. Consumers are comfortable using
credit cards because the Federal Consumer Protection Law
provides some real protections.

There are protections that go with using a
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debit card that pulls money out of an account in your
name at the bank. They're not as good as the
protections for credit cards, but there are rules there.

But as we've been told this morning, you can
use contactless payment with stored value cards. Those
are gift cards, payroll cards, general spend debit
cards, the kind of cards that are being sold to unbanked
consumers to load their paycheck on it at Wal-Mart or at
check cashing outlets or other non-bank financial
service providers. And these cards can hold
considerable family resources.

We do not have a Federal Stored Value Consumer
Protection Act. And depending on how the cards are set
up, consumers may not be protected by a federal provided
liability limit. There are no clear dispute procedures
or time limits. There are no charge back rights.
There's no right of free credit if money is taken off
your card that you didn't authorize because the machine
hiccupped and processed it twice. You can't call up and
say, put the money back while you investigate it.

You're out the money.

So the deployment of contactless payment and
the new forms of it that are going to come shine a
bright spotlight on the fact that we need to have

uniformed, consistent, high-level protections for all
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forms of payment so that consumers don't have to scratch
their head and say, is this card that's plastic and has
a MasterCard or Visa logo on it, you know, am I covered
by Truth in Lending? Am I covered by Electronic Funds
Transfer Act? Am I covered by the Fed's rules on
payroll cards? Am I not covered by anything? Should I
feel safe in using this card?

And I hope that the companies that want
consumer adoption of contactless payment will be at the
head of the line in advocating for high-level, uniform,
clearly-understandable payment card protections.

Just think about if we get to the point where
you can pay with your mobile phone. If the payment is
being processed as a credit card, you're protected by
Truth in Lending and the Fair Credit Billing Act. If
it's being processed as a debit transaction pulling
money out of your checking account, you're protected by
EFDA. If the bill -- if the payment goes to your mobile
phone bill, you're not protected by anything at the
federal level.

And I think that the fast pickup and the
comfort people feel with these cards is a direct result
of federal consumer protections, and we must upgrade
them for all forms of consumer payment so that the new

forms of payment are safe for consumers, there are clear
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protections against an unauthorized use, there's a
dispute process, you can charge back an unsatisfactory
transaction.

I mean, think about it. Today, the most
affluent consumers who have credit cards have
charge-back rights. Poor people, who can't afford to
waste a penny, who use store value cards, don't. It
makes no sense.

MR. HARWOOD: Jean --

MS. FOX: I'm through. Thank you very much.

MR. HARWOOD: You have another ten seconds or
so, but that's fine.

MS. FOX: Well, then let me say one more --

MR. HARWOOD: You can have ten seconds.

MS. FOX: The card companies are happy to
advertise their zero liability limit, but if you look at
the footnotes with the asterisks, those are much more
limited than you might believe.

So Visa's zero liability limit applies if you
use the Visa system, not if you take yourself down to
the ATM, right?

And MasterCard's zero liability doesn't apply
if you've had more than two unauthorized transactions in
a year. So somebody, you know, has skimmed your numbers

and has been putting charges on your card or taking

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

72
money off your card. If that's happen more than twice,
does the liability limit apply?

So although we always encourage industry to do
the right thing and to have good standards and best
practices, nothing beats enforceable federal law. Thank
you.

MR. HARWOOD: Thank you. And I actually have
a question. Let me just ask it -- actually ask, Jodi,
if you would like to respond to the elephant or
something else?

MS. GOLINSKY: No, I said my peace on the
elephant.

MR. HARWOOD: Let me just ask you, Jean, real
qguickly, when we talked during the early days of the
Internet, we used to talk about the problem of old wine
in new bottles. We used to see old problems appearing
in a new media environment. Is that essentially what
we're looking at here or do you see this as being --
because you're talking about the same sorts of
protection issues that you would -- that you see
already. I mean, is it something different when you're
talking about debit cards or the same thing.

MS. FOX: No, this is different. And take the
example of the Scandinavian countries, where they're now

making payday loans using somebody else's cell phone.
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They're called a short message service loans. So the
young folks are out partying on a Friday night and run
short of money. They text their request for a cash
infusion, which gets loaded on their debit card. They
pay 800 percent interest, and you've got to pay it all
back in two weeks. I don't know whether you could do
that without this new technology exactly that way. So I
think that there are some new wrinkles in the wine
bottle, and we will leave it up to our other speakers to
elaborate on those, but I think this is a new thing.

MR. HARWOOD: Okay. Thank you.

Our final speaker then this morning -- or
panelist is Mark MacCarthy. Mark is the Senior Vice
President for Global Public Policy for Visa.

And, Mark, I believe you have a brief Power
Point presentation also?

MR. MACCARTHY: I caught the word brief.

Thank you very much. I'm glad to be here, and I thank
you for coming all the way up here to listen to our
discussions. And our host, thank you for having us
here, and Julie and the Katies who put everything
together, thank you all. I think this is a great show.

And I'd like to thank especially my son,
Collin, who is on the sort of victory lap with me here.

He just graduated from high school, and we're out here
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in Seattle and San Francisco to sort of have a little
vacation together, and I'm glad he came to watch me do
the show. He's a little nervous about all the lawyers
in the room. I told him that he should also be nervous
by the economists. They're also a threat to the common
man.

So let me just do a couple things. On the
slide presentation, you've heard a lot of this stuff
already and I'm going to jump to it pretty quickly. I
want to do some stuff on the business and what it's all
about. And then the material that we heard about, the
communications from Jennifer, I think, is really very,
very important.

I want to share with you what we communicate
with our issuing banks for their use with the people who
actually get the contactless cards, what we try to tell
them about the privacy and security issues, and then,
you know, go into some of the details that were raised
by some of the commentators so far.

So you can see up there the way this thing is
supposed to work. You've got a step where you take the
card, you wave in front of the reader. It does the job
that it's supposed to do.

The key thing that consumers have to know

about this -- and this is why I'm pretty interested in
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some of the things that Jennifer has found out about
what consumers are thinking, even though the sample size
is small. The key thing they have to learn is how to
hold the card. Really, do I point that thing? What do
I do with this thing? And so one of the key messages we
have to get to people is how you hold the card in order
to make it work.

As you can tell there, it does -- the reader,
when it receives the information from the card and
processes it, it does beep or flash or sometimes both so
the cardholder knows that the information has been
received and the transaction has been processed. So
that's what it looks like.

Our business stuff -- just like Jodi was
pointing out, this is a business that's growing. We
have a momentum. 21 of our issuers have the contactless
programs. We've got a national marketing plan.

Some of our numbers -- partially in response
to Jean Ann's point about people going broke using their
contactless card, three-quarters of our transactions are
under $25. The places where people use these cards tend
to be places where it's low value, not high volume, not
high-value transactions. There is an increase in the
number of transactions. You can see the numbers there,

and there is an increase in the ticket size.
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So those are the points that make it wvaluable
for the merchant to use the program, and it's for that
reason that we're seeing top merchant acceptance in the
United States growing pretty dramatically. Here are the
companies that we're working with and that have been
picking up the contactless card at the point of sale.

It's not just the United States. Just as in
MasterCard's circumstance, it's a worldwide program. We
have programs all over the world, in Asia Pacific,
Canada, Latin America, and Visa Europe as well. So this
is a program that is not just in the United States.

It's something that we hope to make a seamless,
integrated global product, not one that's located in a
single region.

I promised you communications that go to our
cardholders in this circumstance. This is what we say:
Visa payWave purchases are secure. They're processed
through the same reliable payment network as the
traditional magnetic stripe transactions.

In addition, the cards have special security
features, and here's what we say about these security
features: You keep control over the card. You don't
hand it somebody else. Second, it's got to be really
close to the reader. 1It's got to be within two inches

of the reader. Again, that's partly security, but it's
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partly just to inform them how to use the card.

There's special encryption processes. Jodi
made reference to some of them. We'll talk about them a
little bit more. And, of course, there's the zero
liability. So we reassure the customers at the point
that they get the card that there are security features
in place that would protect them.

I was on the zero liability. I can't help
it -- I mean, I think sometimes you just don't know what
to say. But, you know, when we offered zero liability
for all the transactions on our network, then the
criticism comes back, but you don't offer protections
for the transactions that are not on your network. How
could we? So we do zero liability in the context of
transactions for which we are responsible.

On a more general point, by the way, abou