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M5. HARRINGTON: Well, this is the day we've
all been waiting for when we figure it all out and then
go hone for the weekend. Before | introduce Conm ssioner
Swindle, I want, once again, to recognize and thank the
peopl e who work at the Federal Trade Comm ssion who have
done such a magnificent job in every respect putting this
program t oget her

The ring | eaders are Brian Huseman and Sheryl
Novi ck and Renard Francois; Jennifer Bernan from our
Western Regi on has worked on this; we have a forner staff
menber who was key, Lisa Tobin, with us; the |awers whom
| have the great good fortune of working with every day,
Dan Sal sburg, Eric Wenger, Steve Cohen -- who am |
forgetting? Mark G oman, who is up |ater today and has
been up. Just wonderful colleagues, and they have spent
-- Steve Wernikoff, fromour Mdwest Ofice, Lisa Hone --
t hey have spent nonths readi ng up about you, and trying
to assenble the richest and nost varied panels to really
devel op a deep and broad record. And I just want to
t hank and recogni ze them

(Appl ause.)

M5. HARRI NGTON:  And many other staffers at the
FTC. W have our security people and our technol ogy
peopl e and our press people and our business education

peopl e -- everybody has worked as a team
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So, you know, it's a great place to work and a
great honor to work with all of these good people. And |
wanted to just take a mnute to recognize them

Now, sone of the other good people who we get
to work with are Commi ssioners at the FTC, and you' ve
heard from our Chairman and from Conm ssi oner Thonpson on
the first two days. This norning we'll be hearing from
Conmi ssion Orson Swi ndle, who has played a key role
inside the agency in putting Spamfront and center on our
agenda.

Conmi ssioner Swindle is one of the nost amazing
people I've ever net. Yesterday, he denonstrated, once
again, the diversity of his expertise by playing
Sergeant at Arns and subduing a little braw that al nost
erupted here. So, we appreciate that. He is a retired
Marine and he is a real -- he is such a clear voice for
doing the right thing, and I think you'll find that in
his remarks this norning.

So, Conmi ssioner Swi ndle, thank you for being
here and we | ook forward to hearing fromyou.

(Appl ause.)

COWM SSI ONER SW NDLE: Thank you. It's nice to
see everyone and thank you all for com ng. The event
yesterday, | cane in late for the second session of the

norning, and | m ssed sonme of the early verba
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5
confrontation and | was sitting right here and when | unch
broke and being hungry, | was the first to |leap up and
start running for the door and I was caught in between
two gentl enen --

(Goup | aughter.)

COW SSI ONER SWNDLE: -- O somewhat snaller
statue than nyself, one slightly larger than the other
And what | didn't know was in the earlier conversations
apparently these guys -- and I won't nention nanes and
you can all pick themout if they're in the audience --
but they were nice when they cal ned down, but they were
rushing to confront each other and |I just happened to
wal k in the mddle of them between them you know. And
t hey both bunped up against ne and they started jabbing
at each other, and one saying, he assaulted ne, and I
said, take a deep breath. | said, if you want to see
assault, | can give you sone real good lessons in it --

(Goup | aughter.)

COWM SSI ONER SWNDLE: -- but this is not
assault. So, anyway, the third day, |I'm amazed this many
are still alive, you know, given the tenor of sone of the
conversations yesterday. |It's been fascinating. |[|'ve

been trying to spend a little tinme over here and then we
have this magnificent thing that -- can | nention a brand

name? Cl SCO hooks us up and we can watch t he proceedi ngs
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6
here live and distract nme fromeverything else |I've done,
but it's been entertaining and, obviously, informative
and 1'd like to spend just a few m nutes here.

We've tal ked a | ot about conplexities the |ast
couple of days. In fact, ny head' s been sw nmm ng because
there's so much complexity in all this. And I confess,
very quickly, to not really understandi ng nuch of what's
been said, but that's your job. M job is to try and
inspire, and perhaps | can do that with such common-sense
appr oaches.

Last sumrer | was engaged in reading a book

entitled Tuxedo Park. How many of you have read it, by

chance? W're got a lot of techies in here and surely
you've read this book. One person? No people? W
goodness. | would recomend you read it. It's
fascinating reading. It's an account of sone behind-the-
scenes activities that took place in the early days --
actually, the European early days -- of World War 1. It
started about Septenber of 1940 and it involved -- this
is true -- it involves two very wealthy financiers in the
United States who were scientifically oriented and they
were concerned that Anmerica was not ready for World \War
.

In technol ogy we were way behind. |[|f you

recall, those of you who are old enough -- | think I may
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be the only one in the roomold enough -- but you've
certainly read the British were in dire straits because

t hey were being overwhel ned at sea; the submarine packs
of the Germans were sinking shipping and shi ppi ng was
their lifeline; and we were on the verge of having Europe
| ose the war in 1940.

And, so, we've got to do sonmething. And the
British had devel oped a magnificent device called a
magnet on (phonetic). If | renenber correctly, this is
way over ny head, too. By the way, is Pete Wl lborne in
her e.

MR VELLBORNE: Yes.

COWM SSI ONER SW NDLE: \Where are you, Pete?
Are you a Georgia Tech graduate?

MR. VELLBORNE: Yeah, I'ma Georgia Tech
gr aduat e.

COWM SSI ONER SWNDLE: | was told to | ook you
up. Now, I'mgoing to nake a confession here, | am too.
| am not an engineer, so | have no idea what a magneton
is. But, anyway, in reading this book, it was the guts
of what woul d be radar and the British were well ahead of
us and it was not an original idea, but they were well
ahead of us and these financiers gathered together sone
i ncredi bl e renowned scientists around the world.

The Europeans had cone over fleeing Gernmany;

For The Record, Inc.
wal dorf, Maryl and
(301) 870- 8025



© 00 ~N oo o B~ w N P

N NN N NN R R PR R R R R R
gag A W N P O © 0o N oo 0o M W N O

8
Ei nstein and others; Lawence of Law ence-Livernore Labs;
just sone brilliant people. And they got themin a room
at Tuxedo Park, which was the estate of Al bert Loom s,
and they said, we've got to solve sone problens and we've
got to solve them fast.

And they got to work and their collective
efforts led to the rapid devel opnent, sonetines in weeks
-- and certainly within nonths -- of radar, air-to-air,
air-to-surface, and early warning types of radar. The
air-to-surface radar was extrenely critical because it
enabl ed planes to find submarines with their antennas
stuck up and they were able to start sinking submarines,
whi ch kept the fleet from being sunk that was supplying
Eur ope.

They were very nmuch involved in fire-contro
systens for weapons, in building Cak Ri dge, and,
ultimately, the atom c bonb. They solved incredibly
difficult problens in remarkably short periods of tine.

Vell, | finished reading this book and | was so
i npressed by the commtnent of these brilliant and
somewhat driven scientists and engi neers working
t oget her, focusing on great problens and finding
solutions to nmeet severe chall enges and confront danger,
| said, you know, we ought to try this again.

And, in a way, this was the beginning, back
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9
then, of the technology revolution. | get a lot of Spam

t hose of you who comuni cate with ne know | get sonewhat

enraged by Spam | use e-mail alot. | believe in
comruni cati on because | think that's where we all |earn,
and because of liking e-mail, using it a |lot and hating

Spam |I'mfrustrated all the tine.

So, when | finished reading this book, | said
to TimMiris, | said, you know, Chairman Miuris, you and
ought to call together a group of people who are involved
inall this, put themin a roomand tell themthey can't
conme out until they solve this darn problem

(Goup | aughter.)

COW SSI ONER SWNDLE: So, | told Timthat we
ought to use the Tuxedo Park strategy and get these

people to working. Many of the people we called in in

early Septenber last year -- | believe it was
Septenber -- are in this roomor have been here and have
participated in these proceedings -- |ISPs, servers,

conmput er conpani es, technol ogy peopl e, comrunication
people -- everybody who's involved in all this, and we
sat down and we had a di scussion.

We chal l enged themto collectively find the

solution to neet what | -- and I'msure all of us would
probably agree on -- of what | perceive to be a grave
danger and a severe challenge -- sonmewhat not unlike a
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long tine ago -- and that challenge is Spam

| know that many of you have been with nme at
conferences over the past several years where we've been
in these wonderfully intellectually stinmulating
di scussions on the depl oynent of broadband -- the killer
ap. We were in search of the killer ap, and the killer
ap was going to nake broadband take hold and broadband
woul d be everywhere and the world would be a greater

pl ace and everybody woul d be happy.

Well, so far we haven't found the killer ap for
broadband in the sense that it was discussed. It's stil
rat her expensive to use. But, | would contend, froma

purely consuner perspective, that the only killer ap |I've
seen around is e-mail

We've got 250 mllion people in this country
probably using e-mail in one way or the other, directly
or indirectly. Businesses rely onit, we certainly rely

on it at the Federal Trade Conm ssion, that is the killer

ap. And guess what, folks, | nentioned the chall enge,
conplicated problens, dire danger -- Spamis going to
kill the killer ap if we don't do sonething about it.

So, Timand |I called everybody in and said
solve the problem W don't want your advice; if we ask
for your advice we have to have a Federal Register notice

and we've got to get everybody involved. W just want
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11
you to solve the problem Don't cone back until you
sol ve the problem

Well, actually, they came back. W had two or
three neetings, as | recall, between |ast Septenber and
the end of the year, and things are starting to happen.
This three-day workshop, in which the staff, as Eileen
said, has done just a remarkable job on, is a product of
those early discussions. The staff's efforts have been
rewar ded by your attendance and your participation,
sonetines wildly inpassioned participation, but
neverthel ess you' ve been participating and that's what it
was intended to do.

Al'l of you, our staff and you who have been
here, are to be commended, and | offer ny personal
appreciation. And, as | like to say, we're going to
solve this problembit by bit and it's going to be done
t hrough a continuance of dialogue -- no single law, no
singl e new technol ogy, no newinitiative, no new neetings
are going to solve this problemalone -- it's going to be
solved by all of us com ng together and crossing paths
and bunpi ng heads and having little confrontations |ike
we had yesterday. These are the ingredients that are
going to bring us to a solution.

But, the key to getting the solution is that

every single day and every hour of every day we have to
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make sone progress. That's a fact.

| would Iike to think that the recently
announced conbi ned efforts of Mcrosoft, AOL and Yahoo to
go after Spamis an outgrow h of those neetings. Now, |
read one account that said they didn't know who brought
this idea up of themgetting together, and I'd like to
t hi nk we had sonething to do with it. But, regardless of
whose idea it was, the fact is they' re getting together
and | personally am expecting results -- not PR -- and |
| ook forward to neeting with them on frequent occasions
in the future to hear about how they're doing it. |
commend themfor getting it going. They're engaged in a
di al ogue.

Today's di scussion will focus on Potenti al
Solutions to Spam specifically, |egislation; maybe
l[itigation -- do we really want any nore of that? And
technol ogy -- and God knows that's got to be an
under statenment, for sure.

As conplex as all this is, | believe |I know a
few things for certain as we search for sol utions.

One, not one of these avenues -- |egal,
technol ogy, political, you nanme it -- alone is going to
solve this problem

Two, we can never stop refining practices and

searching for better sol utions.
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Three, we will never find a perfect solution,
it does not exist.

Four, new | aws that are unenforceable for a
nyriad of reasons, or that are overtaken by the advances
of technol ogy, have the potential to do nore harmthan
t hey do good.

Five, and | would like to enphasize this and |
will repeat it again. W need consuners and average
users involved in this process. Awareness is essential.
Wthout it, we get nowhere.

Six, we nust get this right and get on with it
quickly or we run the grave risk to the potential of the
internet, e-mail, electronic commerce and, | mght add
wi th great enphasis, national security.

Seven, we nust all work together to solve the
Spam pr obl em

And, finally -- perhaps nost inportant of al
these -- this is ajourney; it is not a destination.
Political solutions, my own personal opinion, are
oftentimes destinations. There is a clanor of great
cries, do sonething, do sonething, do something, do
sonet hing, at every even year, there are those conpelled
to do sonething. And doing something is often
| egi slation, at whatever level. Once the legislation is

passed am dst all the enotion, we declare victory and go
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home, the dial ogue stops, and we're getting behind the
mnute it stops.

So, we have a lot of work to do. This is a
journey and not a destination.

| see two spheres of problens: One is very
conplex in terns of technol ogy, the | aw, business nodel s,
rel ationships, intellect, politics and, of course, cost.

W' ve been addressing nuch of these
conpl exities and these problens over the past two days.
These problens and chall enges will denmand of you al
considerable tinme, resources and cooperation to sol ve.

The ot her problem sphere is the one | want to
tal k about today and hope generate sone di scussion from
our panelists. It involves the sphere of internet users
and consuners. There are a hundred mllion or so here in
the United States alone -- | believe sonmeone nentioned
yesterday, | think, that there are 600 mllion around the
world, and that's irrelevant because it's grow ng every
day.

This problemis |l ess conplex but it's nore
enmotion. Enotion will kill you before facts will. These
end users, these consunmers by the mllions, are
absolutely getting fed up with Spam If we turn them
of f, the consequences econonically, socially and

devel opnent-wi se are going to be extrenely serious. |If

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N NN N NN R R R R R R R R R R
gag A W N P O © 0o N oo 0o dM W N~ O

15
we fail to solve either problem s sphere, it bodes il
for the potential of this marvelous tool for growth and
devel opnent .

It seenms to ne we are closer to failure we
consuners, than we are with the nore conpl ex problens, at
| east froman econom c and enotional standpoint. The
damage wi Il occur far nore quickly, yet | have heard
today, in this conference, very little, up to now, about
hel pi ng consuners and avid users cope wth Spam It
seens to me we could help them quickly and quell some of
the frustration and quell it quite significantly.

| hope today's discussions will focus a bit on
enpowering consuners so that they m ght be in control
THEY mi ght be in control of their inbox. They need the
option, easily executed, at no additional expense,
preferably, to block Spam | prefer the word "nui sance"
to Spam | don't care if it's comercial, if it's
religious, if it's entertainment, if it's jokes, if it's
pornography -- it's all a nuisance to ne, and |I'm sure
nost consumers woul d probably agree with that. W need
to stop that fromentering their lives and frustrating
them and turning themoff to this fabul ous nedi um

| sonetines get the distinct inpression that
commercial interests of internet providers and narketers

are reluctant to enpower consumers. | just had this

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o -~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

16
sneaki ng suspi ci on.

(Group | aughter.)

COWM SSI ONER SW NDLE: Certainly, sonme of the
remar ks we' ve heard here have hinted of this. Firstly, |
think the right to be left alone trunps what sone
marketing firms mght think is its right to intrude
regardl ess of ny desires.

(G oup appl ause.)

COWM SSI ONER SW NDLE:  May | suggest for
begi nners that 1SPs try the Tuxedo Park strategy -- very,
very quickly. G ve the consuners the capacity to easily
and inexpensively designate with a personal filter those
fromwhome-nmails are acceptable. For exanple, the
consuner's personal address book or any e-nmil address
they m ght choose to put in that personal filter that
sits right here, before anything conmes in. And if the
i ncom ng doesn't match what's here, it doesn't cone in.

Now, sone tell me, oh, you mght mss getting

an e-mail froma friend you haven't seen. M problem --

"1l take care of that. |If that friend really wants to
talk to nme, guess what? They'll find ne sonewhere. But
gi ve the consuner sonmething that sinple. | amamazed, in

particular with major |ISPs who have done remarkabl e work
-- and I'mnot trying to pick on |ISPs here, because

everybody's at fault, this problemis an obvi ous problem
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it's been obvious for years, and we've been so obsessed
with getting so far down the road and new bells and
whi stles that we've not taken care of security and

privacy as we've gone along this path. And it's tine to

do that. |It's past tinme to do it.

So, I'd like to see the ISPs and the servers
who are providing consuners this service -- and | say
providing, | think, you know, there's a fee associ ated
withit. | pay for mne, sone use it free. | don't
t hi nk things should necessarily be free. | think if it

costs sonething to provide this that that's |legitimate.
That's the Anerican way. But let's put that shield out
there so that, nunber one, we can quickly get to this
sphere of consuners and users and the enotional fallout
fromtheir frustration -- let's get that taken care of as
soon as we can.

We can do that fairly quickly, that will solve
t hat problem and then the genius of all of you, working
together, working in conflict, beating each other about
t he head and shoul ders and doing all these things that
you do so well, using and deploying this i mense tal ent
that you have that has given us all this and you can
solve the conplexity sphere. But that's going to take a
long tinme. But enotion can be handled fairly quickly if

you do it right.
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So, | would challenge you all to think in terns
of enpowering consunmers. Once you do that and give the
consuner, at his option -- he doesn't have to turn the
thing on or he can turn it off -- but give themthe
option to put that screen out there to keep out all e-
mai | that he or she does not want to see. And the |ISPs
can have all that other stuff -- just don't send it to
me; | don't want to see it; give me the option to easily
take care of it.

And one of the first steps would be to nake it
possi ble to copy ny address book -- this is a novel idea.
"' mamazed that | canme up with this.

(Goup | aughter.)

COWM SSI ONER SW NDLE: To copy ny address book,
easily, and nove it, with one click, to the filter. You
know, I was with one of the biggest ISPs in the whol e
universe, and | can't do that; but yet, | can talk to
Mars -- sonething's wong here.

(Goup | aughter.)

COWM SSI ONER SW NDLE:  This gives you sort of
the hint that maybe they don't want you to have that
enpower ment. And, folks, at the FTC, consuners cone
first and if you don't want an FTC in your future, don't
mess with consuners.

We have a busy day ahead of us and as ny
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favorite Robert Frost said, "W have mles to go before
we sleep.” As | said, this is a journey and not a
destination and, believe ne, we all have to make this
trinp.

Thank you very much

(Appl ause.)

M5. HARRI NGTON: Thank you very much
Comm ssioner Swindle. As you see, we selected himfor
Day 3 because he doesn't have any opini ons about
anyt hi ng.

(G oup | aughter.)

M5. HARRI NGTON: Before we begin, let nme ask
you to pl ease, please, please turn off your cell phones
and remind you that if your cell phone rings, we wll
harvest the address and send you wirel ess Spam

(G oup | aughter.)

M5. HARRINGTON: Is this a great technol ogy and
medi um or what? |It's been brought to my attention that
we have a news group called The Secret Diaries of the FTC
Conf erence --

(G oup | aughter.)

M5. HARRINGTON: -- and if you go there, you'l
read things about yourselves. But, here's one that cane
in the other day to ne -- or about ne. |It's very

interesting. "Any man that brave can drink out of ny
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canteen any time. You rock, rough and stuff with your
Afro puffs and get down with your bad self, girl. \Wen
l"mKking, you' re going to be the Castellan that actually
runs everything." Okay!

(Goup | aughter.)

M5. HARRI NGTON: Keep it comng; keep it
comng. Now, this norning we're going to discuss the key
i ssues that everyone is westling with on the subject of
| egislation. Should there be |legislation -- state
| egislation, federal legislation? Wat should it
contain, what should the nature of |aws be, should there
be broad federal preenption, should there be an
advertising, |abeling requirenment, should there be a
private right of action, should there be crimna
sanctions? These are the core issues, and we have, |
t hink, a very good panel to help us explore those.

Jerry Cerasale is the Senior Vice President of
the Direct Marketing Association, an organization that is
much |l oved by all in the room as we know fromthe other
day.

We have Ray Everett-Church, who is counsel with
the Coalition Against Unsolicited Cormercial E-nail

David Kranmer, to ny imediate right, is with
W son Sonsini Goodrich and Rosati .

Chuck Curran, down on the end, is the Assistant
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General Counsel at Anerica Online.

John Patrick is the -- John, are you down
there? John is the Chairman of the d obal Internet
Proj ect.

Steve Richter is CGeneral Counsel for the E-mai
Mar keti ng Associ ati on.

Paul a Selis is Senior Counsel in the Washi ngton
State Attorney Ceneral's Ofice.

And David Sorkin, to nmy imediate |eft,
Associ ate Professor of Law at The John Marshall School of
Law.

| think | want to really dive right into this,
because the issues are nunerous, inportant and nmeaty. W
woul d note that there are now, | think, 29 states -- is
that right -- that have enacted sone kind of Spam | aws,
the nost recent to be signed into lawin Virginia just
the other day, which crimnalizes a certain kind of
Spanmi ng activity. There are a nunber of other states
with | egislation introduced this year. O course, we
have | egislation pending in Congress and, as we've heard
this week, there's nore |egislation expected to be
i ntroduced at the Federal |evel.

The | aws that we've seen, both enacted and
proposed, fall into several categories. Sone have a

private right of action, as well as CGovernnent
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enforcenent; others call only for Governnent enforcenent;
sonme require |abeling; others don't; and we heard
yesterday, particularly, | think sone good di scussion
about | abeling and whether it does any good at all. And
that's an issue that the panel will touch on, but we've
heard from marketers that the viewis that |abels don't
do any good.

There are statutes, existing and proposed, that
prohibit certain false aspects about Spam false header
information, for exanple. There are |aws that prohibit
al | Spam

So, we see a variety of approaches that have
been taken, that are proposed and, | think, we'll just
get right toit with a first question; and that is -- and
|"mgoing to call on the panelists, in no particular
order, and 1'd really like about 30 seconds from you,
just to give us a sense of your going-in position here.

|s a Federal |aw necessary in the United
States; will it do any good?

Paul a, why don't we start with you, speaking

fromyour perspective as a State |law enforcer. 1Is there
a need for a Federal law? WIIl it do any good?

M5. SELIS: Well, let ne start with, is there a
need for a Federal law? Right now, | think, as Eileen

poi nted out, there are 29 | aws on the books, and
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Washi ngton was the second state to pass legislation in
this area. As with a |ot of consuner protection-type
i ssues, the states are usually the place where these | aws
first get passed. And what happens is you get
essentially what becones a patchwork of |aws across the
country. This happened in tel emarketing, it happened in
900 nunbers, it happened in credit reporting, and on and
on. And what happens eventually is that those who are
regul ated eventually conme to Congress and say, please,
pl ease | egi sl ate, because we can't deal with the
patchwork of laws. And | think that's part of the
impetus for this Federal l|legislation that we're seeing
NOWw.

| s Federal legislation going to work? 1Is it
inmportant in this area? |Is it necessary? | think only
effective Federal |egislation wuld work, and what | nean
by that is that as long as we have strong Feder al
| egi slation, the states will not need to enforce their
laws. But if we don't, then state law is necessary.
That Federal |egislation should be a ceiling and not a
fl oor.

M5. HARRI NGTON: Thanks, Paula. Steve Richter,
where are you on this?

MR. RICHTER In support of Federal law. It's

i npossi ble right now to advise a client on either side of
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t he equation as to what rights they have when you have
t he exanple we use is that soneone opts-in for receiving
e-mail; they live in the State of Washi ngton; and then
sonmeone sends them from New York, through a Nevada

server, an e-mail and they now have noved to New Jersey.

What | aw can you tell either of the parties -- the sender
or the recipient -- what |aw they should foll ow?
And, so, I'"'min agreement with Paula that a

Federal |aw has to be done in order to have any kind of
conpliance, but it has to have sone teeth, and | al so see
where the state agencies can enforce the Federal |aw.

M5. HARRI NGTON: Okay. David Kraner?

MR. KRAMER | absolutely think we need Federal
| egislation here. | think Paula Selis is quite correct
that the inpetus behind the state legislation was really
to send a nessage to Congress years ago that this is a
problemthat cries out for a legislative solution. It is
a classic case of tragedy of the commons in |arge
nunbers, in economcs, creating a situation where no one
has a vested enough interest to go after the parties that
are responsible, while the parties that are responsible
have every econom c interest to generate nassive
quantities of Spam

So, | absolutely think we need Federal

| egislation, but | conpletely agree with Paula that a
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Federal |egislation that does not effectively solve the
problemw Il sinply make the probl em worse.

M5. HARRI NGTON: Ckay. Before | call on Ray
Everett-Church, let ne pick up on that qualification that
Federal |egislation needs to be effective.

As you continue to answer the fundanental
guestion, tell me one thing -- if you' re saying that
there is a need for Federal |egislation -- what would
make it effective.

MR. KRAMER: The biggest thing that woul d nake
Federal legislation effective is a private right of
action. Wthout a private right of action, Federal
| egislation will make the problemworse. There is only
one way to deal with a |arge nunbers problem it is to
enpower the |arge nunbers of us that are affected by this
problemto take action, ourselves, to redress it.

| s everyone going to take action? O course
not. But we have a paradigm here; we have a junk fax | aw
that was passed in this country in 1991; we have a
problem at that point, where our fax machines were
fl ooded with faxes, alnost rendering the nedi um usel ess.
We passed a statute and, thankfully, today you can cone
into the office and get faxes and your fax paper isn't
all strewn about the floor with ads for radio stations

and di nner nenus and so forth.
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That statute worked because of the threat of
private enforcenment. The statute enpowers people to sue
for $500 to $1,500 for each fax they receive.

M5. HARRI NGTON: Thanks. Ray?

MR. EVERETT-CHURCH.  The Coalition Agai nst
Unsolicited Comrercial E-mail was founded in 1997 on the
prem se that Federal |egislation was necessary. The
Coalition believes that a multiplicity of approaches --

i ncluding technical and econom c and social and | egal
conponents are all necessary to address the problem
And, at that point in '97, the legislative angle had not
been fully di scussed or expl ored.

We have been working as an organi zation for
Federal |egislation throughout the intervening years,
and, if anything, the argunments we made in 1997, at the
Federal Trade Comm ssion event to discuss Spam are al
the nore relevant and all the nore pressing and it's tine
for Federal |egislation. W advocate an approach simlar
to the junk fax law. And an opt-in approach for
unsolicited comercial e-mail because the cost-shifting
i ssues that David nentioned are so simlar in e-nmai
space wi thout the governor of things |ike phone Iines and
fax paper, it costs no nore to send that next 10 mllion
e-mails than it does the first 10 mllion, as an

i ncrenent al expense.
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So, Federal legislation can effectively address
what is a breakdown in the marketpl ace.

M5. HARRI NGTON: Thank you. ['mgoing to ask
if people can shorten it up just alittle bit for ne.
Jerry?

MR. CERASALE: Federal legislation is required
to be part of the solution for the problemwe face with
Spam We need it. It has to be in conjunction with
i ndustry-working filters, 1SPs and so forth. W think
that what is necessary, as well, besides just the
| egislation, is resources to the Federal government and
to the states to enforce.

M5. HARRI NGTON:  So, resources i s your answer
to what would nmake it effective -- one answer?

MR. CERASALE: There's nore than one, yes.

M5. HARRI NGTON:  Davi d?

MR. SORKIN: Well, certainly Federal
legislation is preferable to state legislation. M
concern really isn't so nuch the enforcenent aspect as
the substantive rule. Most of the state Spam | aws, nost
of the bills that have been proposed in Congress are
counter-productive, and if we're going to have a bad | aw,
| think we'd be nuch better off with none at all.

If we're going to have a strong, opt-in |aw,

then I think the | aw can be an effective part of the
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sol uti on.

M5. HARRI NGTON: So, opt-in is a key el enent?

MR, SORKI N Yes.

M5. HARRI NGTON:  John?

MR. PATRICK: Well, | guess I'min the mnority
here. | feel quite strongly we do not need any new
legislation. If we get any new | egislation, it has zero

probability of working. And it's very easy to forget
that the internet is global and, in fact, Anericans are
the mnority of users of the internet, and in the fairly
near future, the use of the English |language will be a
mnority | anguage on the internet.

So, we have to think about here a
conmuni cations nediumthat is unlike anything we've ever
had before. It works exactly the sane in Burlingane as
it does in Boston or Berlin or Beijing or Bangkok. It's
exactly the same. And, so, to inpose a |law at the
Federal government means absol utely nothing to nost
people in the world. So, the laws really have no chance
of wor ki ng.

There are, however, solutions to Spam | agree
it calls out for legislation -- this is a very enotional
t hi ng, as Conm ssioner Swi ndl e pointed out so el oquently.
W all want sonmething to happen, but |egislation has no

possibility of working. And | have sone ideas on things
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that will work when it's tine to talk about it.

M5. HARRI NGTON:  Okay, thanks, John. Chuck?

MR. CURRAN. W' ve seen staggering viral growth
in the volunme of Spam nessages sent to our users, and the
primary face of Spamis sent by techniques of
falsification and identity conceal ment, and Feder al
| egislation is an absolutely vital conponent to bringing
sonme deterrent to that viral growh and to the
practitioners of those kinds of outlaw techniques.

That's really -- it's not just civil penalties
that conplete the enforcenent picture, crimnal penalties
are al so necessary to truly deter those who are
continuing this vile gromh of conceal nent and
falsification mail.

M5. HARRI NGTON:  Okay, thanks. Since, as Pau
notes, the states have really, as always, been the
| aboratory on this issue, as they've enacted state | aws
and then worked with those. 1'd like to spend a little
bit of tinme talking about the state | aws, our experience
with them and a fundanental question: Have they had any
effect?

| would note that one of the features comon
anong many of the state laws is that Spam bear a | abel,
an ADV | abel. W, the other day, announced the results

of a study that we did, pulling a random sanpl e of Spam
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that we have in our datasets at the FTC, and we found
that only 2 percent of the Spamin our sanple bore the
| abel . And, | think, we have to assune that virtually
all of those Spammers were sending Spam in part, into
the states with the | abeling requirenent, California
being one of them It's hard to inmgi ne soneone sendi ng
a huge volune of Spam and sending none to California.
And that was an interesting thing for us to see, that
only 2 percent of our sanple bore the |abel.

| wonder why that is and whet her we can have
some assessnment, in concrete ternms, of the effectiveness
of various state laws. Now, the laws vary. Sone have
private right of action in them sone don't. Sone have
| abel ing; sonme don't. Sone prohibit falsity
specifically; others don't. So, we're tal king about
di fferent conponents in terns of effectiveness.

Wiy don't we first tal k about the |abeling
i ssue, and whether, in your view, the finding from our
study is off or whether it's consistent. You know,
what's the deal with |abeling?

Wio would like to start?

MR. PATRICK: I'll take a crack at that.

MS. HARRI NGTON:  Ckay.

MR. PATRICK: If I'ma Spanmer in Tajikistan,

why do | care about any state of Federal |aw, whether
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it's labeling -- why do | care?

M. HARRI NGTON:  Ckay.

MR PATRICK: It's that sinple. It really is
t hat sinple.

M5. HARRI NGTON: The Taji ki stan Perspecti ve.

(Goup | aughter.)

M5. HARRI NGTON: We've heard that. Do we have
any of the other stands here?

M5. SELIS: | have a thought on that --

M5. HARRI NGTON: The Seattle Stand.

M5. SELIS: The Seattle Stand, yeah. Actually,
Washi ngt on does not have an ADV requirenment. Qur |aw
sinmply prohibits deceptive headers, deceptive subject
lines. But, | think, this points out sonething that
Davi d Kraner said, was you need effective enforcenent;
you need wi despread enforcenent; you need an active
deterrent to keep people fromviolating the aw. And, as
long as it's nore profitable for people to Spam and the
risks are fairly lowthat there will not be the
enforcement effort, they're going to go ahead and do it.
It's an econom c deci sion.

And if, in fact, there's effective enforcenent,
there will be an effective deterrent and the rate of
Spam those kind of violations, including the failure to

put ADV, will slow down. But we haven't seen that yet
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because we've only seen Iimted enforcenent. O the 29
states that have statutes on their books, | know of only
three who have actually taken state action.

M5. HARRINGTON: Why is that? Wiy isn't there
nore active enforcenent?

M5. SELIS: Well, you know, it's a variety of
things. It has to do with budgets, it also has to do
with the difficulty of actually filing cases, finding
Spammers, the technical barriers. But, | think, over
time it's going to get easier and the enforcenent
authorities will get better at it. Especially if there's
right of action that is in the private sector. Private
people will take action, too, and there will be nassive
enf orcement and massi ve deterrent.

M5. HARRI NGTON:  Why do we think that private
citizens will be nore successful tracking down Spammers
t han governnment enforcers have been?

M5. SELIS: Well, sonme of them have taken
action in Washi ngton, and they face sone of the sane
difficulties. But, in fact, sonme of them have been
successful. And, in fact, sone of them have sued the
nmerchants who are selling via the Spam So, it's not an
impossibility. There are barriers, it's true, but |
think with a widespread |law, with an automatic

enf orcenment nechani sm people are nore likely to take
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action.

M5. HARRI NGTON:  Some of ny colleagues in this
room-- Jennifer, Marc, Lisa, others -- spent 18 nonths
going around the country training state and | ocal
enforcers on internet investigation technique. W got a
ot of interest, we trained, | don't know -- Marc --
1,750 |l ocal and state enforcers on how to do this kind of
investigation. And, so, for us there's a little bit of a
di sconnect between the effort to put in that kind of
training effort and the |lack of enforcenent at the | ocal
| evel of these | aws.

Is there nore that we can do to encourage
enf or cenment ?

M5. SELIS: As an agency? | think if there's a
Federal law, and it's a good Federal |aw, and every state
and every Federal entity -- the FTC and the states are
wor ki ng together -- there will be nore cooperation.
Because now when you've got 29 different |aws; 29
di fferent standards; and you' ve got the FTC, who doesn't
really have a law to work with -- you're only working
with your FTC Act -- | think you have a divergence of
| egal opinions and even if you understand the nethods
wi th which you need to investigate these cases, you have
a di sconnect over what |aw to use and what court to go

i nto.
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So, if there's a uniformstandard, | think
that's going to go a |long way toward uni form enf orcenent.

M5. HARRI NGTON:  Now, when you tal k about
uni form standard, this is for Paul and all of you, that
suggests preenption to ne.

M5. SELIS: Umhmm And, as | said earlier, |
don't have a problemw th preenption as long as there is
a strong Federal law and as long as that |aw nakes it
easy or relatively easy to take enforcenent action.

MS. HARRI NGTON:  Ckay.

M5. SELIS: And we can tal k about the substance
of that later.

M5. HARRI NGTON: Okay. Chuck, what's the view
from AOL about the effectiveness of state laws and, in
particul ar, you guys have been big chanpions of this new
Virginia law that crimnalizes the nost egregi ous kind of
Spanmm ng.

MR. CURRAN:. We get mllions of conplaints from
our nmenbers every day and we use them as evidence in
cases. We find that the majority of those involve these
ki nds of techniques of falsification and conceal nment.

The Virginia statute, |ike any other states, is focused
on the kind of conmputer crine aspect of that, and gives
both enforcenent and civil renedies.

So, we're a big believer -- instead of either
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or -- of both and -- that Federal enforcenent renedies
that are targeted towards the people who send the nost
obj ectionabl e Spam by the nost objectionable neans, and
in the greatest volunes, that's where you get the biggest
-- when you were tal king about effectiveness -- that's
where you achi eve effectiveness.

M5. HARRI NGTON: Ckay. Now, David, you're a
proponent of private right of action in state | aws and
you have actually used private right of action in sone of
your work, what's your assessnment of the effectiveness of
state | aws?

MR. KRAMER | would say they have been
conpletely ineffective, but | wuld say that if what the
goal was was to generate interest at the Federal |evel
t hey' ve served their purpose. They were never intended
to solve the problem And, in fact, when a state acts in
the context of interstate commerce, it needs to be very
careful about what it's trying to do. A state can't ban
all Spamon the internet because of Constitutional
concerns with the comerce clause. So, states have taken
a very limted approach to the problem all their
statutes reflected.

Wth respect to the issue of a private right of
action, however, you will see private enforcenent where

it nmakes econom c sense. Were there is areward to the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

36
consuner for serving the public interest by going out and
taking action, if only for $1,500 in his or her own nane
agai nst a Spammer, you will see an individual going to
court and bringing those clains.

Ri ght now, we don't have a lot of private
rights of action over state |aws that give individual
consuners or individual businesses the ability to bring a
| awsui t that makes econom c sense.

M5. HARRINGTON: All right, now, if you talk
about private right of action, we take a | ook at U ah,
for exanple, where there are class actions being filed by
one particular law firmthat's, you know, denmandi ng $10
per client; $6,500 in fees, you know, does private right
of action open the flood gate for that kind of aggressive
cl ass action?

MR. KRAMER  Yeah. | nean, Steven can speak to
this as well, but certainly that was an exanple of state
| egi sl ation gone awy. The statute was not witten with
careful protections in it to ensure that what it was
actually doing was fighting Spamand it has, instead,
becone a class action lawer's full enploynent act in
Ut ah.

That wasn't ever the intention, but it wasn't
properly witten. | think with, even, the least bit of

careful drafting, we can prevent that problem W see it
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at the Federal level in the Fair Debt Collection
Practices Act; we have limts on what class action
attorneys can do when there's a private right of action
for statutory damages, and any Federal | egislation needs
to have that kind of limtation in it.

M5. HARRI NGTON: Okay. Can anyone on the panel
point me to an exanple of enforcement of a state |aw or
enactnment of a state |law that has achieved a denonstrable
result in reducing the amount of sone kind of Spam-- any
ki nd of Span? |s there any anecdotal or, even better,
any survey-based evidence that anyone knows of on the
effecti veness of any state | aw? Anyone?

MR. SORKIN: | guess | can speak to that
anecdotally. | think state | aws have done quite a bit to
legitimze Spamin that nearly all of the state laws, in
effect, authorize Spamthat doesn't contain fraudul ent
headers, that has an ADV | abel and so on. And, so, |
think the state | aws have had an effect, but in the

opposite direction.

MR. CERASALE: | don't -- with only 2 percent
putting ADV, I'mnot sure | agree with that statenent.
But, Eileen, | think the situation -- your study shows
that at least two-thirds -- and | think Chairman Miris

said that they didn't |look further into the other one-

third -- are people who are already doi ng sonet hing
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fraudul ent and the --

M5. HARRI NGTON:  No, our study said that there
was |ikely false information.

MR. CERASALE: Likely false information. The
incentive for themto try to follow -- outside of just
being in Tajikistan or whatever the "stan" it was that we
wer e concerned about, that that tends to be a problemin
trying to get people to follow those state laws in a
prescriptive type of |abeling.

The other thing on the states, of course, is
the problem-- and it's another problemthat we should
tal k about today and how peopl e obtain those addresses --
but, unlike the tel ephone, where state "do not call"”
lists and so forth work, where you know what state you're
going into or a mail address -- a physical United States
mai | address has a state indicator, a geographic
i ndicator -- an e-mail address does not, and we can --
how people paint it is another problemwe should talk
about today -- but that's another issue with state
enf or cenment .

M5. HARRI NGTON:  Ckay, anything el se on
exi sting state | aws before we nove on to sonme other
t opi cs?

MR. RICHTER. We all agree that they don't

wor k, right?
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M5. HARRINGTON:  Well, | think what |I'm hearing
is there are certainly issues with ability to enforce, in
terns of resources, in ternms of locating, in terns of
jurisdiction and venue. There are big conpliance
probl ens, obviously, and there are not strong incentives,
perhaps, to conply. That seens to be the view

MR. RICHTER Eil een?

M5. HARRI NGTON:  Yes.

MR. RICHTER | have a coment, since |'mvery
famliar with the Uah situation, and Uah is the poster
child -- their statute in nmy mnd is the poster child of
what not to do if you want to nmake -- or what to do if
you want to make sure you have no effect on giving any
private citizen any rights.

And what's interesting in talking to their

state legislators -- and the Utah bill was revised by the
| egislature in this |last session -- but as the vote cane
to the final call, the clock struck m dnight and their

session ended. The governnment now has been urged by the
President of the Senate and the Speaker of the House of
Utah to call a special session for the sole purpose of
revising the Uah | aw because it's a joke. And they al
know because it's resulted in over -- right now | think
it's over 1,600 | awsuits that have been filed -- and not

nore than $10 has ever gone into hands of any plaintiff
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and over half of the plaintiffs are nenbers or enpl oyees
of the lawfirmthat filed the lawsuits. So, it's an
enbarrassnent to everyone.

But where I'mgoing with this is that we can
| ook at the Utah situation and try to learn fromit.

What has gone on there, the theory of giving that Dave
said, it's so inportant to give the private right of
action to the citizen having the private right to act,
but it has to be well done or the only people who are
going to benefit are going to be the | awers.

M5. HARRI NGTON: Ray?

MR. EVERETT-CHURCH A real quick comment. To
say that state | aws have been ineffective doesn't nean
that there couldn't be nore effective state |laws, and |
know from personal experience that Dave Kraner has
drafted sone good proposals, and has worked hard on that,
and others in other states as well.

There could be nore effective states | aws, but
what you see is a response in those states to Federa
i naction on the issue, and you see an outcry from
consuners, fromvoters, to address the problem even if
it islocally. And that |esson extends also to the
gl obal situation, as well, which indicates that even if
Federal laws aren't effective globally, that doesn't nean

that it's not a valuable thing to address it
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donestical ly.

MR. CURRAN: And there's the part about
drafting the statute and then there's the execution part.
Certainly, in Virginia -- Virginia has tough and strong
legislation -- but a lot has to with the execution.

Well, how do you actually prove the case?

Wiere is the evidence? W, as |ISPs, think that we need
to do a better job of putting together the kind of
various pieces of the chain of transm ssion, the evidence
t hat enforcenent agencies need to prove up the cases.

And | think this is an area that we can nake
progress in, working together, on the industry side. W
have the evidence; we have the conplaints; we just need
to put it in the hands of state enforcenent in an
appropriate manner, such that the right kinds of |arge-
scal e Spammers can be identified and, then, actioned,
under appropriate |egislation.

M5. HARRI NGTON: | know one issue that we in
t he Departnent of Justice and ot her enforcenent agencies
have been struggling with for the |last couple of years
concerns a bal ance between privacy protection in the
El ectronic Privacy Act and the hoops that we have to junp
t hrough to get that evidence fromyou that you have and
our need to get it quickly. And that nmay be that's not

t he subject of this panel -- we're tal king about Spam
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legislation -- but there are certainly other existing
| aws that hinder the ability of |aw enforcenent to
qui ckly gather evidence that really need to be | ooked at.

MR. CURRAN:. Sure, right. And there are many
ways to bal ance those interests in gathering evidence
and, then, kind of little acorns that are available for
subpoena under existing processes. There's really, you
know, thinking it through, there's really no reason why
we can't bal ance both privacy and enforcenment interests
in an appropriate manner.

M5. HARRINGTON: Well, let's turn to the
subj ect of possible Federal |egislation. But |let ne say,
again, that what | think I'"mhearing fromthe panel is
t here are concerns about the effectiveness of existing
state laws. Ray's point that perhaps state |laws coul d be
made nore effective noted.

If there are such problens with existing state
laws or if enforcenent and effectiveness are
guesti onabl e, why does anyone think it mght be better or
different with a Federal |aw? You know, is this just a
matter of taking an idea that has been executed in the
states that hasn't had denonstrable results and
nationalizing it?

M5. SELIS: Let nme speak to that here for a

second. | don't think it's that the | aws thensel ves are
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bad in the states, | think that there is a problemwth a

| ack of enforcenent and a | ack of resources. And

sonebody, | can't renenber who, pointed out that in order
to have effective legislation at the Federal -- and that
goes for the state level -- you need effective amounts of

nmoney to fund it.

So, | think if there were a | aw on the books at
t he Federal level, it would have to have enough noney
behind it so that it would be enforced and, as Dave
poi nted out, there absolutely has to be a private right
of action and there has to be an ISP right of action.
Because the peopl e who have the incentive to bring these
cases are not necessarily the governnent authorities, but
they're the I SPs and the individuals who are annoyed and
har med.

And if, in fact, all those things were present,
I think what you'd see is nore enforcenent, therefore,
nore deterrent and nore effect on the problemas a whole.

M5. HARRI NGTON:  Now, Dave nentioned the
Tel ephone Consuner Protection Act, which prohibits junk
faxes and has a private right of action init, it also
has a private right of action for telemarketing calls
from conpani es that consunmers have told to refrain from
calling them

Just anecdotally, nmy fax machi ne at the Federal
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Trade Conm ssion gets unsolicited faxes all the tine. |
don't know if the FTC has a private right of action under
TCPA, but I'"'minterested in your observation that the
private right of action in the junk fax and junk cal
| aws has wor ked, because that wouldn't be ny perspective
fromwhere | sit.

MR. KRAMER: | think that we have to go back in
time 10 years and think about what it was |ike when you
had a fax machine in 1991 to recogni ze just what i npact
the junk fax legislation really had.

M5. HARRI NGTON: But do you think that it's the
junk fax legislation or the wi despread availability of
the internet and e-mail? | nean, you know, faxing costs
noney; e-mail really doesn't. Has technol ogy overtaken
faxing as a popul ar marketing tool?

MR. KRAMER: Well, | certainly think that a
marketer with the ability to send his or her nessage out
at no marginal cost would nmuch prefer to use e-mail than
a fax machine. However, we still see fax marketing from
time to tine; people still think it's effective. It is a
way of forcing your nessage into the hands of the
unwitting recipient and forcing themto expend their tine
and their resources to deal with the nessage.

That's why we have a private right of action

under the junk fax statute, and it's the sane kind of
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problemw th respect to junk e-mail. It forces you to
receive a nessage that you didn't ask to receive, it
expends your resources and the ISP's resources with
eventually no marginal cost on the sender.

So, in answer to your direct question, | think
that the private right of action under TCPA has made a
huge difference. | think there is, for lack of a better
term a cottage industry of enforcenent springing up
using the internet to gather information, with attorneys
and i ndi vi dual s hel pi ng one another to bring these kinds
of actions against telemarketers and junk faxers, and |
think wi thout that nethodol ogy, w thout that neans of
obtai ning redress under a Federal statute, there's sinply
no effective enforcenent nechanism You're |like the dog
chasing the car -- what happens when you catch it?
Not hing. And that's the problem we have today.

M5. HARRI NGTON: Okay, as we continue on the
private right of action and Federal |aw discussion, |et
me add to the question; and that is, if there were a

private right of action, should it be in Federal court

-- yikes -- or how would that work?
Jerry?
MR. CERASALE: | wanted to go back just a

second to the TCPA and so forth and di scuss private right

of action. | think that private right of action for an
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ISP to sue is also a private right of action. So, that |
t hi nk when you think of that, we have to separate between
citizens going to small clainms court, et cetera, and | SPs
for exanpl e.

And, under the TCPA, it is different because
t hey use common carriers. So that there is a requirenent
to deliver, whereas in the internet context there can be
-- and | think everything that DMA's worked on with any
Federal |egislation continues that right to filter for
internet service providers, and so forth, and | think
that that's a strong area where we can |look to
enforcement. They have the evidence, they know the big
attacks on themand so forth, and we have to work in that
context. So, | think it is different fromthe fax area
in that context.

MR. KRAMER: | actually think it's worse in e-
mail than it is in the fax context, because in a fax
context the sender has a marginal cost and there's a
natural limtation on the sender's ability to transmt
his or her nessages.

In the e-mail context, there isn't a marginal
cost and the problemis exponentially worse. Beyond
that, | think, the disruption that's caused by e-mail to
busi nesses is one that's just not experienced in the fax

cont ext.
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The massive | oss of productivity in this
country -- when an e-mail nessage hits the e-mail server
at ny lawfirmand it goes out to 2,000 people, the
increnental |oss of productivity fromthat single e-nmai
message is sonething that cries out for a |egislative
sol uti on.

M5. HARRI NGTON: Okay. Steve Richter, where
are you on private right of action?

MR RICHTER [I'mfor private right of action
in a court of conpetent jurisdiction, and what | want to
do is allowthe citizens to get into court w thout having
to find an attorney and wi thout having the attorneys

profit. So, in nost claimcourts right now, their

limtation, | think, is about $5,000 -- maybe sone states
alittle bit less -- but | think everybody is |eaning
toward the $5,000. | don't think we're talking about a

$5, 000 fine, so where we're talking in the nei ghborhood
of $250 or $500 per e-mmil, you know, as a violation, |et
t he consuner be able to go into a small clainms court,
file a $30 fee, and have their day.

You're going to get a lot nore -- | really
t hi nk what the Conmm ssioner said this norning has to be
taken at heart about let's protect the consunmer in all of
this -- and that's one way of the consuner letting the

wor |l d know they're sick and tired of it. |If they are a
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silent mnority or a silent mgjority, we won't know this,
and we don't know this in Uah where 1,600 |awsuits are
filed. The legislators there will tell you that they
can't say that there's one | ess unsolicited personal e-
mail coming into Uah because of the |awsuits, because
the plaintiffs are getting $10 and the attorneys are
getting $6,500. Who's wi nning?

M5. HARRINGTON: All right. It sounds like
some on the panel, at |east, would advocate for a private
right of action for individuals in small clainms courts;

perhaps a private right of action for 1SPs in Federal

court. |Is that the distinction that |I'm hearing?
John?
MR, PATRICK: | think we're --

M5. HARRI NGTON:  John woul d not advocate for a
private right of action.

MR. PATRICK: No, we're really kidding
ourselves here, if we think that you can go to snal

clainms court and sue this Spamer in Tajikistan. You

cannot solve this with legislation. | don't nean to
sound negative; |I'mactually very hopeful right now --
nore so than |'ve been in a long tinme -- about Spam

Spam can be solved; a private right of action is a
t echnol ogi cal action. It includes things such as

Comm ssi oner Swi ndl e poi nted out.
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Personally, | don't want to elim nate any Spam
unl ess soneone's in ny address book because |I'm an aut hor
and a public speaker and | get e-mails from people |
never met before and | like those e-mails. That's a good
source of input for ne.

But there are a lot of ways to solve this that
are effective -- extrenely effective. PC Magazi ne just
ran a review of four different technol ogi es that
elimnate 99.9 percent of Spam

M5. HARRI NGTON:  Well, John, that's a view that
we're going to explore in great depth later today, but
right now we're going to tal k about |egislation.

MR. PATRICK: Ckay. | just want to say --
okay, since this is a legislative panel, so | won't make
the technol ogy plea. However, fromthe | egislative point
of view, you have to be able to define what it is you're
legislating. And to talk about fax laws is really
irrelevant. That's |ike tal king about applying | aws
related to horses to | aws about airplanes or cars.

E-mail was designed to be really, really sinple
and a lot of thought went into the protocol of e-mail to
make it possible for anybody anywhere in the world to be
able to send a nessage to anybody el se anywhere in the
worl d at very |low cost and very high reliability. And,

of course, that's what has nmade it desirable to the
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Spammers. But it also nakes it inpossible to be able to
pass a | aw that says you can't do that. It's |ike
passing a law to say you nust behave -- people nust
behave. You can't do it.

M5. HARRI NGTON:  Ckay, Ray?

MR. EVERETT-CHURCH: If | could just respond to
t he Anbassador from Taji ki stan

(Goup | aughter.)

MR. EVERETT-CHURCH  The vast mmjority of Spam
that gets forwarded to the Coalition Against Unsolicited
Commercial E-mail is -- and please don't forward your
Spamto us -- we get enough already -- but those
conplaints we receive are largely com ng from servers,
bounced off servers all over the internet -- all over the
world. But still, the largest volune of that is
advertising products and services that are being
di stributed donestically.

These are fol ks who may hire a Spanmer who has
a server farmin China, but who is still going to fulfil
that order for herbal viagra out of their basenment in
Pasaic, and it's a bit of a red herring to focus on
foreign relays if you still have a situation, which we
have today, of the products and services being advertised
| argely domesti c- based.

MR. Rl CHTER: Ei | een?
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M5. HARRI NGTON: Hold on a second. |'m back
with the image of the server farmin China. That's quite
an i mage.

MR RICHTER | just want to say one of the
things that also actually really speaks well that the
| awsuits -- that there's validity in bringing them here
in Uah, over 70 percent of the lawsuits filed have been
answered. So, you know, | understand the issue of having
servers in China and trying to avoid the |awsuits, but as
we heard, the product is here and you can find soneone to
serve who is responsible for sending that e-mail. So,
really think we're chasing a rabbit.

M5. HARRI NGTON: Okay. | want to shift to a
different issue and that is the issue of preenption. |If
there were Federal |aw, how inportant is the preenption
i ssue, how could it work wi thout preenption?

Paul a, would you like to start on that?

M5. SELIS: 1'll junp in on this one, yeah. As
Chris Gregoire, the Attorney General of Washington, said
on the first day, there are 44 Attorneys General who have
witten a letter to the Federal |egislators who are
| ooking at legislation at this point voicing their
opposition to a bill that would preenpt the states.

That being said, | know that the Attorney

Ceneral, at |east of Washington, has said that if there
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were effective Federal |egislation, then the states would
not have a problemor at |east Washington woul dn't have a
problemw th preenption.

Now, what is effective Federal |egislation?
That's what it really cones dowmn to. In |ooking at the
Burns-Wden bill, at least at this point, that is not
effective Federal legislation, as the states see it.

M5. HARRI NGTON:  And why not ?

M5. SELIS: Well, funny you should ask. Let ne
give just a little historical perspective on consuner
protection law, and that, | think, will give you sone
frame of reference.

Bef ore the days of consuner protection law, in
order to show that one business has ripped off a
consuner, you'd have to show fraud and for all of you
| awyers and non-lawyers in the audience, let nme say that
fraud has a nunber of elenments that you have to prove,
including materiality and intent and know edge and so on
and so on and so on. And it becanme acknow edged t hat
that was a pretty high burden and sonething el se needed
t o happen.

So, hence, the creation of consuner protection
| aw, whi ch does not have such a high burden and, for the
nost part, only requires what we call a tendency or

capacity to deceive, so you don't have to show intent,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

53
you don't have to show know edge, you don't have to show
materiality and so for. So, it's a |lot easier standard.

Wien we | ook at the Burns-Wden bill and what
does it do? It re-institutes all of the elements -- or
at |least nost of the elenents -- of fraud. So, in order
to show a violation, you have to show that it was a
material violation, that the violator had intent, that
the violator knew that he was violating the | aw

This, we see, as a step backward; especially
since Spamis the nunber one consuner conplaint these
days, why give Spammers essentially what anmbunts to a
| ower burden than a higher one. | nean, it just doesn't
make sense. So, | think that's an inportant reason that
we oppose the bill.

The ot her reasons for opposing it have to do
wi th | oophol es and exceptions. And there's one in
particular, | think, that we have an issue wth and that
is that there is essentially an excuse if the violator
can show that he or she had what is called in the statute
"reasonabl e busi ness practices" then he or she can escape
liability.

Well, what's a "reasonabl e busi ness practice"?
That means going into court, that neans the Spanmer is
al ways going to pose that as a defense. Another defense

is the Spammer's "good faith.”
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So, essentially, what this bill does is set us
up for extensive litigation, court battles, they' re going
to last a long tine, that aren't going to provide quick
and effective deterrents.

And, finally, | guess we're going to wind up
getting into controversy over penalties. The bil
proposes a $10 per Spam penalty. [|In Washi ngton we now
have a $500 penalty, and | ask you if we're tal king about
deterrents is $10 a pop enough? | don't think so. W
want to make it not worth the Spamrer's tine and effort
to send the Spam but at $10 a pop, it's basically the
cost of doi ng business.

So, those are just a few of the reasons why at
this point we oppose the |egislation.

M5. HARRI NGTON:  You oppose Burns-Wden. And
we're going to talk about that, we're going to also talk
about at |east a couple of other proposals that we' ve
heard nmenti oned here. One Representative Lofgren's
bount y- hunti ng proposal ; another Senator Schuner's
proposal to create a national do-not-Spam |l egislation
Burns-Wden is the one that's been there for quite sone
time.

M5. SELIS: Right. And a lot of those bills
that you nention kind of junmp off of Burns-Waden and have

a lot of the same elenents, but | do want to at | east
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make sure that we acknow edge that the effort itself is a
good one. That we applaud the effort of trying to put
t oget her decent Federal |egislation, and there are sone
el ements of Burns-Wden that we think are good and we
are, in fact --

M5. HARRI NGTON: \What are those?

M5. SELIS: | think the ADV | abel is a good
one; | think the idea of having a notice --

M5. HARRI NGTON:  \Why?

M5. SELIS: Well, it allows the consunmer to
filter. And | know there's sone controversy about that
and the effectiveness of that, and we can tal k about it,
but as a starting point, | think it's a good idea.

The notice and the ability to opt-out, we think
are good, provided that they're effective and that there
aren't any | oopholes there, and we do have sone concerns
about that.

So, we think those are good places to start.

M5. HARRI NGTON: Ckay. Jerry, does the Direct
Mar ket i ng Associ ati on support Burns-Wden in its
entirety?

MR. CERASALE: W support principle and
approach. There are a few definitional things right at
the nonent that we would Iike to have straightened out,

but, basically, we |Iike the approach; we think --
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M5. HARRI NGTON: What do you like about it?

MR. CERASALE: Well, as we've heard from many
of our menbers, many | SPs, the big things are the people
who are lying and so forth, and we want to try to get out
to the big push on that.

M5. HARRINGTON: Is the standard too high?

MR. CERASALE: |Is the standard too high? |
don't think the standard is too high. | think that the
area of -- the other things in Burns-Wden you nust
produce a physical address, show exactly where you are;
you nust have a unsubscribed -- say, hey, don't send ne
anynore, and it nust work. Those are things that are not
intent to fraud; you either have that or you don't. So,
that, you have sone of those issues that are added in.

The m stake problem-- there has to be
sonmething to ook at on the mstake. This is your
tel emarketing sales rule -- has the m stake area pattern
and so forth, and, you know, you do it two or three
times, you can cone after them and you | ose the m stake.

So, we support that approach, and |I don't
beli eve there's an ADV | abel in Burns-Wden, so that, |
mean, we don't support that.

M5. HARRI NGTON: What are the definitional
probl enms that you have?

MR. CERASALE: Well, we want to | ook at --
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there's sone of the consent definitions that are there,
we want to tighten up that definition and we want --

M5. HARRI NGTON:  You want nore people to be
able to receive Spamor fewer people, you know, let's get
concrete here.

MR. CERASALE: Right, sure. W want the
consent to specifically talk about notice and opportunity
to say no, which I think they do have, but we want to
make sure that that isn't confused; that also you
obliterate the opportunity where soneone says, | want to
receive it. So, you have to nake sure that your
definitions include, fromour perspective, people told us
to say no and al so people said, yes, | want to receive
things. So, that we want to make sure that that's
correct in that area.

And we al so want to make sure we defi ne,
specifically, alittle bit nore tightly, the rights of
the internet service providers to go to Federal court to
enforce the civil side of Burns-Wden.

M5. HARRI NGTON: Ckay. Thank you. David?

MR. KRAMER: | have a real problemwth this
legislation. I1t's unfortunate that it's called the
Canned- Spam Act for short, because what it really is is
the act that says "you can Spam"

(Goup | aughter.)
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MR. KRAMER It is legitimzing a practice that

is reprehensible in our society. |It's a practice of
theft and this statute -- the problemisn't that Spamis
fraudulent, the problemis Spam | don't care that a

nmessage that | get is --

M5. HARRI NGTON: Theft is a strong term

MR. KRAMER It's a theft of resources, it's a
theft of ny time, it's a theft of the |ISPs resources for
processing data, for storing these nmessages, and,
obviously, we're not tal king about one nessage when we're
tal king about theft, but one nmessage is the tip of the
i ceberg.

The problemhere is that we're codifying, with
this legislation, a suggestion that it's okay to Spam as
long as you do it within these certain rules. [It's okay
consuners, you're going to get 1,000 nessages a year and
you're going to have to opt-out of 1,000 lists that you
didn't ask to get on in the first place, and there's no
private right of action in any event, so, too bad, if you
have a problem and they didn't take you off the I|ist,

tell the FTC and they' |l take care of it, or tell your

State Attorney Ceneral and they' |l take care of it.

Not nearly enough with this bill. And while |
again, |ike Paula, applaud the Senators for taking sone
action here, I think it's badly m sdirected.
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(Appl ause.)

M. HARRI NGTON:  Ckay.

MR. PATRICK: | want to strongly agree.

M5. HARRI NGTON: Nice of you to bring your
whol e fam |y today, David.

(Goup | aughter.)

M5. HARRI NGTON:  John?

MR. PATRICK: | want to strongly agree. This
is wonderful that there's an attorney on this panel that
| really strongly agree with. Because the reasons that
he gave for why that bill can't work are going to be the
reasons that no bill can work. And, so, I'min violent
agreenent that private action really is the answer here,
but it's not private legal action -- it's private action
to not technically permt those e-nails to cone into ny
inbox if I don't want them

M5. HARRI NGTON:  David Sorkin?

MR. PATRICK: There's a ot of ways to do that.

MR SORKIN: If | were going to draft the worse
possible bill, I would probably do a few things slightly
different than the Burns-Wden bill did. It would take
me awhile to figure out which things | would do
differently.

(Goup | aughter.)

MR. SORKIN: | would probably draft a
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preenption clause very much like the one | read in the
bill, which preenpts only the one strong state's Spam | aw
and | eaves all of the counter-productive ones and the one

that's somewhere in the mddle, which | would say is

Ohio's -- it leaves all of those in place.

It creates a | abeling schene which, | think,
many -- probably nost of us -- agree is the wong idea
and, yet, the labeling requirenent in the bill isn't even
t he standard nethod, so it wouldn't even work. It sinply

says a clear and conspicuous identifier, not an ADV
label. If we're going to have to live with the |abel, at

| east we'd |i ke one we can use.

So, | have to agree with Dave. | think the
bill would be a large step in the wong direction. But I
do want to add, | think, to sone extent, we're putting

the cart before the horse when we tal k about enforcenent
before we tal k about what the rule should be. | don't
really care that nmuch about enforcenent, |'mnot crazy
about the idea of having a Spam | aw that doesn't work
real well that doesn't get enforced, but | think the rea
principle we should be following at this point is, do no
harm |If we come up with a Spamlaw that m ght do sone
good and won't invite a hundred tines or a thousand tines
or amllion tinmes nore Spanmers into the business, then

| think at |east we're starting to acconplish sonething.
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MR. EVERETT- CHURCH. Eil een?

M5. HARRI NGTON:  Yes, Ray.

MR. EVERETT- CHURCH: Those of who've been
involved in the anti-Spam activities for a long tine,
recogni ze Burns-Wden as sort of the |ogical descendent
of a proposal that then Senator Merkowski from Al aska --
the current Senator's father, | believe -- proposed and,
in fact, was alnost imedi ately taken up as a cause celeb
by the Spammers thenselves, citing the |egislative
proposal in their Spam It even occurs still today, if
you search your database, the FTC s refrigerator, for
S1618, as authorizing this piece of e-mail, in nost cases
it wouldn't have if it wouldn't have if it had becone
| aw, but the Spamers took it up as sonething that
legitimzes their activities, and Burns-Wden woul d do
t he sane.

M5. HARRI NGTON: Ckay. | want to tal k about
anot her fundanental question, and that is whether
enact nent of a Federal statute regardi ng Spam woul d put
on the books a set of requirenments that woul d be
i mredi ately outstripped and outdated by devel opnent of
t he technol ogy. There's sone concern about the ability
of law -- and particularly statutory law -- to keep up
wi th innovation and devel opnent in the technol ogy.

Can you think of some sort of statutory schene
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that would be less likely to be i medi ately obsol et e?

M5. SELIS: | have a suggestion on that and, in
fact, Washington has a good exanple. Just this |ast
session, we realized that not only a conventional Spam
probl em but text nmessaging, which is its own form of
Spam is a problem too, and our |egislature just passed
a |l aw prohi biting conmrercial text nessaging. | think it
m ght be the first one in the country, but it points out
what Eileen just nentioned that you' ve got technol ogical
changes, sort of variations on a thene, and how are you
going to keep up with them And | don't think you can do
by com ng back to your |egislature year after year after
year with a new probl em

Now, the FTC, | think, is set up to deal with
that far better than the states in what you have rule-
maki ng authority at the FTC, and if you wote a statute
t hat provided for rule-making at the FTC, which could
all ow for those changes, those subtle changes -- granted
not whol esal e changes to the | aw by the FTC, but
sonmething within the FTC s ability to change -- | think
you'd have a built-in nmechanismfor sone kind of
flexibility.

M5. HARRI NGTON:  Chuck, you wanted to say
sonething, it | ooked |ike.

MR. CURRAN: Yeah, actually, | don't think it's
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necessarily as great a challenge. There's a problemwth
drafting to technology if you get lost in the weeds of
t he technol ogy. However, if you, you know, certainly
fromthe kinds of what | call the outlaw Spam the
fundanmental activity is the acts of falsifying your
| ocation and your identity.

Technol ogi es may vary, but if you draft to the
fundanmental act that's occurring, basically people are
engagi ng -- concealing who they are, what they're doing,
how much they're sending -- in order to trick ISP and
i ndi vi dual consuner filters.

So, | think you can antici pate new t echnol ogi es
by sinply saying it's the act of conceal nent, you speak
to those by-whatever technol ogi cal neans.

M5. HARRI NGTON: Do you suggest that the vol une
issue is one that should be left alone -- legislatively/
statutorily?

MR. CURRAN: The volune issue is a very
difficult issue because, certainly, every day, seven by
24, the Spammers are out there on a technol ogy side
testing whatever filter -- if you say the nunber is 10,
they're at nine; if you say the nunber is 100 -- and the
nature of SMIP -- mailing protocols -- allows mai
transm ssions to be broke up into so many little packets

that mail, as sent by sophisticated Spamrers today,
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generally cones in in a kind of diffuse cloud. It's very
difficult to identify one source.

So, you know, trying to hit a nunber is
sonmething of a drafting trap. It encourages Spamers to
just cone up with one nore gane to beat the nunber
somehow. But once, again, if you draft creatively with
keepi ng an eye on the fundanental objective, you can
reach the act.

MR. PATRICK: | disagree.

M5. HARRI NGTON:  Wio said that?

MR. PATRI CK: John.

M5. HARRI NGTON:  John?

MR. PATRICK: You really can't. | nean, we are
nmoving into a world whose identity is going to be
extrenely difficult to define. |Is it our virtual
identity? Is it our wireless identity? What kind of
identity are we tal king about? And you can't define that
froma |egislative point of view

You can define, however, content. And this is
what's working today is that, although the techni ques
that were just pointed out, are happening in terns of
random zing the to address and the from address and the
subject line and so on, the basic content of the nessage
is basically the sane.

And, so, collaboratively, if 1,000 people got a
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nmessage that contain service, simlar kind of nessage,
then it's probably Spam And those are the techniques
that are actually working. And people that use them
don't get any Spam It's just elim nated.

(M xed appl ause.)

M5. HARRI NGTON: Ray?

MR. EVERETT-CHURCH | agree with Chuck that
the mnute you start trying to define technical processes
and standards in legislation you slide into a norass.

But | egislation can encourage the adoption of certain
approaches by granting safe harbors to those who adopt

t hose approaches, by encouraging the use and creating
some penalties for things |like new technol ogi es that may
cone down the pike that enable a better statenent of
identity, statement of content.

We'l| see sonme proposals later today and the
Coal i tion has endorsed one proposal that you'll hear, the
Trusted E-nmail/ Open Standard, which woul d enabl e senders
to state identity in a secure way; to state content
assertions in a verifiable manner and | egi sl ation that
encour ages adoption of those standards and puni shes the
m suse of identity and m sstatenent of assertions, could
encour age sol utions, including better technical solutions
wi thout getting lost in the technol ogy norass.

M5. HARRINGTON: | see people are getting a
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little restless, and we're not going to take a fornal
break right now, but let's involve sone of you in the
di scussion for a nonent. Let's go to the video.

Steve, are you there with your mc? Geat.
Steve and Sheryl, you didn't know we were going to do
this right now, not a problem

kay, Steve, let's go to this gentleman in the
white shirt right here for a question for the panel.

TOM Two points: One, you can tell the
country where a packet of IP comes from technically.

So, if all the Spammers are in Tajikistan or China, we
can filter. That's nunber one.

Nunmber two, | believe that there is a scam
behi nd every Spam This is a | aw enforcenent issue and
we' ve got to give the | aw enforcenent people the tools
that they need to go after these organized crine.

M5. HARRI NGTON: Okay, thank you.

TOM And just, finally, 1'd like to suggest
the U S. Postal Inspectors. They're doing this thing for
the mails today. The rules say that they go after things
that go through the physical post. The sane exact job
needs to be done online. They've got the tools, they've
got the conpetence, give themthe nmandate for cyberspace.

M5. HARRI NGTON: Ckay. This gentleman, Sheryl,
ri ght here.
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DAVE CROCKER: My nane is Dave Crocker
Brandenburg Consulting. | wote a fair portion of the
internet technical standards for doing e-mail. So, this
is afairly interesting topic to ne.

There's a peculiar mx comng fromthe table up
there. One thing | would encourage people is to pay a
ot of attention to the cautions being raised about the
degree of control that is available. There was an
observation nmade that meking state laws is nore for the
pur pose of getting Federal interest, because of the scope
i ssue -- the scope of control.

That is worse for Spamthan it is for fax,
because Spam can come from anywhere. There is an
observation that generals tend to fight the [ast war --
we need to be careful that when we pass |laws we're not
fighting the [ ast Spam

Spammers are extrenely adaptive. The things
that work today -- I"'msorry -- the things that worked
yesterday do not work today. The comment that content
filters work today was true for ne six nonths ago and
usel ess today. The nore adaptive techniques that are
com ng around in content filtering are nuch nore
powerful, but we are in an arns race if we take that
approach. | think we need to take that approach because

we need an array of tools.
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My own view about Spamis that we need to view
it the sane way we view fighting roaches. You don't get
rid of roaches, you bring themunder control and you
don't use one technique, you use an array, and you keep
changi ng them over tinme because the roaches keep
adapt i ng.

So, let nme suggest that there is a major val ue
in legislation and the value is to create sone very clear
term nol ogy that people will use consistently. And you
may notice that is not yet true.

And the second is it creates sone very clear
guidelines for what's acceptable and what's not, because
as we tal k about Spam we need to renmenber subscription
mail, which in every technical detail |ooks exactly the
same as Spam

M5. HARRI NGTON: Thank you. |[Is there anything
in the mail box? Brian, do we have sone e-mail ?

MR. HUSEMAN. Yes. Eileen, we have one
comment, rather than a question. Wy is the unsolicited
bul k e-mail problemany different than the issues
addressed by the existing fax advertising laws? Wth the
exi sting fax advertising |laws, we are not required to
submt our fax machine nunber to an opt-out |ist.

M5. HARRI NGTON:  Any coment on that comment,

fromthe panel ?
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MR. KRAMER  Yeah, it isn't, is the short
answer to the question. The problemis al nost exactly
the sane. | would suggest that it's far worse, in fact,
in the context of e-mail, as | did previously, and |
think the solution that we came up with as a society in
1991 here ought to be the solution that we come up with
to this problemin 2003.

MR. CURRAN: And Professor Sorkin wote a
definitive Law Review article saying that the TCPA can't,
unfortunately, be stretched to cover Spam but nakes sone
really interesting argunents about how to do it.

M5. HARRI NGTON: Okay. W're going to cone
back to you with your questions and comments in a m nute,
but I want to nove to a couple of suggestions that we've
heard from your | egislative conponents in the |ast couple
of days.

First, we heard from Representative Lofgren
about her bounty hunting suggestion on Spamm ng. Does
everyone on the panel know what |'m tal ki ng about ?

That's all around. GCkay. Wat do we think?

MR. KRAMER The San Jose Mercury News, which
is a very tech-savvy paper in Congressman Lofgren's
district, panned it twice. Basically, the Mercury News
thinks that a TCPA-li ke legislative solution is the

appropriate one.
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The problemw th Congressman Lofgren's
legislation is that it's solving a problemthat really
isn'"t the problem | have never had a problemfinding
the person | wanted to take action against. The problem
was, an econom cal matter, it wasn't justifiable for ne
to sue that person. The person who is sending you Spam
wants to sell you sonething, and with a little socia
engineering and a little investigation, you can al nost
al ways find out who that person is, if you want to take
action against themand if there's enough economc
justification for doing so. |If you invest in resources,
you are nore often than not going to find the person.

M5. HARRI NGTON: Let me just take issue with
that, David. | think our people are as ninble and
skilled as any in finding Spammers, but there's a certain
category of Spamers who are not trying to get noney, and
they are very difficult to find. You know, |aw
enforcenment can follow the noney, but if people are
doi ng, you know, nasty and, you know, pranksterious
things that inpose significant cost but they aren't
trying to collect noney, then they are hard to find.

MR. KRAMER: Agreed. No, this is not a
conplete solution to the problem | agree with everyone
that has said that this is one of the tools that we need

in the arsenal in the fight against Spam | do not think
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that any kind of legislation is going to elimnate the
problem | do think it will help bring it under control
and that we ought to be thinking about ways we can do
t hat .

The concern that has been expressed that you
can't find these people, is sinply a red herring in a | ot
of cases. In a lot of cases, you can find these people
and you can't take action against them

M5. HARRI NGTON: Ckay. Anyone else in the
Lof gren proposal here? W're not going to hear from --
keep your hands down out there right now -- we'll come

back to you, don't worry.

MR, RICHTER. | would just add that, you know,
anybody can learn how to track down Spammers. | have a
free website for people -- privacyfordunm es.com-- has a

tutorial that can teach anybody how to do what
Congressman Lofgren is encouraging. The problem again,
isn'"t finding the Spammers, it's getting | aw enforcenent
to act or to have a private right of action for an
i ndi vidual to act.

The ot her conponent is --

M5. HARRI NGTON:  Well, where are you then?
Representative Lofgren would say that, | would inmagine,
that her proposal would make it easier for |aw enforcers

because people would be out there turning in these bad
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Spanmer s.

MR RICHTER. Well, | think --

M5. HARRINGTON: Do you like this idea?

MR RICHTER -- the FTCs -- | don't like the
idea. The FTC s own UCE@tc. gov mail box is proof
positive that there's no | ack of conplaints about Spam
out there. You can find Spammers relatively easily,
al t hough there are evidentiary requirenents to bringing
an action that even state Attorneys Ceneral have
difficulty neeting.

So, | don't see that an individual, unless
you' re sonmehow goi ng to encourage people to hack into
systens and find the kind of data that it takes subpoenas
to otherw se obtain. Wthout that kind of action, you're
not going to get any nore useful information by creating
a bounty.

So, | would agree with David, it's a solution
for a problemthat doesn't really exist.

M5. HARRINGTON: Is there anyone on the panel
who wants to speak in favor of Representative Lofgren's
appr oach?

(No response.)

M5. HARRI NGTON: Representative Lofgren, we
| ove you, but the panel doesn't |ove your proposal.

Let's turn to the Schumer approach, which
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suggests the creation of a national Do Not Spam Registry
that the FTC would run and --

UNI DENTI FI ED SPEAKER:  Lucky you.

M5. HARRI NGTON: -- yeah. But Representative
Schuner said that if this becones |law, we're going to get
a lot of noney to do this. And all | can say is, we
woul d need it.

MR. SORKIN: Let me suggest a really easy way
that the FTC could run that registry: Allowthe listing
of top-level domains, like .com

(Goup | aughter.)

M5. HARRI NGTON:  And who woul d have the
authority to register the domain?

MR. SORKIN: Preferable anybody but | CANN

(Goup | aughter.)

M5. HARRI NGTON: Okay, there's a thought.

MR. PATRICK: Eil een?

M5. HARRI NGTON:  Yes? John?

MR. PATRICK: Yeah, on this registry, it's a
tenpting idea. Many of these ideas are tenpting and
they're well-founded sort of philosophically, but they
just -- they're not practical. | nean, |ook at the
chal | enge --

M5. HARRI NGTON:  Why? Tell ne really

concisely, why this isn't practical ?
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MR. PATRICK: Well, because peopl e change their
e-mai | addresses all the tine; ISPs fold, new ones cone
up. W can't nmanage security very well in many
i nstances, what nmakes us think we could do this? There
are things nuch sinpler than this that we can't do.

M5. HARRINGTON: Wiy is it significant that
peopl e change their e-mail addresses? Say, that | change
ny e-mail address every nonth and register ny new e-nmail
address every tine | change it. Wat's the problen?

MR. PATRICK: Well, again, it's just not an
American problem it's a global issue. People don't like
Spam anywhere in the world, and trying to solve this at a
| ocal level, which is Arerica, is just not practical. It
doesn't address the entire issue.

M5. HARRI NGTON:  Well, we'll have a separate
wor kshop on the Tajikistan --

(Goup | aughter.)

M5. HARRINGTON: -- and there's actually an
international panel following, and | think that these are
some of the issues that they will deal wth, but Jerry?

MR. CERASALE: Well, unlike the tel ephone,
where a do-not-call-list works, has worked in the states
and so forth, and even the DVA |list has been around since
' 85, where the fraudul ent people were in tel ephone

marketing or on the fringe, it's the legitinmte marketers
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that are on the fringe and the sinple core are
fraudsters, in essence.
And they're not going to follow And, so,
t hink that you have a problemthat it's not going to work

because the basis of the users are not necessarily |aw

abi di ng.

The other thing, froma marketer's standpoint,
raises a real problemfor us -- and we've seen this in
part with even exenptions in phone lists -- if it doesn't

work, that the fraudsters don't use it, and you put

out -- we have this national registry and Jerry Cerasal e
enters the registry, | assune that's going to work, it's
going to stop Spam and I'mgoing to get inundated with
it, still, plus the legitimate marketers will use the
list, we're still going to be painted with the sane brush
that we don't even follow the |aw

And, so, | think you have that kind of a
problem You don't want to set up that |ist when there
is little likelihood that it's going to be successful.

M5. HARRI NGTON:  Well, would the purpose of
this kind of |law be, do the panelists think, primarily to
reduce the volunme of unwanted Spam or to provide an
easi er enforcenment hook for |aw enforcenent?

M5. SELIS: Well, actually, that's exactly what

| was going to say. Looking at the state as a
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| aboratory, when we created a do-not-call-list, what it
did for us is that enforcenent authorities -- it enables
us to go in and file what's called a sumary judgnent.

We didn't have to prove anything, all we had to show was
that Joe Blow s name was on this list, he got the cal
anyway; therefore, a judgnent in favor of the state.

And | think that's the utility of having a do-
not-Spamlist, it enables the enforcenent authority to go
in and get a pretty quick judgnent against the Spammer
wi t hout having to prove nore.

Jerry does point out sonething that | think is
inmportant, and that is that when you have a list, it
creates an expectation on the part of the consuner that
he or she is not going to receive Spam \Wen they do,

t hey get angry. They think, gee, | thought this |aw was
out there to protect ne, and it's not.

So, there has to be sone inportant consuner
education that goes along with it.

MS. HARRI NGTON:  Ckay.

MR. PATRICK: It's a database managenent
problem also, inthat -- that's what | nmean by it's not
practical. | nean, when American Express sends out an e-
mail every nonth to tell you that it's tinme to pay your
bill, they send out very |large nunbers of these e-mails.

UPS is one of the largest e-mail generators in the world;

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

77
and FedEx and Airborne. So --

M5. HARRI NGTON: The point being perhaps if
there were such a law, there would need to be an
exception for e-mail from--

MR. PATRICK: Yes, | nean, this is a human cry
ri ght now, from associations, for exanple, the |IEEE, or
t he Association of Conputing Engineers or, | mean,

t here's thousands of associations, as you know. Right
here in Washington there's thousands of them They al
have e-mail newsletters. All conpanies are noving toward
legitimate e-mai|l for purposes of customer service; for
pur poses of order acknow edgnent.

M5. HARRI NGTON: Well, this gets us back to the
definitional issue that we discussed on the very first
panel ; and that is, if Spamis defined in the | aw as
i ncluding unsolicited and bul k, and we | ook further at
the solicitation definition to exclude, you know,
menbership --

M5. HARRI NGTON:  Par don me?

MR. PATRICK: You can't define it. | nean,
American Express' nonthly statenent is bulk, unsolicited
e-mail.

M5. HARRI NGTON:  No, not necessarily. |If
there's a contractual relationship --

MR PATRICK: Well, it's --
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M5. HARRI NGTON: -- or an existing business
rel ati onship, | nean, there are ways --

MR. PATRICK: That's the point. | nean, so in
t hi s database we have to have a field to say, well, this

particul ar case is an exception because there's a
contractual relationship. Wo's going to adm nister this
dat abase?

MR. SORKIN: This is exactly the case where the
| aw can do better than the technol ogy can in defining
things |ike unsolicited.

MR. PATRICK: Not really. The only person that
can define Spamis the recipient. Nobody can define it,
but you know it when you see it.

MR. KRAMER: That's why you have | aws.

MR. PATRICK: The | aw defines what Spamis, and
if the definition in the statute is unclear, that's why
you have courts. Wy don't we define pornography?

M5. HARRI NGTON: Excuse ne, all right. W're
going to continue on this discussion of the do-not-Spam
wi th original thought here.

MR. KRAMER: | actually think that short of a
ban on unsolicited comercial e-mail, that a do-not- Spam
l[ist in which | can put nmy nane and know that having put
it there | should not receive, and if | do receive any

further unsolicited commercial e-mail, that it's a
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violation of the law, if it gives nme a private right of
action, | amin support of that -- short of a conplete
ban on unsolicited commercial e-mail, because it doesn't
put the burden on ne to opt-off of all these lists and it
does give nme sone neasure of confort, at |east know ng
that this will reduce if not elimnate unsolicited
commercial e-mail. | don't think any of us can say that
putting your name on a list is going to conpletely stop
this problem but it will help bring it under control.

So, short of a ban, | think this makes sense.

MS. HARRI NGTON:  Ray?

MR EVERETT-CHURCH: | have severe concerns
about the logistics of howa list would be operated. |'m
all in favor of giving you | ots nore noney, though,

Eil een, so --

(Goup | aughter.)

M5. HARRI NGTON:  Davi d?

MR. SORKIN: | think, in theory, or at least in
| ooki ng at some of these proposals in the nost charitable

light, they may end up nerging into an opt-in regine, if

we have a do-not-e-mail |ist that contains every e-nai
address of everyone who doesn't want Spam-- it's hard to
i magi ne a database |arge enough to hold that -- but if we

have such a list, or if we have an ADV | aw that requires

an ADV | abel on every Spam and every internet provider
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declines to transport any e-mail that has that |abel, and
we allow themto do that, then what we effectively have
is alegislative ban on Spamthat doesn't admt that it's
one.

O if we have a law that says every internet
provi der has the authority to enforce it's anti-Spam
policy as long as they post it on a webpage sonewhere --
whi ch we al nost have in Chio, but not quite. Again, we
have sonet hing that beconmes the equival ent of a ban on
Spam -- an opt-in | aw

Now, | think it probably has the sane potenti al
Constitutional problenms as such a law, so | don't think
it gets us around that question, and it's certainly |ess
efficient, but if that's possible, then we may have
anot her way of doing an opt-in without really admtting
that's what we're doing.

M5. HARRI NGTON: Okay. |I'mgoing to turn to
the big brain in the back row, Brian, do you have any
guestions that you' d |like to hear the panel tal k about?

MR. HUSEMAN. | do have one kind of technica
guestion about the Burns-Wden, but | think it is an
i mportant point. M understanding of the current draft
is that the requirenents that nessages include an opt-out
notice and, al so, a physical address, those requirenents

only apply to unsolicited comercial nessages. And |'m
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wondering what is the panel's view on whether those
requi renents, including requiring nessages to have an
opt-out, should apply to all commercial nessages rather
t han just unsolicited nessages.

M5. HARRI NGTON: Okay, Jerry, you get the first
crack.

MR. CERASALE: Like |I said, we support Burns-
Wden, but we believe that every commercial nessage
shoul d have an unsolicited and should clearly state who's
sending it with a physical address where they can find
you; physical address does not include a post office box.

M5. HARRI NGTON:  So, should apply to all, is
t he DVA view?

MR. CERASALE: Should apply to all.

M5. HARRI NGTON:  Chuck?

MR. CURRAN: | think as a matter of practice
today, all commercial e-mail fromthe reputabl e senders
cont ai ns opt-out nessaging, just sort of mainstream
conpani es are using that.

So, | think Burns-Wden is about baseline
standards and | actually disagree with sone of ny
col | eagues, | think they' ve done a good job in defining
and attenpting definitions of Spam

But, you know, Burns-Wden doesn't necessarily

have to address -- as a matter of ISP practice, we can
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set our own policies as well as it relates to certain
ki nds of desirable practices that we'd want to see.

So, | don't think it has to be necessarily
decided entirely as a matter of |egislation. QCbviously,
conpani es and technol ogi es that can be devel oped t hat
woul d ki nd of signal that perhaps higher practices are
being foll owed by the sender, and those could be passed
on through to the recipient.

So, you have to -- there's not just a
| egi slation option, but there are also technol ogy
opti ons.

M5. HARRI NGTON: Ray?

MR. EVERETT-CHURCH. Fromthe consuner point of
view, having the ability to identify the sender is a very
val uabl e thing, not only for weeding out the fol ks that
you di strust, but for being able to recogni ze the fol ks
that you do trust. That you see a conmunication from
sonebody that you recognize you have a relationship with
and that there is sonme recourse, sone ability to contact
them as well as a standardi zed opt-out nmechani sm
That's sonething that technol ogy can provide, but a
basel i ne requirenent of all comercial e-mail having sone
sort of standardi zed nmechani smfor renoval woul d assi st
consuners very greatly.

M5. HARRI NGTON: Ckay. Steve Richter, should
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t hose provisions of Burns-Wden apply to all, not just
unsol i cited?

MR. RICHTER Yes. |In order to become a nenber
of EMA, you have to subscribe to doing that. So,
absolutely in favor of it.

M5. HARRI NGTON:  Ckay, David?

MR. SORKIN: | suppose it nmakes sense. | don't
think they help as nmuch to deal with Spam but | don't
have any problemw th them | suppose |I'd also say we
ought to do it in a nediunm neutral way and require al
direct advertisers to identify thenselves and provide
people with a way to get off the list or stop receiving
t he junk, regardless of whether it's e-mail or tel ephone
or door-to-door or direct mail.

M5. HARRI NGTON:  Well, now, there's the DVA's
wor st ni ght mar e.

(Goup | aughter.)

MR. PATRICK: Eileen?

M5. HARRI NGTON:  Yes?

MR. PATRICK: May | comment on that sane point?
Yeah, | think it's a really good, sensible business
practice to provide opt-out and to al so provide an easy
way to comuni cate back to the business. But, again, to
define that through legislation is really not a good

i dea.
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There are many entrepreneurs in the world today
who operate out of their home, have legitimte
busi nesses, who do not necessarily want to reveal their
physi cal address for their own personal security reasons.
They may be a consul tant providing advice and very
successful at it, and they have a right to be able to
participate in that kind of business.

So, the market can regulate this and consuners
can sel ect businesses that they want to do business wth,
based on these kinds of features, but to legislate it and
define how an address shoul d be specified or how t he opt-
out should work, would Iimt the innovation that's
possible. W're only 2 percent of the way into what the
internet offers, so why try to define how it should work?

M5. HARRINGTON: Brian, is that satisfactory
for you?

MR HUSEMAN: Yes.

M5. HARRI NGTON: Good. All right, I want to
shift to a different question, and that is whether there
shoul d be crimnal sanctions for sone kinds of Spam |
t hi nk what we've been tal king about so far are
| egi sl ative proposals and, for the nost part, except for
Virginia state laws, that inpose civil or admnistrative
sanctions on those who violate or would viol ate these

statutes.
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s there a kind of Spamm ng activity that
should inplicate crimnal |aw? Chuck, you guys have been
i ke maj or proponents, out in Virginia, of this new |aw.

MR. CURRAN: Yes, there are the people we
bel i eve are responsible for the greatest volume and the
nost obj ecti onabl e Spam consi stently use any nunber of
techni ques of falsification or stealing other's accounts,
we think of it as a kind of conputer crine. And | m ght
add that Virginia is not the only state to have | aws.

Many ot her states do recogni ze the sort of
crimnal elenent to the |arge-scal e behavior that's going
on. | think Connecticut, Arkansas, Illinois, North
Carolina -- there's a school of thought in the states
that this is a particular kind of problemthat is
recogni zabl e as an act of using nethod of conceal nent to
get stuff through and appropriate advertising resources.
It's a formof theft -- burglary tools.

M5. HARRI NGTON:  What would the triggers, you
know, be for inposing or possibly inposing crimnal
sanctions?

MR. CURRAN: | think they probably boil down to
three concepts: One is just a flat-out falsification of
header or transm ssion information to conceal identity
and scope of mail.

M5. HARRI NGTON: And doing that intentionally
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woul d be the intent to falsify?

MR. CURRAN:. Yes, that's right. Secondly,
certainly if I hack into hundreds of people' s accounts,
take them over, take over ny grandma's account on ACL in
order to send mail, which is not dishonestly addressed,
but obviously not fromny grandma, that's a form of
hacking that's a well-recogni zed defense.

And, finally, third you see the system zed
t aki ng over of free e-mail accounts by the hundreds for
t he purpose of disguising mail transm ssions.

So, yeah, we believe that there's a clear
pattern of activity that supports the | arge-scale
Spanming and that it can be reached, obviously with
appropriate gradations, obviously, not just one mail
should be a felony, but with appropriate tiers and
triggers reflecting the amount of noney or the anount of
mail sent. [It's possible to appropriately define
offenses in the sane way we do for many other crines.

M5. HARRI NGTON:  Thoughts on crimnalization?
Paul a?

M5. SELIS: | agree with what he said, | agree
with that. | also think there's a practical issue,

t hough, that we can't really ignore and that is whether
prosecutors are going to take these cases.

It's all well and good to have a | aw on the
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books, and the question is what are the conpeting
probl ens that those prosecutors are having to grapple
with -- budgets, other cases that involve physical crines
as opposed to property crinmes. And the perception,
unfortunately, that the big guys, you know, the |SPs
m ght be able to take care of thenselves in the civil
arena.

So -- and I'mnot citing anybody in particul ar
for having that position. So, | think that it mght give
you a sort of false sense of security in some sense to
have a crimnal |aw on the books, but the practical
reality may well be that a prosecutor -- Federal or state
prosecutor -- may not have resources or tine to take
t hose cases.

M5. HARRI NGTON: O her thoughts on the issue of
crimnalization? Jerry?

MR. CERASALE: The DMA supports AOL and it's
approach here, as we take a look at it. One of the
things that -- and this is beyond our panel here, so |
apol ogi ze for 30 seconds -- | think, as another facet of
how we can go after Spamrers is -- and we're starting to
try and do this -- is to get together with | SPs and even
| aw enforcenent, to see what kinds of things can
mar keters, |1SPs do, to gather information to give to

prosecutors to assist them in both civil and crim nal
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cases, to help themput together a case, in part. And
there are a ot of legal issues and so forth, and we're
just starting that.

But those are sonme of the things that we're
| ooking at, as well, and | think go beyond the
| egislation but we'll try to answer the issue there of
resources and effort to try to help in that sense.

M5. HARRINGTON: All right. 1'mgoing to shift
for a mnute before we go back to our wonderful audience
menbers for questions, and ask each of the panelists to
take full advantage of the fact that we have C SPAN with
us together and perhaps, in addition to Congressional
staffers who are here, we have nenbers who are watchi ng.

There's been a great deal of discussion,
think on-line and off-1ine, about Federal |egislation and
whether, ultimately, it will make matters worse, not
better. And, certainly, all of us who work in the public
policy arena sonetines view the process of devel opi ng
| egislation as being simlar to that of maki ng sausage.

| think that I'd |ike each of the panel nenbers
to look right into our camera and give us 60 seconds of
your nost fervent wish and intent with regard to
Congressional action on legislation. Wat is the thing
that woul d be a disaster; what is the thing that you nost

want or w sh; what would say if you hold the pens of the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O © 00 N oo o pdM wWw N - O

89
menbers as they wite and draft?

And I'lIl ask for a volunteer to go first on
this, instead of putting anyone on the spot.

MR SORKIN: I'll go first.

M5. HARRI NGTON: Si xty seconds.

MR. SORKIN: 1'll take less than that, do no
harm and opt-in. [If you can't do anything other than
opt-in, |leave the technol ogists to do what they can.

M5. HARRI NGTON: David, excellent. Wo would
like to go next?

MR. PATRICK: I'Il go. Sixty seconds.

M5. HARRI NGTON:  John?

MR. PATRI CK: Well, | would suggest put your
pens away.

(Goup | aughter.)

MR. PATRICK: We do not need |egislation, and
thisis atine to be very optimstic -- very optimstic,

actual ly, about Spam There are a | ot of good things
happeni ng. Conmi ssi oner Swi ndl e pointed out that three
of the major internet service providers are getting
together; they're conpetitors and they' re getting
t oget her and tal ki ng about this.

MT recently held a technol ogy conference and
sonme of the smartest conputer scientists in the world are

really intrigued by this problem and they have a | ot of
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good i deas.

Venture capitalists see this as an opportunity
to make noney. \Wierever there's a problem there's a
chance to nmake sonething out of it. And, so, they're
investing in conpanies that are actually doing the roach
approach, that the gentleman in the back tal ked about,
and it's working.

It is a noving target, but they're noving very
qui ckly on this, and there are people that actually get
no --

M5. HARRI NGTON:  Fi ve seconds.

MR. PATRICK: -- Spam because they use this.
So, put your pens away, just wait a little bit.

M5. HARRI NGTON: Ding. Next?

MR. KRAMER: This is an enornous problem it's
been a problem for 10 years and Congress hasn't acted
yet. It needs to act now. The problem has reached
epidem c levels; the cost of Spamto the industry, to
busi nesses and, ultimately, to consuners, iS staggering.
This cries out for a legislative solution, and the
| egislative solution is right in front of us. W already
have a nodel for it -- it's the junk fax statute. Spam
rai ses the same problens as does junk faxes.

We need a legislative solution that allows ne,

and anyone el se who feels aggrieved by a particul ar
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message, to go to court and take action on his or her own
behal f, seeking statutory damages, seeking a penalty
agai nst the Spamer for its m sconduct in such a manner
as to vindicate the public interest and to tell Spanmers
that their nessages have consequences; to change the
econonmi cs of Spam to put the costs back where they

bel ong, on the Spamers --

M5. HARRI NGTON: Fi ve seconds.

MR. KRAMER: -- and get themoff of consuners.

M5. HARRI NGTON:  Excel | ent, Dave.

(Appl ause.)

M5. HARRI NGTON:  You guys are really the
masters of the 60-second pitch. Wo's next?

M5. SELIS: That's a hard act to follow, but I
have to point out that David used to be in radio at one
point in his life.

(Goup | aughter.)

M5. SELI'S: He has professional training here.
| think the nost inportant thing for the states, and for
consuners, is to have effective, substantive enforcenent
provi sions that enable people to go into court and get
relief, and that it will ultimtely make nore sense for a
Spanmer to stop Spamm ng than to keep maki ng noney.

In other words, | think it's an economc

incentive issue. As long as a Spamrer can continue to
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make noney by sending out big volunes -- maybe getting a
1 percent return -- it makes sense for himto keep
Spammi ng. But the mnute he has to face crim nal
penal ties, statutory damages, the threat of big | awsuits,
he'll stop. It's a dollar-and-cents issue, and if the
bal ance is on the side of fear of enforcenent, the
Spamming wil | stop.

M5. HARRI NGTON:  Excel l ent, thank you. Who's
next? Ray?

MR. EVERETT-CHURCH: | would urge you to resist
the tenptation to repeat past m stakes, and we' ve seen
m stakes in anti-Spam | egislation. Opt-out approaches
have not worked; |abeling has not worked; and | ook beyond
the borders. Labeling approaches in other countries have
not worked. O her countries have noved steadily toward
an opt-in approach. Business can live with opt-in --
business lives every day with opt-in -- they do great
good and great business by adopting opt-in approaches.
The | aw can encourage conpanies to do the right thing, to
encour age best practices, if the | aw works to encourage
opt-in.

M5. HARRI NGTON:  Okay. Next? Chuck?

MR CURRAN: |I'Il take a shot here. W believe
that technol ogy and | egislation conplinment each other in

terns of solutions. There is no magic bullet, and
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certainly penalties with teeth for the outlaw Spamers
wi Il reduce the incentives and create the kinds of
deterrents we think are necessary.

Legislation is al so needed, we think, to uphold
the integrity of the technologies. The unfortunate
hi story of anti-Spamtechnology is that it's been
circunvented. And, so, legislation, just like in any
other kind of crimnal activities, needed to back up and
set boundaries for activity. Certain technol ogies can
solve a | ot of problem and nake the experience better,
but legislation has to be there to provide the back-up
for those who step outside and transgress the boundaries
t hat we' ve set.

So, we support both approaches and think there
is arole for Federal legislation to provide the kind of
backstop to a good consuner experience.

M5. HARRI NGTON: Ckay. We haven't heard from
St eve.

MR RICHTER Well, | want to say that we can't
wait for Enron and Worl dComto hit this industry where
we' re going to make exanples of a few and hope that the
others run or then we catch them and we fine them

This is sonething that has got to go right now,
and ny feeling is that legislation has to go, if it's not

the best legislation, we can always catch up with it
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later. But the EMA absolutely would like to see the
Spanmers out of business and | agree it's economc, we
have got to go after their pocketbooks and that will put
t hem out of business.

M5. HARRI NGTON: Ckay. | think Jerry, it's to
you.

MR. CERASALE: Well, we need legislation. W
have to go after the bad actors who are just swanping
this internet system and we have to al so open the
pocket book, give noney for the Federal enforcers to
enforce whatever |aw you have. That is absolutely
required. If you don't do that, don't bother witing a
I aw.

But you al so have to keep in m nd that the
internet is an unbelievabl e econom c and informational
system and you can't -- don't close it up. It's 10
years old, it's still a relatively new technol ogy, in al
ot her channels of marketing; for exanple, pornographers
have cone first; and we're still in that stage. Don't
close it; let's try and protect it and keep it open so in
the future this can be an econom c driver for our country
and the world econony.

M5. HARRI NGTON: Thank you. W're going to go
to Commi ssi oner Thonpson in just a nonment, but speaking

only for nyself, as a staffer at the FTC, and not on
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behal f of the Conm ssioner or any individual
Comm ssioner, | wuld say two things to nenbers and
Senators: Please nake it an offense to send Spamto
Conmi ssi oner Swi ndl e because he forwards it all to ne.

(Goup | aughter.)

M5. HARRINGTON: So that's ny first concern,
and the second is on a nore serious note, if you do
anything that inplicates the Federal Trade Comm ssion,
pl ease give us the resources to carry out your intent.

Now, Conmi ssioner Thonpson?

COWM SSI ONER THOWPSON:  First of all, | want to
t hank you all for being here. | thought this was a great
panel in hearing fromyou. But | wanted to maybe sharpen
the pencil a little bit, because | heard a range of
responses to one topic, and we've tal ked about whet her
some Federal response is appropriate and what the nature
of that response should be.

| guess I'ma little bit concerned about
timng. Have we reached a tipping point, in your eyes,
that you think for the Federal Governnent not to do
anyt hi ng woul d be inappropriate?

M5. HARRI NGTON:  Very good questi on.

Panel i sts? Ray?
MR. EVERETT-CHURCH If | could just echo what

| said at the opening, the Coalition Against Unsolicited
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Commercial E-mail has been working on this issue since
1997, when we were founded. W felt that it was a
probl em then and a grow ng problem and that the dire
predi ctions we nmade and were | aughed at for have,
unfortunately, come to pass.

So, I"'mhere to say, we told you so. And a bad
solution, a bad legislative solution will only exacerbate
the problem |It's past tinme for a solution.

M5. HARRI NGTON:  Steve?

MR. RICHTER. Commi ssioner, | would tell you
that it's a disincentive to anybody not wanting to Spam
the I onger the Government waits to get into this; that
the state laws and the precious little that they can do
is just not enough; and to ne this is a rabbit farm and
every single day there's nore rabbits, being the
Spammers, and there's no reason to tell themto stop
proliferating.

M5. HARRI NGTON:  Davi d?

MR. KRAMER | think that we've gotten to the
poi nt where busi nesses recogni ze what a serious problem
thisis. If we're not in this for the consuners,
recogni ze that businesses are spendi ng hundreds of
t housands of dollars to protect the productivity of their
enterprises agai nst the onslaught of Spam

At that point, you know that there's a rea
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probl em here. They're |ooking for solutions; technol ogy
can provide sone relief; but |egislation can provide
nor e.

M5. HARRI NGTON:  John?

MR PATRICK: Well, I think it would be a
m stake to take any |egislative action, as |I've said, and
there isn't tinme to go into all the technol ogy, and I
woul dn't attenpt to do that, but | can tell you that the
technol ogy is working for conpanies and for individuals.
And a | ot of the Spam does cone through enpl oyers and
enpl oyers are putting technology in their mail servers
that are exam ning the pattern of what's comng in and
el i m nati ng huge anmobunts of it.

MS. HARRI NGTON:  Ckay.

MR. PATRICK: So, technol ogy does work, and we
need to give it just a little nore tine.

M5. HARRI NGTON: Ckay. The tipping point
guestion, Chuck?

MR. CURRAN: | absolutely think we reached our
kind of viral level, critical mass in the |ast year, and
t hat everyone is now experiencing the sheer |oad of, as
fewer and fewer people respond to any sort of e-mail, the
Spammers are just turning up the dial in terns of what is
being sent, and that is what is really rippling out, not

just the consunerized P level, but at the transport
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network |evel, at the business level, and there really
are no inpedinents to growth other than stronger
penal ties and decisive action, otherw se there's nothing
to stop the growt h.

M5. HARRI NGTON:  Any panelist have anything to
add on this tipping question, whomwe haven't heard fronf

MR. SORKIN: Yeah, | think we're at the tipping
point, to mx two or three netaphors, with the bills I
see in Congress now, |I'mafraid we're going end up on the
w ong side of the cow

(Goup | aughter.)

M5. HARRI NGTON: Moo! Ckay. Let's open it.
Steve, would you catch this gentleman in the dark blue
shirt?

MR PRINCE: |'m Matthew Prince from On- Spam
Hopefully it's clear that we're on the right side of this
debate. | wanted to nerge a couple of different issues
that canme up

The first is, to start out with the Schumer

proposal -- or taking that actually down to the state
level -- there are currently eight states considering do-
not-e-mail registries on the state level. | was actually

just in Mchigan the other day speaking wi th them about
t he subj ect.

The second is the state actions and nmaki ng
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state laws effective, and the third is private causes of
action. It seens to nme that there's an additional
benefit of a do-not-e-mail registry that it associates a
jurisdiction wwth an e-mail address. |t says that
there's a jurisdictional hook onto which a State Attorney
General can latch onto a lawsuit, in addition to
provi ding the summary judgnments and nore effective neans
of going to court and getting a quick judgnment, you can
al so actually latch on the |laws that states are passing,
hel pi ng solve many of the problens that we're having.

M5. HARRI NGTON:  What you nean is that there is
victi mvenued jurisdiction, clearly, in the do-not-Spam
| aws that help states that may not otherw se be able to
effectively assert jurisdiction?

MR PRINCE: |If | have an e-nmmil address,
mat t hew_pri nce@otmail.com whose jurisdiction applies?
Is it Rednond, Washington, where Mcrosoft is based? 1Is
it Santa Clara, California where Hotrmail servers are
based? What states are trying to say is their
jurisdiction should be able to cover nme, a citizen of the
state. The problemw th e-mail is that it is, at sone
| evel, jurisdiction-free, and until you solve that
problem there's going to be no way for a state just to
address the issues on a state-by-state-by-state basis.

Furthernore, this actually can extend to the
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Federal |evel. Everyone has said, what is the problenf
If 1'"ma Spammer and |I'm sending out mail, how do | know
whet her an address is in the United States or it's in
Canada? That seens |ike an absol ute defense -- and going
back to ny first year of |law school, | nmean, that's an
inmpossibility, right?

| don't know what | aw applies and, then,
therefore, there is no way for ne to ever conply with the
I aw unl ess I'mon notice of what | need to conmply with.

M5. HARRI NGTON:  Okay, thanks.

M5. SELIS: You're absolutely right, and |
think it's really a state problem nore than a Federa
problem I n Washington we dealt with that issue by
creating a registry, but the state didn't create the
registry; the state didn't have the resources to create
the registry and our legislature refused to create it
| egi sl atively.

So, what happened was an associ ati on of
internet service providers, The Washington State Internet
Service Providers Association, put up an on-line registry
so that people could register thensel ves as Washi ngton
State citizens, enabling the state to cone in and assert
jurisdiction.

So, you point out a very good point and that is

that one of the hurdles that states have to junp over is
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that jurisdictional one, which is yet another reason why
t here shoul d be Federal |egislation.

M5. HARRI NGTON: Okay. Sheryl, let's go to the
gentl eman back with the glasses and the shirt and tie.

To that handsone devil in the back row. It's hard to
descri be people in the audience fromup here wthout
of f endi ng.

UNI DENTI FI ED SPEAKER: First of all to John, |
woul d nmake a brief comment, which is, | spent the |ast
year and a half working on anti-Spamfiltering technol ogy
and nore recently corresponding with a |lot of the people
t hroughout the industry who are working on the
technol ogy, and they are not nearly as confident as you
are. | think everyone who is working on the technol ogy
feels severely the limts of what can be done by
technol ogy alone. And there are many of them here today
in the audience who'll be happy to talk to you.

(Goup | aughter.)

UNI DENTI FI ED SPEAKER: The second point, | have
a question for the panel which is, as | understand it,
and this is very new | egislation, Senator Schuner's bill
goes quite a bit beyond the do-not-Spamregistry that
everyone has | atched onto and, in fact, covers a nunber
of other areas relating to Spam including sone of the

falsification of trespass on servers and sone of these
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other issues. |I'mnot yet aware of all the details, but
| wonder if any of you could comrent on those provisions
of Senator Schuner's bill.

M5. HARRI NGTON:  Well, | think Senator Schuner
i ndi cated when he was here that he hasn't introduced his
bill and that he has a nunber of ideas that he intends to
put forward in the next couple of weeks; and, so, | think
t hat beyond the do-not-Spamregistry idea, for nyself, at
| east, | haven't seen the proposals and it's hard to
comment .

| don't know if anybody on the panel has seen
any additional |anguage or proposal fromthe Senator.
Anyone? Anyone?

(No response.)

M5. HARRI NGTON: Okay. Too soon. Steve, can
we go to the woman in blue in the back? Aqua?

Tur quoi se?

M5. COHN: | have to ask ny nother, she picked
it out. This is Cndy Cohn, I"'mwth the Electronic
Frontier Foundation and | wanted to just make a comment
on sonething that Brian said and nmake sure | understood
hi m

M5. HARRINGTON: M Brian -- our Brian fromthe
FTC?

M5. COHN: Yeah. Brian asked whet her we needed
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positive identification capabilities for noncomrercial as
wel|l as commercial e-mail, and --

M5. HARRI NGTON:  No.

M5. COHN: Did | msunderstand?

M5. HARRI NGTON:  Yes.

M5. COHN: | think it's really inportant that
we nmake sure that in these laws that we recognize that a
| ot nore goes on in the internet than conmmerce.

M5. HARRI NGTON:  Yeah, but Brian's distinction
was unsolicited/solicited. So --

M5. COHN:  Ch, | m sunderstood?

M5. HARRI NGTON: Yeah. W're only talking --
believe -- Brian, am| on your wavel ength?

MR. CERASALE: M/ answer was only on
conmer ci al .

M5. HARRI NGTON:  Yeah, okay. Moving al ong.
Sheryl, the guy with the blue shirt-sleeve right there.
Vince -- you're not Vince, but that's fine.

MR. BLACKMAN: My nane is Ed Bl ackman from
Eur eka Conputing Solutions, and | want to agree with
John. | don't think there is any legislative body with
gl obal authority to regulate e-mail. Wiat we need is a
mar ket - based sol ution. Sending Spam has to cost the sane
as printing and sending bulk mail, and until that

happens, we're going to get inundated wi th Spam
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M5. HARRI NGTON: Okay, so it's the cost
shifting issue?

MR. BLACKMAN: It's a market-based issue.

M5. HARRI NGTON: kay, thank you. Steve, the
gentleman in the front row up here in the tan

MR. HENDRI CKS: Yeah, thank you. Evan
Hendricks, Privacy Tinmes. It seens to ne that, you know,
why do they rob banks, because that's where the noney is;
why do they send Spam because that's where they're
trying to make noney. The experience shows we have a
significant percentage of people who are in the United
States of Anerica that are Spanm ng, okay?

So, our |aws have never been designed to stop
crime around the world or to regulate it around the
world, but if a U S law can help stop the problemin the
United States and bring people to justice or create
econom ¢ penalties, | don't understand how you can be
against a U S. law, John, that can cut into a significant
portion of the problem

M5. HARRI NGTON: Well, what a nice set-up for
t he next panel, which is going to deal with the
i nternational aspects, and | think that's a bit
rhetorical, so we're going to nove on

Back here, in the blue shirt -- Steve or Sheryl

or sonmeone. That's okay. This is likely, I think, to be
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our |ast audi ence questi on.

MR. SWLLINCGER: Mark Swillinger fromthe | aw
firmof Sonschein, Nath and Rosenthal. | just wanted to
follow up on the question David raised about businesses.

My clients, corporate Anerica, is concerned and
i s spending noney on fighting Spam and they want to know
why none of the state proposals or Federal proposals
deals with a corporation's ability to control its own
network. That is, if a corporation says, | have 100, 000
e-mai | addresses around the world, you can't send e-nai
to any of them if it's comrercial Spam why shoul dn't
that trunp an individual enployee who signs up for a list
and says send ne nessages?

MR. KRAMER: Interesting question. | suspect
that -- let nme answer it this way first, to say that
California' s |aw, Business and Professions Code 17538. 45,
takes exactly that approach to the problem | happen to
know a little bit about that statute.

(Goup | aughter.)

MR. KRAMER It basically says you, as a
busi ness, have the right to control who has access to
your mail servers, as long as they're physically |ocated
in the State of California, and you can give notice to
whonever you choose that their nessages are not wel come

on your network. So, it's not quite accurate to say that
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t hat hasn't been discussed in the state |egislative
efforts.

| think that the problemwth California's
approach is that it's a state's approach, and at the
state level -- | touched on this before -- the state
needs to be quite careful about how it goes out and tries
to regulate interstate conmerce.

So, a state that, for exanple, said, you cannot
send nmessages to any businesses in our state, would have
sonme probl ens because as Jerry and ot hers have pointed
out, a Spammer doesn't know where his or her nessages are
going. So, California has this rather cunbersone process
t hat says, hey, you have to give notice first that your
nmessages are going to be using servers that are | ocated
in California before you can sue, and if we had that at
the Federal level, | think it mght be a useful, but
certainly not, end-all solution to the problem

MR. EVERETT-CHURCH: If | could say this real
qui ck, that that statute in California does also include
sonet hing very useful. It says that, if technol ogy cones
up with a better way to provide notice in the future,
that that notice can be effective, rather than certified
mai | and service a process, and the Coalition Against
Unsolicited Comercial E-mail has proposed, at the

Federal level and in state |egislative proposals as well,
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to create a standard to work through the technical
standard's process for the internet, to encourage a
techni cal standard that could be recognized in statute
and enforced, that would give recipients the ability to
say, we don't accept unsolicited comrercial e-mail. And
there are technol ogies that could make even nore granul ar
statenments possible. W don't accept certain types of
unsolicited commercial e-mail, adult e-mail, et cetera.

M5. HARRI NGTON: Okay. We're al nost out of
time. We began with Conm ssioner Swindle. | think,
Comm ssi oner, you may have been out of the room when
made ny plea to Congress if they legislated at all to
prohi bit Spamto you since you forwarded it all to ne,
and al so your friends. W want their Spam bl ocked.

(Goup | aughter.)

M5. HARRINGTON: Is there anything that you
would i ke to say, as we wap up this panel ?

COWM SSI ONER SW NDLE:  Sol ve the probl em

M5. HARRI NGTON:  Sol ve the probl em

COWM SSI ONER SW NDLE:  You know, we spent,
what, two hours here discussing, in very conplex ternms a
very conplex matter, and that is |legislation and | aw and
how we can deal with this. | still go back to ny concern
for consuners. WII| sonmebody that has nore brain power

than me, conme up with a way to give the consuner the
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power to say, no -- period. That would solve an
i edi ate problem for an extended period of tine.

The guys are going to try to get around that
and they will get around it, but in the neantine we've
di m ni shed the frustration of consuners. And, as | said,
if this frustration gets to a high enough | evel, we have
done sone irreparabl e damage, and we need to solve that.

So, | would chall enge AOL and Yahoo and
M crosoft and Earthlink and on and on and on to start
conpeting with each to give consuners the power to say
no. And the one that conmes out of the shoot first is
going to be a big w nner.

Thank you.

M5. HARRI NGTON: Okay. Well, we're going to
wap this panel. In 10 mnutes we will begin with the
i nternational panel and we will start pronptly.

Thank you, paneli sts.

(Appl ause.)

(Whereupon, a brief recess was taken.)

MR. STEVENSON: Al right. [I'm Hugh Stevenson
fromthe Federal Trade Comm ssion and we proceed now to
t he Panel on International Perspectives on Spam And |
think we heard right fromthe start of this forum about
the i mportance of considering Spam from an international

perspective, and this has been an issue, and not
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