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PROCEEDTINGS

WELCOME

MS. CHRISS: Good morning, everyone. Hi there.
Please take your seats, we are about to begin. This is
it. Spam Summit, the Next Generation of Threats and
Solutions. I am so pleased and delighted to see all of
you here. This is wonderful. I see that we are going
to have some very good debate, just by the faces in the
audience. I recognize a lot of you from our past
events. So, thank you for being here.

Before we get started, I do have a few
housekeeping announcements. So, let's just get through
them. If you have a cell phone, or any other noise
maker, just turn it off. Just turn it off now. It is a
good time to turn it off. Otherwise, there's a risk,
you could receive spam from us if you don't, so turn it
off. Turn it off.

The other thing is, we are a Federal Government
agency and we do practice certain safety measures. If
there is an emergency, and that is very unlikely, you
have two exits, the way you came in, and then out
through the hallway and straight back. We also practice
something called shelter in place. If that happens, you
will go into the hallway and wait for further

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

instructions.

This is the meat of the matter: You, the
audience, are so integral to this, so I want to tell you
the three ways you have to participate. We will have a
roaming microphone at the end of each panel, so wait for
the mic, state your name and your affiliation and go for
it. The other way, if you're out there in webcast land,
you can email us at spamsummit@ftc.gov, and you can also
use your question note cards if you are in the room and
they will be provided to the moderators. So, we want to
hear from you.

Now, without further delay, I would like to
introduce our chairman. She is a leader in this
technology arena, and she has been so incredibly
supportive of all of our consumer protection efforts in
this area, and I'm so pleased to introduce, without
further ado, Chairman Deborah Platt Majoras.

(Applause.)

OPENING REMARKS BY CHATIRMAN MAJORAS

CHAIRMAN MAJORAS: Well, thank you. Wow, we
don't usually have a stage. Thank you so very much,
Sana, and thanks to you and your team for all the great
work putting this together. Welcome to everyone here.
I'm particularly grateful to all of our very
distinguished panelists for joining us for the next two
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days.

In 1971, C. P. Snow, noted British author and
commentator on science and technology issues, said of
technology, "It brings you great gifts with one hand,
and it stabs you in the back with the other."™ Although
spam was known only as lunch meat, mystery meat, I don't
know, back in 1971 when he said this, his quote is
really spot-on with respect to email and spam.

Email technology has brought us great gifts in
the form of quick, efficient, ubiguitous communication,
but it's also brought us spam, which has the potential
to metaphorically stab us in the back by inundating
consumers' inboxes with unwanted email, facilitating
fraud and malware and frankly betraying consumers' trust
and confidence in the Internet and the electronic world.

In 2003, the FTC convened a spam forum to
discuss the technical, legal and financial issues
associated with spam. Now, today and tomorrow, in a
continuing effort to stay apprised of developments, we
want to explore the next generation of spam threats and
solutions.

The volume of unsolicited emails being reported
by email filtering companies is rising, creating
significant costs for businesses and consumers alike.
Botnets, the networks of hijacked personal computers
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that spammers are using to conceal their identities, has
become the preferred method for sending spam. Even more
troubling, spam reaching consumers' inboxes is more
often being used to launch phishing attacks and to
deliver malicious code or malware to consumers'
computers.

This new generation of malicious spam goes
beyond mere annoyance. It can result in significant
harm to consumers and undermine the stability of the
Internet and of email in particular.

If you click on a link in an email message, you
may be lured to a website that will either trick you
into you divulging your personally identifying
information, or infect your computer with spyware or
other types of malware. Even merely opening a malicious
email can subject you to harm. The surreptitious
development of such malware can result in slow computer
performance at a minimum. Installation of key logger
software that can record and then report on your every
key stroke. The spread of computer viruses, and the
hijacking of your computer for use as a botnet.

In addition, new threats to communication media
other than email are knocking on the door. Spam's
cousins, spim, which is spam over instant messaging,
spit, spam over Internet telephony -- spam to mobile
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devices threaten to undermine the benefits of mogul
services and Internet telephony in the same way as spam.

Social networking websites have become yet
another frontier for spam messages. The lessons we've
learned and continue to learn from spam, thus, are going
to be valuable as we address, or even better, try to
avoid similar problems in these other communications
technologies.

Now, we have to work to combat malicious spam in
several ways, and the first is through law enforcement.
We cannot permit the electronic frontier to become a
lawless world. The FTC has engaged in aggressive law
enforcement to combat spam, and since 1997, we have
aggressively pursued deceptive and unfair practices
perpetrated through spam in 89 law enforcement actions
against 142 individuals and 99 companies, with 26 of the
cases filed after Congress enacted the CAN-SPAM Act in
late 2003.

For example, in one recent case, FTC versus
Dugger, the FTC sought to stop the underlying use of
botnets to send spam. We allege that the defendants
relayed sexually explicit commercial emails through
other people's home computers without their knowledge or
consent, in violation of the CAN-SPAM Act, and under the
final order obtained in the case, these defendants are
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banned from continuing to violate the Act and they are
to turn over all of their ill-gotten gains.

Of course, malicious spam can also be used as a
means to disseminate spyware or other malware that
causes the same problems and the FTC has been actively
pursuing spyware companies using our authority under
Section 5 of the FTC Act, and we have brought about a
dozen law enforcement actions in the past two years.

In most instances, though, the acts of malicious
spammers are criminal. Criminal law enforcement
agencies are best suited to expertly shut down those
operations. So, for example, in June, the FBI and the
Department of Justice announced a crackdown on botnets
and those who control them. As part of this operation,
the FBI and DOJ identified more than one million
personal computers infected with malware that attack
them to be hijacked and used as a part an army of bots
to allow other computers to send malware and send spam.

Today the crackdown has noted three arrests:
Robert Soloway who allegedly sold spam kits and botnets
for spamming; James Brewer who allegedly compromised
more than 10,000 PCs around the world; and Jason Downey,
who allegedly ran a botnet used to conduct distributed
denial of service, DDoS attacks.

So, while there's no single solution to halting
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the use of botnets malware completely, these law
enforcement actions are significant in this effort.

Now, a second way to defend ourselves against
malicious spam is knowledge. That is knowing with whom
we're interacting. Just as we can ask visitors to swipe
identification badges used by metric identifiers to
verify who's entering our physical space, we can use
authentication technology to verify who's entering our
electronic space.

At the Commission's November 2004 Email
Authentication Summit, which we co-sponsored with the
Department of Commerce's NIST, the commission gathered a
wide spectrum of interested parties to try to find a
solution to the problem of email anonymity. We had the
goal then of invigorating the search for and getting
some agreement on viable email authentication tools.

Since that time, domain level email
authentication and the email reputation services have
been adopted, at higher levels. Over 70 percent of the
Fortune 100 now authenticate their outbound email, while
over 25 percent of the Fortune 500 authenticate their
outbound.

Trade associations like The Directing Marketing
Association and the Email Sender & Provider Coalition
require their members to authenticate their email. So,
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we are making progress, still not enough. The
Commission urges improvement in anti-spam technology and
in particular continuing in domain level authentication.

This technology, we still believe, paired with
reputation and accreditation systems holds great promise
for preventing spammers from operating anonymously,
which is something they obviously count on. So, we
intend to continue working with industry to spur these
efforts.

Third, to protect ourselves, we have to practice
self defense. We're all consumers. Every consumer
needs to learn how to spot, avoid, and defend themselves
against malicious spam. We've taken many steps to
educate consumers about how to avoid problems with
phishing, malware and spam bots in consumer alerts, such
as, should I sing this, botnets and hackers and spam, oh
my, and on our comprehensive educational website,
Onguard Online. These educational materials encourage
consumers to use anti-virus and anti-spyware software to
keep their computers up to date, among other tips.

During this summit, we are going to explore
other measures that both consumers and businesses can
take to further empower themselves, and on this in
particular, we absolutely need your help. The biggest
problem we have in consumer education is not with
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pulling together the right materials, and we do get help
from industry in doing that, it's distribution. Every
one of us can help with that issue.

Fourth, Jjust as we sometimes need help to
protect ourselves in the physical world, collaboration
among all the stakeholders in the electronic world is
invaluable. Absolutely critical in this fight. Given
the technical aspects of the spam problem, continued
collaboration with experts from the technical community,
including ISPs and email filtering companies, will
strengthen these efforts against malicious spam. 1In
addition, because of the global nature of the spam,
international cooperation is essential.

Most of our enforcements actions involving spam
have had international components and we've been
cooperating with our law enforcement counterparts around
the world in battling spam. We're cooperating not only
on individual cases, but we're very active in the London
Action Plan Initiative, which we helped start, an
informal network of spam enforcers and industry
representatives from over 20 countries that allow us to
discuss cases, techniques, investigations, educational
initiatives and the like.

Of course, the recently enacted U.S. Safe Web
Act, which gives us authority to cooperate even more
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closely with our overseas counterparts, gives us the
tools we need to strengthen that program and we are
using those to cooperate today.

Now, my hope is at this two-day summit, you all
will work with us to further explore this problem and
the approaches I have just outlined and new approaches.
By the end of the summit, we would like to have a record
that defines the malicious spam problem, identifies
methods used for sending this spam, uncover the malware
economy, how they're making money, identifies threats
that malicious spam poses to emerging platforms like
mobile devices and social networking websites, examine
the methods that law enforcement can deploy to deter
these malicious spammers and cybercriminals, develop new
education for putting consumers back in control, explore
technological tools for keeping malicious spam out of
the inboxes, identify best practices for legitimate
email marketers, and finally, establish a plan that we
can quickly implement as the stakeholders here to reduce
the deleterious effects of spam bots and malicious spam.

The risk that malicious spam will erode
confidence in the Internet's benefits to consumers is
too great to ignore, and we have to continue to act
quickly to try to address it. As my former colleague,
Commissioner Orson Swindle said at our last spam forum
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in 2003, we all have to work together to address this
problem, and that's why we're here today.

So, I look forward to the continued development
and collaborative initiatives between law enforcement,
international bodies, private industry, all interested
groups, to combat the proliferation of spam bots and the
spread of malware via spam.

So, with that, let's get down to it. I thank
you all again very much for being here and we look
forward to hearing from you. Thanks so much.

(Applause.)
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DEFINING THE PROBLEM

MR. HUSEMAN: I would like to welcome everyone
here today and it's good to see so many familiar faces
from the 2003 FTC Spam Forum. As Chairman Majoras
mentioned, much has changed in the world of spam in the
last four years and one thing we definitely want to
change in this Spam Summit from the 2003 spam forum is
that we are not going to have any fights this year.

This opening panel is going to explore some of
the big picture issues that we are going to discuss in
more depth over the next two days, and in this panel in
particular we're going to focus on defining the problem
and trying to address a few key questions.

Now, the first question is that the earlier
findings indicated that most spam was fraudulent,
deceptive and offensive, so how has the nature of spam
shifted now? The second question is, is spam now being
used for malicious and criminal purposes?

Finally, we're going to try to address, is this
spam reaching consumers' inboxes or is it being filtered
by some of the Internet service providers filtering
software and other mechanisms?

So, let me first introduce the panelists, then
the panelists are going to give some brief
presentations, and then I will follow that up with
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questions and we will open it up to questions from the
audience.

So, just starting to my left, first is Susannah
Fox, she's the associate director for the Pew Internet
and American Life Project, and that is a research
organization that's funded by the Pew Charitable Trust
to examine the social impact of the Internet.

Next is Thomas Grasso who is a supervisory
special agent at the Federal Bureau of Investigation,
the FBI, and Tom is continuing the work that he started
in 2003 to develop the National Cyber Forensics and
Training Alliance, which is a joint partnership between
law enforcement, academia and industry.

Next is Trevor Hughes, who is the executive
director of the Email Sender & Provider Coalition, which
is a group that's trying to create solutions to the
continued proliferation of spam, and ESPC's membership
provides volume mail delivery services to an estimated
250,000 clients.

We start off, when I introduce my next panelist
with the first audience quiz, what do Ben Affleck,
rapper Eminem and Scott Richter have in common? And the
answer is that in 2003, they all made Details Magazine's
top ten list of the most influential and powerful men
under 38. So, we won't ask Scott whether he's under 38
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in 2007, but he is chief executive officer of Media
Breakaway, and he founded his first online marketing
company in 2001.

Finally we have Charles Stiles, who is the
chairman of the Messaging Anti-Abuse Working Group, and
he served on the organization's board of directors for
the last three years.

So, that ends the introductions, I will start
off with Susannah.

MS. FOX: Good morning. Thank you very much for
having me this morning. My name again is Susannah Fox,
and I work for the Pew Internet and American Life
Project. We study the social impact of the Internet,
which means we study who's online and what they do, but
also who's not online, and why. Most of our research is
based on telephone surveys, which we feel provide a
pretty accurate picture of the changing population. All
of our reports and our data sets are available for free
on our website at PewInternet.org.

Our most recent survey report about spam found
that email use has not decreased over the years, but
people trust it less. Fifty-five percent of email users
say that spam has made them less trusting of email, in
general, which is about the same percentage as what we
found in previous years. When asked if the volume of
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spam in their inboxes had changed, most users say they
don't perceive a change, but 37 percent of email users
say that their personal email inboxes have received more
spam. That's up 13 points since 2004.

Thirty-six percent of email users say they have
received unsolicited email requesting personal financial
information, such as a bank account number or Social
Security number. That's essentially the same percentage
as we found in January 2005. However, most email users
describe spam as an annoyance. Only one in five email
users say that spam is a big problem for them. That's a
drop from our surveys three years ago.

This drop might be due to a perceived decrease
in the volume of the most offensive kind of spam
containing explicit adult content. Fifty-two percent of
email users report having received a pornographic spam
in our most recent survey, which was fielded in February
2007, down from 63 percent two years ago and 71 percent
three years ago.

People are also becoming more knowledgeable
about spam. They know better how to recognize it and
handle it, and that seems to give them a sense of
control. Sixty-eight percent of email users say they
almost never unintentionally open an email message
without realizing it was spam. Seventy-one percent of
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email users say the use filters provided by their email
provider or employers, up from 65 percent two years ago,
and we also see that reflected in the data, where work
email is being protected much better than personal
email.

It might also be that for many people, spam has
become like traffic, or even air pollution. You can
complain about it, you can plan for it, you can try to
avoid it, but it might just be a fact of modern life
that we have to live with. Those of us who are online
every day are often surprised when our survey data comes
back that most people don't spend all day online. Most
people don't know a lot about the technology they use,
but they do rely on email and the Internet to stay in
touch with family and friends and to get work done.

A majority of Internet users are not
sophisticated about technology. They don't know they
should upgrade to a better email provider. They don't
know they should read the fine print when they sign up
for a newsletter or buy a product from a new site. They
do know that spam is cluttering their inboxes. The
consequence of all this is a loss of trust in email.

MR. HUSEMAN: Thank you very much, and we will
ask you some questions about your findings in a little
bit. Over to Tom, please.
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MR. GRASSO: Thank you, it's good to see
everyone. My name is Tom Grasso, I am a special agent
with the FBI. I work at a nonprofit entity in
Pittsburgh called the National Cyber Forensic Training
Alliance, which is a very unique operation, I think it's
the only one of its kind right now. I am one of ten FBI
staff that's assigned there, seven of us are agents, and
I go to work every day where I work with people that
aren't FBI, I work with people from industry, from other
government agencies, from academia, and what we try to
do is get the information that we need from people that
are out there basically running the Internet, the ISPs,
the software companies, have them share the information
with us about who's attacking them, who's causing them
problems, and where the crimes are occurring on the
Internet. Certainly, spam is one of those major
problems.

In 2003, we started up a project at the NCFTA
called Slam Spam, and it was our intent, our goal to
coalesce and bring together information from our various
industry partners and get that into the hands of
government and law enforcement so that we could go out
and do something about the spam problem from an
enforcement perspective.

I'm very happy to be here at the FTC. The FTC
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has been the leader in this front as far as I'm
concerned with their aggressive actions that they've
taken against the various spammers and stuff like that.
So, i1t's an honor for me to be here and also to have
worked with the various investigators and attorneys for
the FTC.

So, when we started this project in 2003, it was
really us going out to the people in industry, many of
the people that are in this room, and saying to you,
what is the spam problem? What is the nature of it, and
what can we do about it? And what we found out is that
spam is really more than just these annoying messages
that you get in your inbox. Yeah, certainly that is a
big part of it, and it's something that we find most
offensive about it, but really with spam, it involves
all sorts of other criminal activity.

Bot networks, which are networks of thousands of
and these days hundreds of thousands of compromised
computers that are being used to disseminate the spam.
Denial of service attacks that are occurring on a
regular basis against sites that help us filter spam.
The products that are often being spammertized, if you
will, are fraudulent in nature, or have some type of
criminal aspect to them.

So, there is a lot of bad stuff that goes on
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with spam, and I think it's a worthy target of anybody
in law enforcement, when you're on the Federal level or
not, I think it's something that is causing a big
problem on the Internet, and I think we need to do
something about it, and the way that's going to happen
is with collaboration, government, industry, all of us
working together on this problem, and I think that this
meeting that I'm here at today is a great example of
that. I think we are going to help with that a lot.
Thank you.

MR. HUSEMAN: Thank you very much. Now I would
like Trevor Hughes to come up, please.

MR. HUGHES: Good morning. I do have some
slides. Do you know how to get my slides up? There it
is. Excellent.

Good morning, it's delightful to be here, my
name is Trevor Hughes, I'm the executive director of the
FEmail Sender & Provider Coalition. We are a trade
association made up of companies that are trying to do
the right thing in the email space. They are trying to
use email legitimately in the marketplace, for good
purposes, for marketplace purposes, and for a long time
now we have been trying to stabilize and make more
predictable the environment in which they operate.

We came into the debate, the discussion of spam
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with a very clear agenda, very clear purpose, and that
was that in our energy, in our enthusiasm to fight spam,
we were missing one part, and that was that we needed to
defend the legitimate use of this channel, which is the
killer ap that we're all trying to protect in the end.

And so the ESPC has now for five years been
working very aggressively to try and protect this killer
ap, email, this thing that we all know and love so much.
I would like to suggest that email has perhaps become
one of the most fundamental tools for us in
communicating in both our work and personal lives.
Certainly we've seen surveys that suggest it's more
important than phones and mail and other things, and I
know from my personal experience and I'm sure many of
you do, that you're already getting itchy to get on the
hallway and get in your BlackBerry and see what's in
your inbox.

Fmail is one of our fundamental means of
communication, and we need to make sure that as we fight
spam, which is a threat to the eco system of email, we
also work to protect this very thing that we know and
love so much.

So, what I want to talk to you about today is a
little bit about what we have seen over the past four
years since the last time we gathered for an event
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looking at spam itself. Obviously we met in the interim
to talk about email authentication. I want to talk to
you about the CAN-SPAM Act and the effect that that's
had on the legitimate marketplace. I want to talk to
you about technology and consumer choice and consumer
research that our organization conducted.

You'll hear more about that later through this
event from Dave Lewis, chairman of one of our
committees, and I want to talk to you about the
evolution of industry practices and the differentiation
between the legitimate use of email today and spam. I
think we are much better today at distinguishing between
those things.

I, too, like Brian, though, have to reflect,

before I dive into my few slides here, on what a

difference four years makes. Four years ago, the
tension in this room was palpable. There was, almost, a
fist fight four years ago. There were rumors that there

may be people taken out in handcuffs. It didn't happen.
But we were all sort of on the edge of our seats in this
moment of fighting spam. I think we are all more
mature, and have been around a lot longer in the debate.
It's more sanguine, more professional.

I see a lot of familiar faces now, people who
have been fighting this good fight for a long time. I
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think that reflects upon perhaps what Susannah has said,
that the problem has matured in the marketplace. Not
only consumers, but the people fighting the problem have
been finding things that work and working those
solutions, working on new challenges, and we have just a
different perception and a different focus today.

I would like to suggest that our organization
really is interested in trust, and if you look at some
of the business school research on what is trust in the
business marketplace, it's made up of a few things, but
two of the four components are competence and
consistency. Certainly when I look at the ESPC, I think
that we have focused aggressively on making sure that
our members are competent in complying with the law, in
complying with our best practices, in complying with
technological solutions in the marketplace, and they are
consistent in doing those things.

That's going to be my big close at the end, that
I think those are two of the functions that are most
different between the legitimate marketplace today and
spammers, that we are competent and consistent today.

Let me speak quickly about CAN-SPAM. I know
that we can probably spend two days talking about
whether CAN-SPAM is a success or a failure, whether it's
done anything or not done anything. I would like to
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suggest to you that I think CAN-SPAM has done as much as
it could, and that it is being used for the tool that it
is. None of us ever should have, and if any of you ever
did look at it as being a silver bullet to stop spam,
you were misguided at the outset.

The CAN-SPAM Act provides a stable platform of
predictable and consistent platform for legitimate
businesses to engage in commerce through the channel of
email. For that purpose, and for that purpose alone, I
would say it has been a great success. But it also
gives the FTC, and you've heard the chairman speak
before, the ability to go after spammers. It gives AGs
the ability to go after spammers.

I think that we have not seen the deterrent
effect that we had hoped to see with the CAN-SPAM Act,
that there are still fraudsters and crooks out there,
many of them have moved to off-shore, phishing is still
a problem, but at the end of the day, the effect on the
legitimate marketplace has been great. In fact, the
FTC's report to Congress suggested that something like
90-plus percent of the mainstream marketplace was
complying with the CAN-SPAM Act. So, it has had an
effect, and that effect has been sizeable and
substantial, particularly in the legitimate marketplace.

I also want to talk about technology, and
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consumer choice. We did consumer research earlier this
year, and our survey showed while consumers may not be
reading terms and conditions when they sign up, while
they may not understand that there are better
alternatives out there in terms of filtering email or
moving to other email clients that may be doing a better
job, they are tyrannical editors of their inbox. They
know how to manage their inbox.

We all know this, in an incredibly sophisticated
way. They spend a split second analyzing every single
message in their inbox to determine whether they will
keep it or not, and in fact, our surveys showed that
they look at only two things, they don't open most
messages, they look at the from line and the subject
line, and if your message looks spammy or phishy or just
bad from the from line or the subject line, if they
don't know and trust you, if you haven't been competent
and consistent in sending your message, they will delete
you immediately. You never even get opened or seen.

That suggests to me that we need to perhaps move
away from a paternalistic view of consumers and
recognize that consumers can be an ally. They can be
mobilized to help us in this fight. Certainly there are
some solutions in the marketplace that are trying to do
that, I think we can certainly do more.
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One of the things that we certainly saw in our
survey was that consumers want more buttons, not less.
Many of the major email clients, web mail providers,
ISPs, offer a report-a-spam button and that's it.
Unfortunately, that turns out to be a fairly clumsy tool
for a lot of consumers, because they know that there are
some messages that they just want a safe and verified
unsubscribe from. They have asked for it once, and it's
not really spam, but the only tool that they have to say
get me out of this email chain is to report it as spam.

Well, that has effects for legitimate businesses
in their reputations in email channel, and it creates
consequences in the email channel that are not good in
our broader fight against spam.

So, one of the messages that we would like to
convey today for sure is that I think we need to
mobilize consumers and give them more tools in the
inbox, allow them to report something as spam, to report
something as fraud, to unsubscribe from a message, or
just to send feedback to the sender. Those types of
tools would be embraced, based on the research that we
have.

I would also like to talk about the effective
industry practices. The chairman mentioned before that
we were the first organization to require our members to
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authenticate email. In fact, we were one of the
organizations that was at the center of developing some
of the very earliest email authentication standards.
We've gone beyond the CAN-SPAM Act, we've gone way, way
beyond the CAN-SPAM Act. Before the CAN-SPAM Act was
passed, we were requiring our members to only engage in
permission-based, consent-based marketing practices, and
we stand strongly by that. We think that that mix of
the CAN-SPAM Act with best practices for industry that
extend further is a good mix for legitimate businesses.

We've also issued standards and recommendations
on deliverability, and we have conversations every week
with our members. In fact, we have at least a couple of
calls every week, talking about the latest technological
developments and the latest deliverability challenges
that exist for legitimate businesses in the marketplace.

I think that one of the things that we've seen
in authentication, though, is that more senders do need
to be authenticating. Our organization is significant
and influential I think in this regard, but there are so
many more senders. In fact, one of the problems that we
have, it's sort of a chicken and an egg problem, is that
senders don't want to authenticate until there's
consequences on deliverability on the receiving side of
the equation. $So, you don't want to authenticate if
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it's not going to have any effect on your mail
whatsoever.

So, we need more ISPs to more consistently adopt
and engage in authentication. There's some good news
there, but I think there's better news that we could
hope for and expect some time down the road.

I think at the end of the day, we need to
realize, and this first panel is about redefining the
problem, we are at a new environment, we are in a new
form of communication about these issues, and the
problem is not the problem that it was four years ago.
The problem of spam today, the differentiation between
spam and legitimate mail is pretty clear. Legitimate
senders are competent and consistent. They comply with
CAN-SPAM. They follow industry best practices. They
authenticate their mail.

Spammers still do the kind of herbal Viagra
stuff that we all know and love from four years ago, but

it's become a bit more insidious today with phishing and

other attacks. They are not consistent, and they're not
competent, either. Sometimes they don't even spell
well.

We need to recognize those inconsistencies,
those incompetencies, and to differentiate between spam
and legitimate mail so that we can really attack the bad
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stuff and protect the good stuff.

So, in closing, I think that we can now better
identify what is bad, and perhaps consumers are doing it
as well as we are, and Susannah's data suggesting that
consumers have a more sanguine attitude towards spam is
indicative of this. We can recognize spam much better
today than we ever could before. The legitimate
marketplace is competent and consistent and spammers are
not. I think we need to keep focusing on that
differentiation, so that we can build higher walls and
greater protections against these problems.

That's all I had. This is how you can get in
touch with us. Thank you very much.

MR. HUSEMAN: Thank you, Trevor.

(Applause.)

MR. HUSEMAN: Now, Scott Richter, can you please
come up.

MR. RICHTER: Good morning. My name is Scott
Richter and I'm the CEO of mediabreakaway.com, and today
I want to talk about the challenges facing legit email
marketers.

What I want to discuss is unsolicited email
messages, Or excuse me, email versus legitimate
marketing messages. There's three big challenges facing
email marketers today. The first is deliverability, the
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second 1is suppression lists and the third is consumer
education.

First I would like to address deliverability.
The email marketers can follow all the rules and still
be blocked. There are several reasons for this. One is
a lot of filtering systems are automated. This causes
millions of legit messages from mom-and-pops to
high-volume email marketers to be blocked.

Next, the next issue has been suppression lists,
which came from the CAN-SPAM Act. At the time it was a
great idea, but now many of these lists have grown to
over ten million plus names on them. A lot of smaller
senders who have small lists from their newsletters who
put advertisements into them to earn a living do not
have any way to run a list of this size against their
list of maybe 100 to 500 to 1,000 users.

Lastly, I would like to talk about consumer
education. A lot of times, consumers identify messages
as spam that they do not, in fact, opt into and confirm
their email address lists. A lot of times, the longer
someone has had the same email address, the harder it is
for them to remember what they have signed up for over
the years.

Another issue with the consumer education is
that many times they do not read the privacy policies of
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the sites they are joining. A lot of times they may not
be aware of what they are signing up for on the sites.

In summary, filtering often blocks legit email.
Whether it's non-permission or especially on permission
given email just because people don't recognize it.
Ever-growing suppression lists are becoming very
difficult to manage, and consumers need to be educated
to not identify permission email that they have signed
up for in the past as spam, as a lot of ISPs have made
it more easy to identify any messages in their spam
filter as spam.

That's it. Thank you.

(Applause.)

MR. HUSEMAN: Thank you, Scott. Okay, Charles
Stiles now.

MR. STILES: Good morning. I recognize so many
of you here this morning. You may know me as Postmaster
at AOL, but I am speaking today on behalf of MAAWG as
chairman of the board. If you're not familiar with
MAAWG, it's an organization of just over 100 companies
that are working together to collaboratively fight
messaging abuse in all of its various forms, through
best practices and white papers, reports, and serving on
forums like this, providing information to those that
are helping to develop solutions.
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MAAWG was formed in 2004, and we have a close
affiliation with a number of organizations, including
the JEAG, the ESPC, which is represented here on the
panel today, the Anti-Phishing Working Group, the London
Action Plan, and we continue to work collaboratively,
and also to develop and work on technologies, and to
work with public policy, not as a lobbying organization,
but as a resource to those that are helping to make
decisions and helping us to combat this problem.

Where are we today that we weren't in 20042
Well, I think our mailboxes are probably a lot better
off. Our metrics report shows that more consumers are
using email, and that we're actually delivering the mail
that we should be delivering, while we still block 75 to
80 percent of the mail every day that's coming in.

What's needed right now is a little bit of time,
a little more collaboration, and we will continue to
work collaboratively to come up with these solutions and
will implement them as industry leaders to fight the
problem. That is all.

MR. HUSEMAN: Thank you. Let's start off
talking about the volume issue of spam, and what's
actually reaching consumers' inboxes. Susannah, Pew had
some statistics that said that consumers believe that
they're actually receiving more spam in their inboxes,
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but yet at the same time, it's become less of a problem
and less of a nuisance. At the 2003 Spam Forum, a big
point of discussion was that email was at the tipping
point, where we were on the verge of consumers not being
able to use email as a tool of communication in
commerce, that doesn't seem to be the case now. I would
like to ask the panelists what's changed and what are
consumers actually experiencing today?

MS. FOX: Well, I'll start. The fears were
misplaced, luckily. Everyone loves email, it's
something that we see popular at every age level. We do
surveys down to age 12, and up to our oldest citizens.
We love our oldest citizens, because they're often home
answering the phone for our telephone surveys, and it's
one of the first activities that someone does online,
and they continue it. Even teenagers who say that email
is mostly for communicating with old people, they still
use it.

MR. HUSEMAN: What do the panelists think? What
is actually the consumers' inbox experience today?

MR. STILES: I think the consumers' inboxes
today are already benefitting through some of the work
that has been done through the government organizations,
through the collaboration in the industry, through some
of the technology that's been created, developed and
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deployed. Consumers today are getting spam, but I think
had we not put forth the effort that we've done, it
would be unbearable, and right now we would be dealing
with catastrophe.

MR. HUGHES: Our survey earlier this year
suggested that consumers are seeing an amount, whether
it's more or less, I certainly do believe that there's
more spam being sent. I think organizations like AOL
and Charles' good work are helping to block a lot of
that before it gets to the inbox.

I think consumers, though, are also becoming
more sophisticated with how they deal with their inbox.
Our research showed that they look at the from line and
the subject line, and they do that very quickly. This
is not sort of a long ponderous analysis, this is a
split second analysis, and if there's any indication of
spamminess, it just gets deleted.

So, I think a big part of the management of this
problem, the attitude that Susannah found in her survey,
is that consumers have better skills within themselves
to cope with the problem, and their service providers
and senders are doing better things to help them manage
the problem.

MR. STILES: Keep in mind that the metrics
around this problem haven't existed for very long.
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MAAWG's metric report has been around now for a year and
a half, and up until that time, there wasn't such a
report that was that extensive that looked across the
entire industry at everybody' mailboxes, currently
representing 510 million mailboxes on this report.

So, we're just now really starting to put our
hands around this problem and understand what the scope
is. I think that's difficult for us to look back four
years and put numbers and quantify it to four years ago.

MR. GRASSO: One of the changes from a law
enforcement perspective, something that I am keyed into
that I have noticed over the last year or so and I would
be interested to hear any of the people that are
involved in messaging to comment on this, but I'm seeing
less spam that is actually spammertizing something, and
more spam that is either phishing or some type of other
malicious attack, malicious software, trying to drive
somebody to a malicious website that's going to install
a virus or a Trojan on their computer.

I'm starting to see more of that, and I would be
interested over the next two days to hear from different
people in the messaging community, your thoughts on
that. That's just something I'm biased to, because
we're concerned about that stuff and that's stuff that's
actually happening right now.
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MR. HUSEMAN: So, turning to the nature of spam,
Tom, as you mentioned, Susannah, what did your study
indicate about the types of spam that consumers are
receiving now as opposed to four years ago?

MS. FOX: Well, I'm also going to be really
interested to hear the data from the industry, because
what we do is talk to people about their perceptions.
So, when they're talking to us on the phone, it's what
they remember about their experience, and so what they
remember is that for them, phishing has been pretty much
at the same level since 2005, but porn spam, the
language really changes when you ask people to talk
about the spamvertising versus the porn spam, the
language gets much stronger and people say things like,
it's hideous, women especially really don't like it.

Luckily that has gone down. The levels of adult
content spam has gone down. Really, most people are
seeing it blocked, and what I should have also mentioned
is that only about less than half of email users
actually check their filters to see if there's any false
positives.

MR. HUSEMAN: Scott, from the marketing
perspective, what do you see now about the nature of
spam?

MR. RICHTER: We've definitely seen more of a
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shift in messages as more Fortune 1,000 and larger
retailer companies realize that online marketing is a
big presence and a big part of their future. We've
definitely seen that. As her results show, the
marketing messages that are being sent are more consumer
oriented, consumer friendly, to the users that the
people do have an interest in. It's not Jjust all herbal
pills and adult content.

MR. HUSEMAN: Charles, what about from your
group's perspective, about the types of email, the types
of spam that consumers are receiving? How has that
changed?

MR. STILES: I think that we see that it has
become more criminal, but at the same time, our groups
have started to realize that you've got to be careful in
the aggression that you use in stopping spam, and in
fact, the number of tagged or blocked connections per
mailbox has dropped over the past few quarters across
our metrics report, showing that we're actually looking
at the types of messages that our consumers are
receiving, and ensuring that the legitimate messages are
coming through, because that's just as important, if not
more important, than stopping some of the spam.

MR. HUSEMAN: Trevor, do you have anything to
add?
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MR. HUGHES: Well, I'm struck by what Charles
said, because that is such a change from four years ago.
Four years ago, we were rallying arms to fight spam and
fight spam only. I think it is an indication that an
organization that represents the receivers of the world,
MAAWG, and our organization, the ESPC, do work
collaboratively now. We recognize that we are joined in
this fight, and that the delivery of legitimate mail is
as important as the fight against spam, because if we
don't protect the good stuff, we are not protecting the
very thing that we're fighting for.

So, I'm encouraged by the nature of the debate
and the discussion there.

MR. HUSEMAN: Susannah, did your group or did
any of the panelists have information about consumers
not receiving messages they want to receive because of
aggressive filtering or blocking?

MS. FOX: We just had the question about whether
you check your spam filter, and it was interesting to
see that about more than half of people said no, I
rarely check that filter.

MR. HUSEMAN: Something that's definitely
changed in the past four years is the enforcement focus,
the CAN-SPAM Act obviously passed, at the end of 2003,
effective the beginning of 2004, and we've also seen our
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first criminal prosecutions against spammers.

Tom, would you talk generally about how law
enforcement strategies have developed over the past few
years?

MR. GRASSO: Sure. So, when we first started
looking at the spam problem back in 2003, it was
pre-CAN-SPAM, so we didn't have a law on the books that
was going to specifically make sending spam illegal, if
you were. So, we were looking at it from a different
angle. We were trying to look at, well, is there a
botnet involved, are there computer intrusions involved,
things like that.

CAN-SPAM came around, and I have to say, from
the criminal side, people weren't really ready to rush
into CAN-SPAM, as using it as a tool to prosecute. I
think that is not because it's a bad law or anything
like that, I think it's because when you have a new law
come on the books, prosecutors are reluctant to use it
as opposed to something else that they know is tried and
true. Okay?

I think that's been that way for a long time,
it's just common sense. But what we're starting to see
now are more CAN-SPAM prosecutions, every day. I'm
starting to get more reports from our field offices that
they're charging people with title 18-1037, which is the
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CAN-SPAM Act, so I think it's starting to snowball now,
where we're starting to see people get charged with
this, we're starting to see successful cases based on
title 18-1037, and more and more prosecutors are willing
to employ that and use that as a tool.

Another thing that I will say is that going back
three or four years, we started off with looking at
these, the people that we thought were the worst out
there, and it took a while to build these cases, and we
didn't have some successes right away. We're starting
to see those successes now, particularly over the last
year or so. We've had a number of arrests, indictments,
prosecutions, involving some of the worst spammers. So,
I think the law enforcement community and the justice
community is starting to accept this, that you can go
out and that this is a problem. You can get these
people, and you can prosecute them for doing this, and
good things will come out of it.

MR. HUSEMAN: Charles?

MR. STILES: Being a mailbox provider, it's also
interesting to note that we don't often times know
exactly what it is that's needed by prosecutors to get
this information, so MAAWG has been working with law
enforcement officials around the globe, not just here in
the U.S., to determine what it is that's needed to go
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after spammers and what information needs to be gathered
for what term and how to go about doing that. That's
something that continues to go on.

We'll be meeting again in October here in D.C.,
and look forward to another joint meeting with the law
enforcement officials to help other ISPs that are our
member companies understand what it is that they need to
gather.

MR. HUSEMAN: Charles, you mentioned
collaboration between partners. What more can we do,
what has changed in the past four years and what should
we be doing going forward as far as collaborating
domestically and internationally?

MR. STILES: I think that we really look at this
as a problem here in the U.S. I think a lot of times we
try to blame those internationally for creating the
problem, but we now are looking at this as a global
problem, and believing that the solution will come
globally as well.

We are working with organizations across Europe,
and also the Asia Pacific region, to help understand
what they're dealing with, share what we've learned,
learn what they've solved already, and working with
their law enforcement agencies so that we understand how
we can cooperate with them in tracking down the
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spammers.

MR. HUSEMAN: Tom, what's your insight on our
collaboration with international partners or
international enforcement efforts?

MR. GRASSO: Well, not everywhere has a CAN-SPAM
Act. So, when we're dealing with foreign governments,
we'll often times have to take a different angle to it,
does it involve a botnet, can you go from the content of
the spam, does it involve child pornography or something
like that that you can get them interested in.

But, yeah, I would say that our international
law enforcement cousins out there are the keys to making
this happen. The criminal spam is, as someone said
earlier, is moving overseas, is coming from overseas.
They're using bot networks that are owned by subjects
that are overseas.

So, it's these relationships that we're going to
build with the international law enforcement community
that I think is going to be key to the continued success
of this. We're working on that every day. My group
does a lot of international travel, as much as we can,
getting to meet the other law enforcement agencies out
there across the globe.

There's diplomatic channels that can be gone
through, but I think the best thing for us, for me as
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law enforcement, anyone else in this room that is
involved in enforcement, I would say the best thing you
can do is develop a relationship with somebody overseas,
a law enforcement officer overseas. You are going to
get stuff done a lot faster and it's going to be more
reasonable the way you're going to get things done as
opposed to if you just rely on international treaties
and stuff like that.

So, it's very important to develop these
relationships and know the people you can count on
overseas.

MR. HUSEMAN: Trevor, we've had two and a half
years under CAN-SPAM, what is your view as to whether
any additional remedies are needed?

MR. HUGHES: Well, gosh, we would like to see
regs, that's for sure, the final regs. We're waiting
for those on tenterhooks. We certainly have worked very
hard on all of the components that have emerged so far.

In terms of additional legal remedies, I'm not
sure if applying additional legal standards on the
legitimate use of commercial email in the marketplace is
where the problem is today. It seems to me that the
types of problems that we're facing, the crooks, the
fraudsters, phishing, we've got lots of law to cover
those things. Whether it's FTC Act, whether it's
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criminal, whether it's at a state or federal level,
there is lots of laws to cover that stuff, because it's
theft, it's ID theft, it's all sorts of things, it's
fraud.

So, I'm not sure if additional laws or standards
changing or adding to CAN-SPAM is the right way, and in
fact I would say that would distract us, perhaps, from
some of the more important work. I would much prefer to
see more energy, more resources, going into enforcement,
so that we can get that deterrent effect. The 6:00 news
visual of a phisher with a raincoat over his head coming
out of a federal court is a very powerful image.

MR. HUSEMAN: Scott, from your perspective, how
has the new CAN-SPAM statute affected the marketplace?

MR. RICHTER: I think overall, it's definitely
helped the marketplace, because it's given us a set of
guidelines to follow that we know if we follow we're not
breaking the laws. The biggest challenge, like I said,
that's been growing, and from our standpoint, since we
operate a marketing program on the Internet, is that the
suppression list issue, as these suppression lists keep
growing, I think it was a great idea at the time, but
there needs to be some kind of time limit put on
suppressions lists, or a better system figured out.

In ten, 20 years, some of these suppression
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lists will be hundreds of millions of addresses on them
that probably 50 percent of them will already be
inactive addresses as users change addresses or don't
keep the same address for many years or move on from
jobs and different stuff. But that's been the biggest
challenge with CAN-SPAM that we've seen.

MR. HUSEMAN: So, I'll leave time for questions,
but let me ask one final topic of the panel. Let's talk
about consumer education. Susannah, from your surveys
and your statistics, what more should we be doing about
consumer education or consumers' awareness. Could you
expand on that?

MS. FOX: Well, experience is the best teacher,
and what we have noticed in the seven years of polling
is that the Internet population has matured. Basically
we're at a point now where if you're on, you're on, and
if you're off, you're off. There's about 15 percent of
American adults who are completely disconnected from the
network, but most of the rest of us have been online,
have been online for a long time and have been dealing
with spam and have been learning about how to deal with
spam.

I actually am not sure how to reach consumers.
You know, I don't have expertise in that area, except to
say that we do notice that as people do gain experience,
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they gain a little bit in savvy. What we also worry
about and notice is that the spread of broadband, we're
now reaching about 50 percent of American households
with broadband. With broadband comes overconfidence.
Everything moves so quickly with broadband, you think
that you're kind of a rock star superhero online, and so
you take more chances sometimes. So, that's something
to watch.

MR. HUSEMAN: Charles, since the nature of spam
has changed over the past few years, have we done a good
job as a community of keeping up as far as educating
consumers about this change? What's your view on
consumer education today?

MR. STILES: Well, as far as keeping up with
spam filtering, I would say absolutely, it's constantly
changing and evolving, but as far as educating the
consumers, I think it's difficult for us to expect the
consumers to understand all the aspects of spam in this
type of an environment when we in the industry are
trying to put our hands around it as well.

MR. HUGHES: I would add to this that I don't
think it's necessarily sort of direct education, you
don't have to send them a brochure or textbook or make
them sit through a panel on spam issues, but I think
offering consumers more tools will allow them to engage
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in and experience that over time they will develop more
sophisticated responses to what's happening in their
inbox.

Again, our surveys suggested to us that
consumers would love to have more than just a
report-a-spam button in their inbox. They would love to
have a report a spam, an unsubscribe, that was safe and
trusted, and maybe even a feedback mode that once a week
is okay for this type of message, but don't send it
twice or three times a week.

So, giving consumers those types of tools, I
think, leads to that experiential type education that
Susannah suggested.

MR. HUSEMAN: So, I would like to open up for
questions. We have about ten minutes left, and please
wait for the microphone so that way the webcast and the
court reporter can make sure to hear you. If you can
state your name for us.

MR. LEIBA: Hi, I'm Barry Leiba, and I have two
questions. I'll try speaking up. I'm Barry Leiba, I
have two questions, one is about surveys and one is
about consumer education.

The consumer education one is I find it a little
bit odd to consider it a consumer education issue that
consumers don't know that they signed up for marketing
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mail when they bought a product at your website, and I
rather look at it as a marketing issue that maybe it
should be clearer to consumers that there's an option to
get the marketing material and an option not to. So, I
would like a comment on that from Scott.

And for Susannah, how do you deal with surveying
people on cell phones, which is an increasing issue of
people who no longer have land lines?

MS. FOX: 1I'll take the survey question quick.
It's a big problem for us going forward, but the good
news 1s that we are developing ways to survey people on
cell phones. We have done some experimenting with that.
It turns out to be very important. 1In the last election
cycle, we did some political polling, the Pew Research
Center, with a cell phone only population and actually
found that although it skews very young, we are now
approaching I think one in four people 18 to 25 who are
cell phone only.

We didn't notice a change in terms of political
affiliations, so that the Pew Research Center was still
able to call correctly the last election with a land
line survey. That's very different with health surveys,
public health surveys find that people who are cell
phone only engage in much riskier practices, which I can
email you some papers on it.
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So, we are noticing that there's a big shift, of
course, toward cell phone only, but there is success in
terms of getting people to answer short surveys. We
have to limit it to ten minutes, whereas a land line, we
can keep the person on the phone for about 20 minutes.

MR. LEIBA: Thanks.

MR. RICHTER: In recognition to your consumer
education question, I think what the concern is is that
a lot of filtering technology is automatically putting
mail that people did sign up for and people are aware of
it into the bulk folders, and what my concern is is that
a lot of these companies have made it very easy, when
you do look at your bulk folder, with where you can
check all, if it's 50 or 100 or however it's set up, and
you just hit submit spam, and a lot of times people
aren't reading those messages.

Then at the ISP level, they're just
automatically saying, well, if you just sent a thousand
emails to us and five users reported spam on the
automated report button, then you just must be spamming.
I think a lot of times what's happening is that the
filtering technologies don't really -- you know,
obviously it's all computerized and there's a lot of
times there's not a human in there looking at them, so a
lot of times anything with an HTML link in it, has an
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image, has a postal address or certain words in the
subject line, or the body of the email, are just being
put into the spam folder.

The biggest thing is then consumers see, oh, you
have 100 messages in your spam folder, just click submit
all and with the feedback loops that ISPs are offering
now, they're just looking at those metrics and a lot of
times their metrics aren't changing at the pace that the
complaints come in.

I just think it's the ISPs, some of them have
done a much better job than others, but a lot of them
don't do a good job of saying to the user, are you sure
this is spam, did you look at the email, are you sure
you didn't sign up, it's just check all and submit.

MR. LEIBA: Thank you.

MR. HUSEMAN: Well, one thing that has changed
in the past three years is that my vision has decrease
and have more than ten minutes for questions. Trying to
see the clock at the back of the room -- so, we have a
lot of times for gquestions and I will intersperse some
as well. So, the next gquestion from the audience? Yes?

MR. SCHWARTZMAN: My name is Neil Schwartzman,
I'm the compliance officer for Sender Score certified by
at ReturnPath. I just want to offer some context about
the number of complaints from consumers that do block
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our mail, anyways, the mail that we certify, is
certainly not on the order of five complaints. We
offer, depending on the volume of the sender, anywhere
between 0.4 percent and up to 2.9 percent of the overall
email stream before somebody gets blocked, or off our
whitelist and consequently possibly blocked at the
receiving end.

As you know, our whitelist is used by places
like Hotmail, many other -- Roadrunner, a lot of other
large receiving sites, and I've got to say that it
mistypifies the reality of the situation by saying five
complaints are going to get you banned. It simply is
not true.

MR. HUSEMAN: So, one question that I would like
to ask is about the technological tools. Specifically
about authentication. What steps have been taken since
our 2004 summit for email authentication from both the
sender's perspective and the ISP's perspective and what
else can we do? Trevor?

MR. HUGHES: I think there's very good news on
the sender side. We require it of our members, the DMA
requires it of their members, and we have processes in
place to make sure that people are authenticating before
we accept their membership application now.

We have seen, I would say, qualified success on
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the receiving side of the equation. One of the things
that's been true about the problem that we have here,
since the very beginning, is that we have a number of
very large ISPs that represent about a half, perhaps
even more, of inboxes in the United States, and then
beyond that, it is tens of thousands of receiving
domains. Think of every company, every university,
every small regional ISP.

So, we have this sort of split world, where it's
very easy for us to talk to the major ISPs,
organizations like Microsoft and AOL and Yahoo and are
all very much engaged and very much a part of an ongoing
dialogue, and are looking at, if not having already
engaged in some form of authentication.

But that second half of the equation, the tens
of thousands of sites out there, or tens of thousands of
receiving domains, that's a real challenge for
authentication. Authentication really is only a
functional tool if it's used on both sides of the chain.
If the sender is authenticating your messages properly,
then the sever is using that authentication for
something, they are using it to determine what goes into
an inbox or goes into a bulk mailbox, they're throwing
it into a formula with a bunch of other things to
determine whether something gets delivered or not.
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They're doing something with it.

And, so, while I think we've seen fairly good
traction on the largest ISPs, we're still struggling
with a lot of ISPs and we're still struggling with
consistency across the ISPs.

MR. HUSEMAN: Charles, what's your response to
that issue?

MR. STILES: I think the good news is that email
technology has solidified a great deal over the past
three or four years and they have become much more
static and constant and people understand them much
better than they did. They now know that these are not
silver bullet solutions to fighting spam but rather they
are components to a larger set of tools that will help
us to combat spam.

From the ISP's perspective, your biggest win is
of course getting the large ISPs to implement
authentication technologies. The bad news is that when
you deal with the largest mail systems, you're also
talking about the most complex implementations. Over
the last quarter, you're looking at 510 billion messages
that need to be evaluated for this type of
authentication. So, that's a lot of work that needs to
go into our infrastructure.

Now, the good news from that is that most ISPs
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are looking at authentication or actively working at
implementing and I suspect you will hear more about
different ISPs putting those systems into production.

MR. HUSEMAN: Scott, what's your view on email
authentication, and in the marketplace, what is
occurring?

MR. RICHTER: We've done tests, most of our mail
we do use it on, and some of our mail we don't use it on
all the time. You know, one thing we've noticed is that
with email authentication sometimes is that if somebody
has written rules against it, it obviously blocks all
the mail you send immediately, and we believe that
sometimes they're not blocking the mail because there's
anything wrong with it, maybe a filtering company has
wrote a rule against our postal address, wrote a rule
against something in the email.

So, I believe that it has some benefits if ISPs
are honoring it like they say they want to, I think it's
very beneficial. 1If ISPs are just using it to pinpoint
certain organizations not to accept their mail faster,
then it's a negative impact.

MR. HUSEMAN: Tom, can you talk about the
interplay between enforcement and technology, what
technological developments have occurred that maybe have
helped our enforcement strategies or helped our
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investigations or what more could we do?

MR. GRASSO: Well, I think first and foremost,
it is the authentication services that are out there,
the people that are filtering the spam, and providing
that service to their customers, also have some great
data available to us in law enforcement as to the amount
of spam and where it's coming from.

So, if we get to the point where we're targeting
a specific spammer and we want to know, we need to reach
those levels that are defined in CAN-SPAM, it's the
different authentication services that can provide us
with that data. You know, we can show them a piece of
spam and they can say, yeah, this was a thousand copies
of this tried to hit our customers' mailboxes over a
couple of minutes the other day.

So, that's really valuable information that they
can provide to us.

MR. HUSEMAN: An issue that Susannah addressed
was about the sexually explicit spam messages. What
changes have we seen in the past four years with that,
and, Tom, if you can start out with the law enforcement
perspective.

MR. GRASSO: So, I can say that there was a
recent case out of Phoenix, which I think a lot of
people are familiar with, FTC was involved in the case,
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and resulted in some successful prosecutions of some
individuals that were charged with not only CAN-SPAM
violations, but also charged with obscenity violations,
just because of the nature of their spam was clearly
obscene and bestiality, things like that, it wasn't your
typical type of adult spam.

So, yeah, it's still a problem, it's out there.
I think from the government's side, we're willing to
look at it from whatever angle we can, whether it be a
CAN-SPAM violation or an obscenity violation. I think
this is the type of spam that bothers consumers the
most. You know, especially if it's obscene, if it
involves one of your kids is opening it in their
inboxes, this is the stuff that really bothers people,
and in fact, what is CAN-SPAM? 1It's controlling the
assault of nonsolicited pornography, yeah, so I mean,
CAN-SPAM was geared at this problem and I think this is
what bothers people the most.

MR. HUSEMAN: Tom, we have a question from the
audience for you as well, what is the NCFTA and how do
we get involved and are they focused on issues other
than spam?

MR. GRASSO: Absolutely. The National Cyber
Forensics and Training Alliance is a 501 (c) (3) nonprofit
entity, it's based out of Pittsburgh, and the best way
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to summarize it is that it's a neutral ground where law
enforcement and industry can come together and work on
cybercrime problems. We do not only work on spam.

Spam was the first initiative started at this
project when it was brand new back in 2003, but since
then, we have got into all sorts of other things,
phishing, stock fraud, which ties into spam, of course,
as you all know, pharmaceutical, online pharmaceutical
fraud, basically anything, any type of cybercrime that
is a big problem for the Internet community and for
industry, that's what they work on at this facility.

And what's nice about it is that I get to come
to work every day and sit down and work side by side
with analysts from industry. There is no walls up, no
barriers, we work together. We collaborate on these
cases together, roll up our sleeves and work on them,
and it's extremely refreshing for me, coming from a
government background, to be in that type of
environment, and it's also extremely beneficial for us
to be able to be working with these great people from
industry that have all sorts of fantastic data that they
want to share with us on the problem.

As far as if you want to become involved in the
project, you can talk to me about it, our CEO, Ron
Plesko, happens to be here, he was here, is Ron still
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here? Nope, okay. Our CEO of the NCFTA is here, but we
do have a website, www.ncfta.net, and you can get more
information about the project there.

MR. HUSEMAN: So, one of the questions from the
audience, go ahead.

MR. ZWILLINGER: Mark Zwillinger, I'm from
Sonnenschein, Nath & Rosenthal. Just a quick question,
defining the problem area, we know the FTC is very
concerned that one of the problems is inadequate
supervision of affiliates, and to what extent an
advertiser is responsible for the activities of the
affiliates who send the emails on their behalf, and so
the question I guess is geared to Scott as someone who
runs an affiliate network, I'm interested in your
position and to what extent an advertiser should control
the action of the affiliates and I also wanted to hear
from Trevor whether that view is consistent with how the
ESPC looks at sort of affiliate control and supervision.

MR. RICHTER: As far as our affiliates go, when
they join our program, obviously they agree to the terms
and conditions, part of the terms and conditions is that
they don't break any laws and that they'll follow
CAN-SPAM. Some of our individual advertisers have
different rules on top of our terms and conditions.

Obviously they have to follow suppression lists
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and different programs, stuff like that, but it's
definitely tough. At any given time if an affiliate of
any network or for any advertiser does something
unauthorized, we usually, we're very good about taking
immediate action, and usually what we will do is we will
immediately disconnect the links and have the links go
to a page saying this affiliate has been terminated, if
they've done something wrong, so at least that way
nobody is taken advantage of and they know that action
has been taken.

MR. HUGHES: I think the affiliate issue is a
very big issue, and I think we probably should spend
time talking and thinking about it. Former FTC
commissioners describe this as the problem of cascading
trust, that an advertisers gives a message to an
affiliate network, to an agency, to a partner, and then
they pass it and then they pass it and then they pass
it, and if it's a cost per conversion type campaign, if
they're getting paid, if there's a sale, everyone takes
a piece of that commission all the way back up.

The problem is as that connection between the
advertiser and the delivery of the ad to the consumer
becomes more attenuated across that network, that
affiliate chain, the ability of the advertiser to know
how it's actually being presented and how it's being
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sent to the consumer is essentially gone. While
contractual provisions are the predominant mechanism for
an advertiser to try and gain some control, I don't
think we have seen a lot of auditing and accountability
from advertisers in terms of really getting out there
and managing how their messages are being perceived in
affiliate networks.

And I worry, I worry that advertisers not only
may be exposing themselves to legal risks because under
the CAN-SPAM Act, one of the more inspired policy
choices was that the sender of the messages, the
advertiser, within the message, not the company that hit
send, but the advertiser, within the message, the
advertiser can be on the hook for those practices of
that terminal end of the affiliate chain actor, and
those practices may be pretty nefarious.

So, I think that there certainly is room for us
to be looking at those practices. We don't have best
practices in that space, but it's certainly something
that we talk about gquite a bit with our members.

MR. HUSEMAN: Charles, another question about
what's on the horizon? We've talked a little bit about
what's changed? Now we're hearing about image spam, PDF
spam, and technologically, what are we doing to look
ahead and prepare for the next evolution?
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MR. STILES: Really we've Jjust got to keep our
eyes open, and it's something that evolves and changes,
not only a day-by-day, but on an hour-by-hour basis, and
as we continue to see these changes come up, we find
different ways of combatting them.

What's the future hold? I don't know. I don't
think any of us can know for sure. I suspect that
botnets are going to continue to be a problem for quite
some time, because spammers have moved from the basement
into our own living rooms and taken over our own PCs. I
think that that's going to pose a problem for us for
gquite some time.

Now the method they use for delivering their
message, whether it's image, whether it's an
application, whether it's PDF files, that remains to be
seen.

MR. HUSEMAN: Does anyone else have any thoughts
on that?

(No response.)

MR. HUSEMAN: Tom, if you can speak
specifically, have you contacted, when you'wve contacted
consumers whose computers have been compromised, I mean
I assume they're often unaware of that. What's been the
reaction?

MR. GRASSO: They're usually unaware. They say,
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oh, boy, I noticed it's been running slow lately, so
that's the complaint that you get. But they're often
unaware of what exactly is going on. The computers that
are being co-opped to do this stuff, the malware is
really good at hiding itself. Easily from your average
user, but even sometimes from people that are computer
experts.

So, these people don't know it's on their
computer, they just know it seems to be operating
slowly, and that's mostly because their Internet
connection is the bandwidth has been soaked up with all
the spam that it's blasting out.

So, what we try to do is with the help of our
industry partners, obtain permission, authorization,
from the user to monitor that computer, to get them to
run some forensic tool that some of our industry
partners have developed that they can easily put on
their computer, create a report, give that information
back to us to show, yeah, okay, this computer is
infected with something, but who is it talking to, where
is it getting its commands from. That's what we're
interested in.

But to answer your question, yeah, they often
don't know until they get a call from us or from the
ISP.
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MR. HUSEMAN: Do we have some questions from the
audience? Please wait for the microphones.

UNIDENTIFIED SPEAKER: This is a question
strictly as a computer user, my computer may be
compromised, can I contact you, 1s there something that
I can send to you or something that you send to me to
help me know whether I can find out?

MR. GRASSO: Okay. Well, there's a number of
websites out there that can help with this, and the
first one that comes to mind is a really great industry
partner of ours, Lawrence Baldwin, he has a website
called myNetWatchman.com, and if you go onto that
website, you'll see they have a tool on there called
SecCheck, and that's something you can download and run
on your PC and it will look for malicious software, for
signs of infection on your PC, and then it sends that
information back to Lawrence and he keeps all that in a
database that he can share with law enforcement if we
need it and things 1like that. That's one thing to do.

Joe, can you think of anything, any other sites
that are good at that?

MR. ST. SAUVER: Lawrence's site is certainly
one of the best.

MR. HUSEMAN: Can we have the microphone?

MR. GRASSO: This is Joe St. Sauver from
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university of Oregon.

MR. ST. SAUVER: Lawrence's site is certainly
one that I would recommend, but I will say that there
are also many other industry partners out there who have
good tools, many of the anti-virus companies offer free
anti-virus fix that will take care of some of the
malware that may be on your computer, and there are
increasingly anti-root kit tools that are also
available. Google has many of those tools and will make
them available to you.

MR. GRASSO: Here's the problem, and in fact,
that the work that we're doing on law enforcement end,
we're undercover and we're in these different forums
where the virus writers are hanging out, they're writing
malicious software and they're marketing it on the fact
that it's not detected by any of the virus definitions
yet, okay, so they're writing this stuff, and they test
it against all the popular AV software, and then they
advertise, hey, I just wrote this new virus, it's not
detected by anything, who wants to buy it from me, okay?

So, this is part of the problem. So, it's kind
of like, I guess to answer your question, it's like a
catch-up game. You have to keep checking your machine
and if something is on there it's probably going to get
detected, maybe not right away, and I think that's
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probably the best thing that you can do.

MR. HUSEMAN: Some more questions from the
audience? Yes?

MR. RAMASUBRAMANIAN: My name 1s Suresh
Ramasubramanian and I manage the spam operations for
Outblaze, we are a Internet provider.

MR. HUSEMAN: Can you speak up just a bit, sir,
please.

MR. RAMASUBRAMANIAN: My name 1s Suresh
Ramasubramanian and I manage the Antispam Operations for
an outfit called Outblaze and I would like to point out
one fundamental thing that a lot of the panel has been
discussing, but with authentication is pretty good in
its own right, but while we are looking for a cure for
all spam, or we are recommending that, for example,
email marketers use authentication to declare that the
mail is coming from a particular IP space, it's usually
kind of limited in this area, because while it creates
much more standardized way for us to know where a
marketer's email is coming from, quite often, if a
marketer gets blocked, he's getting blocked because of
complaints from his own actions, shall we say, from
email that he sends out.

It's not like where it's a bank or a financial
institution or something that is getting impersonated by
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people sending from botnets and, for example, ebay and
PayPal and I'll safely say that we sign all of our email
with domain keys, and if you see email that claims to be
from us and it's not signed by us, feel free to trash
the email.

So, I'm looking at how useful authentication is
for a marketer beyond just declaring to an ISP that we
are going to be sending from this range? They are
normally sending from that range and they are reasonably
static sources, it's not like they skip around from
China to Brazil or to India to somewhere else and it's
just like a botnet. So, how useful is authentication
beyond that?

MR. HUGHES: So, I can respond to that. Hi,
Suresh. We never saw authentication, the ESPC has never
seen authentication as a silver bullet, we have seen it
as a dispositive mechanism for deliverability into the
inbox, and certainly it has not become that in the
marketplace today. But we do see it as one factor that
can be used by ISPs in their broader mix of factors to
determine what should go to the inbox or the junk box or
be blocked outright.

It's one more indicator that the legitimate
marketplace is acting competently and consistently, and
that is what helps to engender trust. I think over the
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past four years, we have seen particularly on the issue
of email authentication, that the sending community and
the receiving community have found common ground to talk
about many of these things and that's led to greater
trust and greater discussions on all sorts of stuff.

So, we've never seen it as a silver bullet, your
points are very well taken, that for marketers it's not
dispositive of inbox delivery and should not be seen
that way. I still say, though, and we still require
that our members and that any marketer that's trying to
do things the right way should be authenticating their
messages.

MR. STILES: I think you need to make sure that
you look at authentication as a key component to a
reputation system. Authentication by itself doesn't
mean that you get a pass or a fail, it's really about
attributing a reputation and we need to remember that
reputation can be both good and bad.

So, the benefit to a marketer is to be able to
rely on their good reputation and bring up new IP
addresses which he may not have mail for or be mailing
under perhaps a different name than what they've mailed
from before and benefit from that positive reputation
and the good practices that they've upheld to that
point.
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MR. SPIEZLE: Craig Spiezle from Microsoft. I
want to follow up on that comment, and again,
authentication is the first part. 1It's a driver's
license, and reputation, as Charles mentioned, is very
important, and that's the driving record. Sorry, I'll
speak a little louder.

So, but specific to the point there, so what
we're finding today, with marketers who authenticate and
have good reputation, actually their false positives
have decreased 85 percent, and the reason is, it gets
into the mix that Trevor mentions, is we're able to take
the result of a good reputation and apply that to the
mix, and so an example of a bank or a financial
institution, their mail may get junked because the
content with the financial data, their positive
reputation could override that and make sure it's
delivered. But we have a key success there.

The other part I think I want to challenge is
that while it's great that marketers are doing this, we
need to go a step further and get the brand owners and
the domain at the higher level. 1It's not just about the
email marketing domains, it's about authentication and
reputation, it's protection from the deceptive and the
forged mail which is coming from other sources.

MR. HUSEMAN: I have a question from the

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

70

audience. Botnets are recognized as a tremendous
problem, are ISPs quantifying the number of botnets on
their network or the percentage of users, and are they
taking steps to remedy the problem?

MR. STILES: Just speaking on behalf of MAAWG,
we do recognize it as a problem, we do have a botnet
subcommittee that's evaluating the situation. We have
not released any metrics on botnets specifically, and
the extent to which we resolve a botnet problem really
varies from ISP to ISP, because there are a significant
number of resources that are required for resolving
that. Everything from walled gardens, actually making
consumer calls out to the customer, even home visits,
and it really varies from ISP to ISP.

But yes, it's recognized, it is being dealt
with, and is being evaluated even further to see how we
can combat it more effectively.

MR. HUSEMAN: Tom, in the law enforcement
experience generally, what has been the prevalence of
botnets in your investigations?

MR. GRASSO: They play into just about all of
our cybercrime investigations in one way or the other.
I mean, this is what the criminal spammers are using to
send their spam out, they're not sending it from some
mail server that they own somewhere, they're sending it
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through a botnet to hide where they're coming from. The
prevalence of botnets is increasing, their
sophistication is increasing and the size of them is
also increasing.

Microsoft has a project that they call the
Botnet Task Force, which I know all the Microsoft folks
here are familiar with, which they've put together
that's enabled us in law enforcement to team up with the
different industry folks and attack this problem. Now,
I think the official Botnet Task Force meeting is going
on right now down in Australia, so I don't think there's
anyone here from the Botnet Task Force, but does anyone
from Microsoft want to comment on that, what you have
seen through that initiative? Or I have the wrong
people here, okay, I'm sorry.

No, it's on the rise. But we're getting better
at identifying these and detecting these and sharing the
information as to where they are and some of the ISPs
are really good at getting them shut down, too, when a
command and control mechanism is identified, they are
getting really good at pulling the plug on that and
getting it shut down.

But there's guys out there, and just so you
know, these botnets are not deployed by the spammers
themselves, there's guys out there that this is what
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they do for a living is they build these botnets and
they build them by sending you an email message that's
got a link to a malicious site, you go there and your
computer gets infected and now you're a bot, okay, and
you're reporting back to this guy's command and control
server.

Now, what he does then is he sells time on that
bot, okay, kind of like how in the old days you had to
pay for time to use the computers and stuff like that.
Okay, he will sell you like a week on his botnet, he
will sell you two weeks, whatever you want to use and
you've got his botnet to send out whatever you want.

You can spend out spam with it, you can D-DOS someone
with it, whatever you want to use it for, it's there for
you to use. But these guys build these and then they
sell time on them. It's a business for them.

MR. HUSEMAN: Other gquestions from the audience?
Yes?

MR. FENTON: Hi, I'm Jim Fenton. Scott Richter
mentioned in his remarks that one of the issues that
he's seeing in terms of deliverability is consumers who
have, in fact, opted into receive some messages, having
forgotten about that and hitting the spam button when
they receive these messages. Do you see a need to
increase the stringency of opt in, perhaps to double opt
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in or something like that, either as a best practice or
as a requirement in order to avoid that problem?

MR. HUGHES: I'm happy to answer that based on
some research that we did earlier this year and I
actually want to mention a tool that Microsoft has
created as well. What our survey found earlier this
year was that consumers use the report-a-spam or
complaint button as a single button, as the only tool
available to them to respond to something that maybe
they asked before, but they don't want anymore, and
they're not as frequently using the unsubscribe function
found in the email itself. 1In fact, we may have created
that reality, because for many years, the marketplace
was telling consumers, don't unsubscribe from emails,
you're just verifying your email address for the
Sspammers so you will get more.

So, consumers at least have that legacy of
knowledge that okay, I'm not supposed to unsubscribe
from the email itself, but my provider, my email client
has given me a button here that says report a spam and
I'm smart enough, knowing my email client, that when I
hit that button, I know that that means that I don't get
stuff from that sender anymore. I don't know if that's
blocked, I don't know if people go out and arrest that
person, but I know it doesn't get into my inbox anymore
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and that's okay.

So, frequently they're not reporting it as spam,
they're just using it for the de facto result of what
happens when they hit that button. We think that
consumers need more tools.

So, I wouldn't put the solution on the consent
part of the process, because the consent process seems
to be working well. The consumer knows that they asked
for it, they just need a better way to say they don't
want it anymore. So, we applaud Microsoft as being one
of the few ISPs that's actually implemented an
unsubscribe button.

So, it is helpful for consumers to be able to
distinguish between reporting something as spam and just
saying I don't want this stuff that I asked for before,
I just don't want it anymore.

So, I would encourage more ISPs to move in that
direction as opposed to us looking at the consent side
of the equation.

MR. HUSEMAN: So, I would like to go down the
list of panelists and ask you all the same gquestion. If
you could briefly define, summarize, what is the problem
today, and how has it changed in the past four years?

MS. FOX: I would say the problem is the loss of
trust in email that we consistently find that people say
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that spam is making them trust email less, and so I
would say that's the major problem from our perspective.
MR. GRASSO: What Susan said, yes. No,

absolutely. I think it's diminishing the trust of
email, its usefulness as a business tool, these are all
being affected by the spam problem. How it's changed
over the four years just to reiterate some of the stuff
I said earlier, at least from what I can tell, it seems
to be more about malicious software, phishing scams,
other types of things other than just, oh, hey, we've
got a product that we want to sell you. There's like a
lot of other stuff going on behind it, manipulating the
stock market, things like that.

So, we've got a whole host of other bad things
that spam is being used for where I think at one time it
was Jjust about marketing stuff and I don't think that's
the way it is anymore.

MR. HUGHES: So, I am going to agree with
Susannah and Tom. I think four years ago we had this
big, ugly bucket of all sorts of things that were going
on, malicious activity, things that were sort of early
forms of phishing, but also the mainstream marketplace
didn't have standards, didn't have a lot to look to
really, we had all sorts of state things that were being
applied to us.
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What I think we have changed in the past four
years 1s the legitimate email community has recognized
the need for it to protect email as a whole, and the use
of legitimate email as a subset of that whole, and they
have pulled themselves out of that ugly bucket of mess
and have developed standards, the best practices that we
have, we've developed technological tools, like
authentication and replication systems and there is
broad compliance with the CAN-SPAM Act.

That leaves, I think those things that Tom has
described, the more malicious, fraudulent criminal
activity as being major problems for us. That's not to
say that there's still not work to be done, and in fact,
I think one of the interesting things that's changed
over the past four years is that as we have brought sort
of mainstream email into the bright light of day and
given them standards and they are adhering to those
standards, we found that, and there's probably 20 or 30
of them in this room, that we need deliverability
experts to actually manage email for big companies now,
and many of our members provide those services to their
companies, the folks who participate on our calls are
the VPs of deliverability, directors of deliverability,
who have within their realm of responsibility compliance
with the law, technological updating and compliance with
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technological standards, and actual relationships with
some of the bigger ISPs, talking to people like Charles
on a regular basis.

So, it is a much more professional, much more
sophisticated business environment today with still some
of these criminal and malicious threats on the fringes
that cause us all great concern.

MR. HUSEMAN: We just have a couple of minutes,
so Scott just briefly.

MR. RICHTER: I agree with what Trevor said, and
as the landscape changes more and more and what's
happened over the last couple of years going forward, it
definitely makes it much easier having guidelines and
rules to follow, the only downfall is that legitimate
email marketers still do get mixed up with people who do
phishing or malicious stuff, and until a lot of
filtering companies can understand the difference, it's
quite challenging because unfortunately, legit marketers
pay the price for it because it's easy to identify now
that it is identifiable, versus mail that does come off
of the bot networks.

MR. STILES: Bulk is still a four-letter word,
but it's not a bad word, so that's probably the biggest
change that's happened over the last couple of years.
Legitimate marketers don't have to be skeptical about
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disclosing where they're mailing from and what they're
mailing and there's a collaborative effort between them,
and the spamming activity has moved literally from
teenagers trying to make a quick buck in the basement to
actual criminals who have lots of resources globally and
will stop at nothing to deliver their messages.

MR. HUSEMAN: I would like to thank all of the
panelists and we will reconvene again at 11:00 a.m.

(Applause.)

(Whereupon, there was a recess in the

proceedings.)
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EVOLVING METHODS FOR SENDING SPAM AND MALWARE
MR. HODAPP: 1If everyone would take their seats,

we would like to get started. If people could please

take their seats so we could begin with the panel. The
longer this takes, the later lunch will be. Or maybe no
lunch.

Okay, just less than a minute.

Okay, I would like those of you who perhaps have
unmuted your cell phones or wireless devices to mute
them again, please. This is the second panel of the
morning on the evolving methods for sending spam and
malware. My name is Lawrence Hodapp, I'm an attorney at
the Federal Trade Commission. The case I've done that's
the most pertinent here is the case against William
Dugger who the chairman mentioned in her remarks.

Dugger was using a botnet to send sexually explicit
spam.

The goal of this panel on evolving methods for
sending spam and malware is to highlight this
interrelationship between malware and spam. So, we'll
be talking about the more criminal variety of spam that
was discussed in the first panel. Not only do we want
to try to discuss the status of the methods being used
today, we also want to try to give you some of the
factors that we think may govern the evolution that's

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

80

occurring. What are the pressures?

We have an extremely well qualified panel to
discuss these issues. I will mention some of their
affiliations, but you understand that the views
expressed are their own and not necessarily those of
their organizations.

First here is Patrick Peterson, Patrick is vice
president for technology, IronPort Systems of San Bruno,
California. IronPort provides security products and
services for web and email. Patrick works in the
development of these solutions and is a frequent speaker
at industry events and a writer on security issues.

Next to him is Joe St. Sauver, Joe is the
manager of security programs at Internet2 on contract
from the University of Oregon. He is also a senior
technical advisor to the Messaging Anti-Abuse Working
Group.

Next to him is Jon Praed. Jon Praed 1is an
attorney and a founding partner of the Internet Law
Group of Arlington, Virginia. Jon has represented AOL
and Verizon in some precedent-setting litigation that
has held both spammers and the websites that employ them
liable, including monetary liability, which is of course
the best way to make them aware of the need to comply
with the law.
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Next to Jon is Ben Butler. Ben is the director
of network abuse for GoDaddy.com of Scottsdale, Arizona.
GoDaddy is the world's largest domain name registrar and
also a major provider of web hosting. Ben has a
background in network and email administration and he
directs GoDaddy's zero spam policy.

Next to Ben 1s Suresh Ramasubramanian. Suresh
is the manager of anti-spam solutions for Outblaze
Limited in India.

MR. RAMASUBRAMANIAN: Hong Kong.

MR. HODAPP: 1I'm sorry, Outblaze is based out of
Hong Kong?

MR. RAMASUBRAMANIAN: For now, I am working at
home, I have a small kid to take care of.

MR. HODAPP: You don't have to work where the
company is these days. Outblaze is the largest provider
of email in the world. Suresh is responsible for the
spam filtering and blocking decisions that affect their
40 million email accounts. He was highlighted in
Business Week in 2002 as one of the 25 top e-business
professionals where they dubbed him the chief junkmail
zapper.

The panel has decided to proceed with three
presentations, after which we will have a substantial
amount of time to discuss the topics raised in those
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presentations. Starting with Patrick Peterson, then Joe
St. Sauver and then Jon Praed. There's cards in your
packet that you can fill out and will be sent forward,
in addition to having questions and answers from the
floor at the end of the presentations. Likewise, people
on the webcast can submit their questions as described
earlier.

Now, Patrick, if you want to go ahead, we'll
proceed.

MR. PETERSON: Thank you, Lawrence. I'm very
excited to be here with what is certainly going to be
the best panel of the FTC Spam Summit, I'll just lay it
down right now. I should also make one other mention,
my owners are here, that is to say Cisco Systems, and
the transaction to acquire IronPort closed between when
I was invited and now, so I want to make sure that my
new owners get the credit for now owning IronPort
Systems, but as Lawrence mentioned, we had a bit of a
struggle with this panel. He got together with us, he
explained what he was looking for and he explained very
much that he wanted people who didn't have Ph.D.s in
spam to get a lot out of it, but he didn't want the
people with Ph.D.s in spam to be bored.

And so we went off, talked about a lot of things
and came up with a lot of great ideas and came up with a
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really good solution for him. We said, our panel right
now is at one and a half hours, if we could have one and
a half days, we could really do justice to these topics.
So we came up with a compromise, I think he cut out 1like
30 seconds of his intro and we came up with this
alternative method. What the alternative method is is
that I am going to spend about 12 minutes and I am going
to do the training wheels version.

This is going to be the framework for
understanding maybe not simple but more basic things,
and the idea is that that will become the framework on
which a lot of the panelists will rift and go into a lot
of the more complicated, interesting things.

So, let me begin with this slide. I believe
that if we look at all of these complicated issues to
the right lens, it gives us a tremendous advantage in
really understanding the issues. This is the lens that
I use.

First of all, capitalism. Spammers today are
capitalists and they are very talented and genius, they
may be evil criminal, but they are talented and genius
capitalists, and what they are doing is designed to
maximize their profits. In particular, we are going to
use some examples throughout my training wheels
presentation from a group that I call My Canadian
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Pharmacy, also known as the Yambo gang.

We estimate that they are doing over $100
million in profit today from illegal pharmaceutical
products. Clearly you don't get to that scale of
business and stay out of the arms of law enforcement
unless you're pretty darn good at knowing how to make
money.

The second thing, of course, then, is if you
want to make money in spam, you've got to get it in the
inbox. The third thing is that once I, if a were
spammer, get it to the inbox, the next thing I have to
do is to actually have you take action, to get your
money, to infect your PC, what have you.

Again, so far, so good, it sounds simple. The
problem is, it gets very complicated, for the reason
listed on the slide. Spammers are actually operating in
an incredibly hostile environment. We're trying to
block their mail, we're trying to shut down their
s