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False positive filtering is still a problem



A Thin Line



Get ‘em on

Get ‘em off

Treat ‘em right

(And do it the right way)









Reputation



Authentication





Accreditation
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Interactive Advertising BureauInteractive Advertising BureauInteractive Advertising Bureau
The IAB is the only association dedicated to helping The IAB is the only association dedicated to helping 
online, Interactive broadcasting, email, wireless and online, Interactive broadcasting, email, wireless and 
Interactive television media companies increase their Interactive television media companies increase their 
revenues. revenues. 

The quality of the IAB leadership, membership and The quality of the IAB leadership, membership and 
industry initiatives, such as standards, research, industry initiatives, such as standards, research, 
advocacy and education, benefit the membership as advocacy and education, benefit the membership as 
well as the industry as a whole. well as the industry as a whole. 

IABIAB’’ss eMaileMail Committee, in partnership with the IAB Committee, in partnership with the IAB 
Public Policy Council, brings together the entire Public Policy Council, brings together the entire 
email community email community –– senders, receivers, and senders, receivers, and 
technology companies.technology companies.
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Three Primary Areas of FocusThree Primary Areas of FocusThree Primary Areas of Focus

Industry Best PracticesIndustry Best Practices

Implementing Technologies and ServicesImplementing Technologies and Services

Education and EnforcementEducation and Enforcement
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Industry Best PracticesIndustry Best PracticesIndustry Best Practices

The The eMaileMail Marketing Pledge Marketing Pledge –– IAB has joined with the IAB has joined with the 
ESPC and ESPC and TRUSTeTRUSTe to develop this set of industry to develop this set of industry 
guidelines requiring consumer consent for the use of guidelines requiring consumer consent for the use of 
email addresses.email addresses.

Ethical Ethical eMaileMail Guarantee Guarantee –– IAB guidelines for IAB guidelines for 
obtaining email lists. These guidelines enable obtaining email lists. These guidelines enable 
advertisers and agencies to feel more at ease with advertisers and agencies to feel more at ease with 
list sourcing methods.list sourcing methods.

eMaileMail Metrics Definitions Metrics Definitions –– New IAB document New IAB document 
standardizing email definitions and metrics across all standardizing email definitions and metrics across all 
industry segments.industry segments.
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Implementing Technologies and ServicesImplementing Technologies and ServicesImplementing Technologies and Services

Authentication Authentication –– Technology protocols that establish Technology protocols that establish 
the true identities of senders and allow for the the true identities of senders and allow for the 
development of a senderdevelopment of a sender’’s email reputation.s email reputation.

Accreditation Services Accreditation Services –– 3rd3rd--party programs that party programs that 
certify sender policies and practices and contribute certify sender policies and practices and contribute 
to a senderto a sender’’s email reputation. s email reputation. 

Reputation Services Reputation Services –– Monitors that gather all Monitors that gather all 
available data intelligence on senders and aggregate available data intelligence on senders and aggregate 
a global reputation score.a global reputation score.

ISP ISP whitelistswhitelists and automated feedback loops and automated feedback loops –– ISPISP--
level tools to help identify level tools to help identify ““goodgood”” senders and senders and 
facilitate email delivery facilitate email delivery –– reputation at the local level.reputation at the local level.
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Education and EnforcementEducation and EnforcementEducation and Enforcement

Engaging all segments of the industry is imperative.Engaging all segments of the industry is imperative.

Best practices mean little without widespread Best practices mean little without widespread 
adoption.adoption.

Going beyond just the Going beyond just the ““spamspam”” problem to improve problem to improve 
infrastructure security.infrastructure security.

Continued cooperation with law enforcement Continued cooperation with law enforcement ––
International, Federal, and local.International, Federal, and local.

How can industry help you?How can industry help you?
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Direct Marketing Association

Authenticate!

• All DMA members must authenticate e-mails
• Greater % authentication = Greater 

expectation of authentication
• No “plan” favored 

– Must be compatible with other “plans”
– Must be easy to use and inexpensive

• Error found for DMA members—not 
authenticating every e-mail domain



Direct Marketing Association

Follow-Up

• Once e-mail is sent, check its “progress”
• Examine bounce-backs
• Examine opt-out rates per CAN SPAM Act
• Seed the list
• Contact domains to which majority of e-mails 

are sent



Direct Marketing Association

Know Your “Partners”

• Know with whom you are dealing
• Is the list you have obtained current?—a 

result of harvesting?
• Is it really an opt-in list?
• What is the reputation of your partner?



Direct Marketing Association

Address Hygiene

• Use correct, up-to-date addresses
– US Mail to Gerry Cerasale will be delivered to me
– E-mail to Gerry Cerasale will not make it to my inbox

• E-mail addresses change much more rapidly 
than postal addresses or phone numbers

• Spend the resources here before you send 
the message



Direct Marketing Association

Secure Your Servers

• Don’t let your server become a “foreign” (not 
as in national) controlled spam generator



Direct Marketing Association

Honor Consumer Requests

• Make certain your legally required opt-out 
service works—every time

• Check it
• Check it 
• Check it
• In violation even if just an unintended 

technical error
• Try to honor faster than the 10-day rule



Direct Marketing Association

Some Off-The-Wall Thoughts

• Is it time to focus more on filtering on the 
originating ISP rather than the destination 
ISP?

• For the consumer market, should “turn-key” 
computers be secure from the manufacturer 
or from the operating system?



Direct Marketing Association

Thanks
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what can businesses do to distinguish 
themselves from malicious spammers

by Alastair Tempest,
Director General,

Federation of European Direct 
and Interactive Marketing.



The EU Can Spam Regulation
Article 13, e-Communications & Privacy Directive (2002/58/EC)

13.1  The use of .....electronic mail for the purposes of direct
marketing may only be allowed in respect of subscribers who 
have given their prior consent.   

13.2  Notwithstanding paragraph 1, where a natural or legal 
person obtains from its customers, their electronic contact 
details for electronic mail, in the context of the sale of a product
or service, in accordance with Directive 95/46/EC, the same 
natural or legal person may use these electronic contact details for 
direct marketing of its own similar products or services provided 
that customers  clearly and distinctly are given the opportunity to 
object, free of charge and in an easy manner, to such use of 
electronic contact details when they are collected and on the 
occasion of each message in case the customer has not initially 
refused such use.  



Codes of Practice

• Generic or specific codes covering email 
marketing exist in many EU countries.

• National DMAs and IABs have email 
marketing councils which are in contact 
with/cooperate with ISPs in their country.

• Large users of email marketing employ 
teams who are in constant contact with 
the ISPs to ensure that their messages 
are not blocked.



But there are a lot of ISPs in 
Europe!

• EuroIspa estimates over 10,000 ISPs in 
operation.

• Other solutions are therefore being 
advanced, particularly authenticity or 
“White Lists”.



Certified Senders Alliance – the Idea

ISP

ISP

ISP

ISP

BM

BM

BM

BM

Source:  eco



CSA Whitelist: Advantages
• Voluntary solution based on open standards (XML, 

SSL, ...).
• The ISPs do not have to pay for participating.
• Efficiency:

- An IP based filtering is more efficient: the implementation 
of the smtp protocol needs no extension or change.

- whitelisting is more efficient than blacklisting:  those who 
want to be whitelisted show themselves voluntarily and
subordinate to a certifying process, even to a possible
complaints procedure.

• Transparency: the CSA procedures are open.
• Acceptance:  eco as a non-profit organisation 

promotes and supports the interests of the involved 
parties to use the internet as a business medium.

Source:  eco



Certified Senders Alliance: Documents

• Certified Senders Alliance in 
co-operation with the DDV 
(German Direct Marketing 
Association)

• Documents:
- Admission criteria
- Complaints procedure
- Eligibility requirements for

mass senders
- LIcense agreement for ISPs
- Price list

• Documents are available 
under http://csa.eco.de

Source:  eco



Signal Spam - France

• Cooperation between AFA (French ISP 
association), UFMD (DMA) and the Data 
Protection Authority (CNIL), under the 
patronage of the Prime Minister’s office.  



The Future

Pressures for effective ways to ensure 
delivery of bona fide marketing emailings.
Non-homogeneous nature of European 
market (but smaller language groups still 
“protected” from major spam).
Moving slowly but surely towards an 
authenticity type system (probaby on the 
ECO model).



Thank you for listening!

FEDERATION OF EUROPEAN DIRECT 
AND INTERACTIVE MARKETING

(FEDMA)
439 Avenue de Tervuren

B-1150 Brussels - Belgium
Tel. +32 2 779 42 68  - Fax + 32 2 779 42 69

http://www.fedma.orghttp://www.fedma.org
info@fedma.orginfo@fedma.org
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