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Deterring Malicious Spammers
and Cybercriminals

Moderator:

Lois C. Greisman, Assoclate Director,
Division of Marketing Practices, FTC

What are the investigatory challenges faced by law
enforcement as spammers mask their identities and

use obfuscatory techniques? What are effective
countermeasures?
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SPAM Prosecutions:
A Case Study

FTC SPAM Summit — July 12, 2007
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Kilgore Announces Nation’s First Felony Spam Arrest
-World’s Eighth-Worst Spam Kingpin Ensnared by Tough New Virginia Law -

Three on Trial in Loudoun in Felony Spam Case

Duo convicted of sending spam to AOL users . .
The brother is sentenced to 9 years and his sister is fined $7,500 in the nation's first trial on e-mail ’<||QU|'E tl:”jal_'l'I annDUnCEd thE nat“:' NC DEfEﬂdaﬂtS ACCUSE[}I I:If |||Ega| E—Mall OpEratiDn Targeting AOL
— solicited bullk electronic mail, kno Accounts

By Matthew Barakat | Associated Press d C t d . h . d g
LEESBURG, Va. - A brother and sister who sent unsolicited junk e-mail to milions » Comment on this story uaaun aun I.IIII g ran _ILI rilll A5 INdI

of America Online customers were convicted Wednesday in the natior” . .
Spammer Jailed, Fines Issued In Landmark

prosecution of distributers of spam
sentenced Jaynes to a nine-year prison term and fined DeGroot $7,5 Ca se

_ _ "Snake-oil' spammers feel wrath of US law
By Karin Brulila

Washington Po BEa s A
Wednesday, O

Jurers whe convicted Jeremy D. Jaynes, 30, and Jessica DeGroot,

with fraudulent and untraceable routing information. loan Telvock L . . . .
A third defendant, Richard Butlowsld, was acauitted of similar ch A brother _and sw_sterwho _serlwt unsolicited junk em_all to millions _DfAmenca Online customers have
inchiding the penalty phase been comvicted in the nation's first felony prosecution of spam distributors.
Maw 03, 2004 -- & Loudoun A Morth Carol

Prosecutors compared Jaynes and DeGroot, both of the Raleigh, N
who uged the Internet to peddle junk like a "FedEx refund processor”
hour while working from home.

In one month alone, JTaynes received 10,000 credit card orders, ea

"This was just a case of fraud," state prosecutor Sarmuel E. Fishel T

"This is a snake-oil salesman in a new format."

Frosecutors asked the jury to impose a mazimum sentence of 15 v
unspecified prison term for his sister,

Defense lawyers asked jurors to spare the defendants prison terms

All Sections | ap

County Circuit Court jury
convicted a brother and
sister from Morth Carolina on
three counts each of
sending spam and acquitted
the third co-defendant in
the nation’s first felony
spam trial that ended
wednesday.

The trial lasted five days

and the jury deliberated for
about one-and-a-half days.
The jury recommended that
Jeremy Jaynes, 30, of Morth
Carolina, serve nine years in

Trial Shows How Spammers

Operate

Mews

04/11/2004

Juns recomeahnds hing vears for sparmimar

] n » i1 - Jurors who convicted Jererny Jaynes, 30, and Jessica DeGroot, 28, on Wednesday later
o = (= maﬂ  sentenced Jaynes to a nine-year prison term and fined DeGroot $USFS00 ($AIT31) for three
fEny atocleg g convictions each of sending emails with fraudulent and untraceable rauting information.

Jurors yesterda A third defendant, Richard Rutkowski, was acquitted of similar charges.

Prosecutors compared Jaynes and DeGroot, of Morth Carolina to modern-day snake-oil salesmen
Ieremy J-B.YHES: who used the intermet to peddle junk like a "FedEx refund processor” that supposedly allowed

Ralegh N c people to earn $75 an hour while working from home
_America On]_]m In one month alone, Jaynes received 10,000 credit card orders, each for $39.95, for the processar.

that took effect "This was just a case of fraud," state prosecutor Samuel Fishel said. "This is a snake-oil salesman
prison and $2 - in a new format."

Jurors Wanted Maximum Sentence For
Spam Kingpin

Dar Telvock

on's first felony spam case
d that Jeremy Jaynes was
ration in Morth Carolina and
2 sentence him to the

Trial of Prolific E-Mail Spammer Shows How Operati _ _
£ 5 T IS spammer Jeremy Jaynes could face up to nine years in
= Made vioney g i i (i —
! prison following the recommendation of a “irgina jury that
found him guilty of clogging inboxes with un=olicited

commercial e-mail.
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: time to determine the fate
28, and the co-defendant
ere charged with three

1 bulk e-mail, better known
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Jaynes, 30, his sister, dessica DeGroot, 28, and a third
LEESBURG, ¥Ya. Nowv 14, 2004 — as one of the world's most pri defendant, Richard Rutkowski, all fram Marth Caralina, were
sparnrners, lerermy laynes purnped oot at least 10 million 2-rmails charged by “irgina state prozecutars with violating the
the help of 16 high-speed lines, the kind of Internet capacity a 1, state's tough anti-spamming laws, which came into force in

employes company would need, July last year. aday this week, two of the

Circuit Court spam case said

Jaynes' business was remarkably lucrative; prosecutars say he 9 The legislation was the first in the US to introduce custodial 1fter reviewing hundreds of
$750,000 per month. If you have an e-mail account, chances are sentences for the worst offenders, and applies when the 0, of Marth Carolina, was
to get vour attention, pitching software, pornography and work-a spammer:
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Morning Break: 10:45 AM to 11:00 AM
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