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UNITED STATES DISTRICT COURT m!&my,m
SOUTHERN DISTRICT OF TEXAS -

- Federal Trade Commission, . )
)

Plaintiff ' -

g COMPLAINT FOR PERMANENT
v ) INJUNCTION AND OTHER
3 EQUITABLE RELIEF

Zachary Keith Hill, )
)
Defendant. )
' )

Plaintiff, the Federal Trade Commission (“FTC” or “Commission”), for its Complaint
alié;ges as follows: )
1. - The Comm1ss1on Dbrings ﬂl‘lS action under Section 13(b) of the Federal Trade
| Comrmssmn Act(“ FIC Act” X 15 U S. C §§ 53(b), and Sectlon 522(a) of the Gramm-Leach—
Bliley Act (“GLB Act™), 15 U.S.C. § 6822(a), to obtain tempqrary, preh.mmary, and permanent
injunctive relief, rescission or ref§rmaﬁon of contracts, restitution, redress, disgorgement, and
other equitable relief for Defendant’s deceptive and unfair acts or practices in violation of
Secﬁon S(é) of the FTC Act, 15 U.S.C. § 45(a), and S;ection 521 of the GLB Act, 15 US.C.
§ 6821, | | o

- JﬁRISDiCTION ANDVENUE

2. Subject matter jurisdiction is conferred upon this Court by’ 15U.S.C. §§ 45(2),

~ 53(b), 16927, and 6821, and 28 U.S.C. §§ 1331, 1337(a), and 1345.

Page 1 of 15



3. Venue in the United States District Court‘for the Southern District of Texas is

proper under 15 U.S.C. § 53(b) and 28 U.S.C. § 1391(b).
PLAINTIFF

4, Plaintiff, tﬁe Federal Trade Commission, is an independent agency of the United
States Government created by statute. 15 U.S.C. § 41 et seq. The Commission is charged, inter
alia, with enforcement of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), which prohibits unfair
or deceptivé acts or practices in or affecting commerce. The Commission is also chérged, under
Section 522(a) of the G];B Act, 15U.S.C. § 6822(a), with enforcing Section 5210of the GLB Act,
15 U.S.C. § 6821, which prohibits, among other things, any person from using false pretenses to
obtain customer information of a financial institution ﬁ'om a customer. The Commission is
authorized to initiate federal district court proceedings, by its own attorneys, to enjoin violations
of the FTC Act and to secure such other equitable relief as may be appropriate. 15 U.S.C.
§ 53(b). |

DEFENDANT

5. Defendant Zachary Keith Hill, at all times material to this Complaint, acting alone
or in.conj‘unction with others, has formulated, directed, cdntrolled,‘ or participated in the acts and
practices alleged in this Complajnt. Defendant Hill transacts or has Uansaéted business in the
Southerﬁ District of Texas and throughout the United States.

COMMERCE
6. At all times relevant to this Complaint, Defendant Hill has maintained a
' substantial course of trade or business in or affecting coi;nmerce, as “commerce” is defined in

" Section 4 of the FTC Act, 15 U.S.C. § 44.
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DEFINITIONS
| 7. A “web page” is a single electronic document on the World Wide Web (“Web”),
readily viewable on a computer by anyone with access to the Web and standard Web browser
software. Evéry web page on the Web is identified by a Uniqlié global address.

8. A “Unifom Resource Locator” or “URL” is th:e unique global address of a
resource,-ﬂle, Or page on the’Wéb. Each wéb page has a distinct URL, such as
www.updatecentral.g2gm.com that sé1;ves as an Internet address for that wéb page.

9. A ‘°brow§er” is a-softwar‘e application used to view, downlqad, upload, surf, or
otherwise access documents on the Web. Browsers read coded docufnents that reside on servers
and interpret the coding jnto what users see rendered as a web page on their computer. A user
may retrieve and view a web page by entering the URL of the web page in the address barr of the
browser or by clicking on text in a document that has been coded to link to the URL assigned to
the web page. | | |

10.  “Unsolicited commercial email” or “spam” means an electronic mail message that
- consists of _bor contains a communication advertising, promoting, offering, or offeﬁng to sell any
_ product or service, or soliciting for consumers’ personal or financial information; and that is not
requested by the addressee or recipient or sent pursuant to a pre-ex_isting pusmess or personal
relationship between the sender and the a(idressee or recipient of the email.

.DEFENDANT’S. BUSINESS_ PRACTICES |

11.  Beginning at leas't_v as early as July 2002, Défendant;'or persons _'acting on his |

behalf, began sending to consumers unsolicited commercial email messages (“spam”) that

purported to be from the consumers’ Internet service provider, America Online (“AOL”), or the
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consumers’ online payment service provider, Paypal, Inc. (“Paypal”). This scheme tricked
consumers into divulging personal and financial information, including credit card and bank
account information.

AOL PHISHING SPAM

12, Defendant, or persons acting on his behalf, sends spam_mességes to United
States consumers stating -that the consumers need to update or correct the billing information on
the consumers’ AOL accounts. |

13. Defendant’s spam lists a ‘;Frc;m” email addreés that includes the terms
“customer service,” “account sefvices,” ;‘bil]ing center,” or “account dgpartment.”

14. | Defendant’s spam includes a subject line ﬁat states “AOL Billing Error Please
Read Enclosed Email,” “Please Update Account Information Urgent!,” “Account Services,” or

“AOL Billing Department Assistant.”

15. Defendant’s spam states that if the consumers do not respond by préviding _t'heir
billing information, they risk possible termination or'cancellatioh of their AOL accounts. For
example, one version of the spam includes the following statement:
“It is with regret, that we must inform you today of your accounts ‘[sic] )
‘pending’ billing serviées. This problem is in part, [sic]‘due to
technical difficulties in our domaiﬁ servers and is being corrected to
maintain qﬁality service for your enjoyment.”

Another one of Defendant’s spam messages states:
“. .. we have to ask all our members fo’fr updated/correct bilh’ng‘

information. Please be advised that this is mandatory. If we do not get
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your updated billing infonnation; your account will be revoked'a;md‘ put
| under review and may be cancel]ed.” |
A true and correct copy of one of Defendant’s spam fnessaées is attached hereto as Attachment
A. (Consumer email addresses have b_een' redacted.)
16. Defendant’s spam contains highlighted text labeled “Billing Service,” or
“Online Billing Site,” which functions as a hyperlink. The spam directé consumers to click on
~ the highlighted text link. When consumers click on the ]mk, their broWser software directs them
to a web page, posted on the Internet by Defendant, or pé'rsons acting on his behalf, that purports
to be AOL’s Billing Center web poge. A true and correct copy of one of these web pages is
ottached hereto as Attachment B. |
17. The er pages reached via the hyperlinks in Defendant’s spam fypically co_ntain
~ the headj'ng “AQOL Billing Center,”vand include AOL’s service marks and logos as well as live
links to real AOL web pages. These service marks, logos, and links further deceive consumers
into believing that Defendant’s solicitations are legitimate. Defendant’s web pages reiterate the
message from the spam regarding the need to provide the consumers’ AOL account billing
“information. Defendant’s web pages state that the consumers’ old credit card numbers have
failed authorization and ask the consumers for new credit card information. Defendant’s web
pages further state that if ﬁéw information is not provided by the end of fhe day, the consumers’
accounts will be cancelled.
18.  Defendant’s web pages ask consumers to type in the credit card oumbers currently
used to pay for their AOL éerﬁce and to enter new card"":nﬁmbers. Defendant’s web poges ask for

other personal and financial information, including in many instances such things as the
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~ consumers’ names, consumers’ mother’s maiden names, billing addrgsses, social security
numbers, datés of birth, bank names, bank telephone numberé, bank account numbers, bank
routing numbers, credit card limjts, personal identification numbers (“P]N numbers™), and the
three-digit card verification numbers on the back of credit and debit cards (“CID/CVV/ISC
numbers”). Defendant’s web.pages further instrubt' consumers to validate theﬁ‘ AOL accounts to
ensure they are “the rightful owner[s]” By entering their AOL screeh names and passwbrds.

.19' After consumefs fill in the informzﬁion requested on Defendant’s web pages, they
are directed to click on :‘Submit” buttons 16cated near the bottom of the péges. The web pages
assure éonsumers that their data will be sent “encrypted uéing AOL’s SSL seéu:rity.”

20.  Numerous consumers throughout the Uﬁted States relying on Defendant’s
representations have Submitted their personal and financial data to Defendant, or persons acting
on his behalf, via Defendant’s web pages.

-21. The information consumers submit to Defendant’s web pages is not transmitted to
AOL or any authorized affiliate or agent of AOL. Further, the information is neither encrypted
nor transmitted securely via the Intemét. Rathér, Defendant, or persons acting on his behalf, |
. receive consumers’ personal and financial information via plain text email messages generated as
a result of the programming code, often referred to as Hypertext Marl%up Language or “H’IML”
code cbntajned in Defendant’s web pages.

22. - Defendant obtains personal and financial information, including credit card, debit
card, and bank account information, from consumers who submit information to Defendant’s
web pages by accessing the resulting ema.il‘messages. ';

23.  Defendant, or persons acting on his behalf, use the information that consumers
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".
submit to his web pages to place orciers and make purchases éf goods or services by providing
~ the consumers’ credit card, debit card, and/or bank account informétion to pay for the purchases
without the consumers’ knowledge or authorization.

24.  Defendant, or persons acting on his behalf, use the information that consumers
submit to his Web pages to establish new accounts with online merchants or to establish new
credit card accounts with credit card companies without the consumers’ authorization. In some
instances, Défepdant, br persons acting on his behalf, use the information that consumers submit
to make unauthorized changes to the consumers’ accounts, such as changing the mailing
addresses for the account statements.

25. In some instances, Defendant, or persons acting on his behalf, use the cohsumers’
AOL user namés and passwords to log into the consumgrs’ AQOL email accounts without their
authorization to use consumers’ Internet accounts.

PAYPAL PHISHING SPAM

26‘. Defendant, or persons acting on his behalf, send spam messages purporting to be |
from PayPal to consumers stating that the consumers need to enter certain information to
maintain their Paypal accounts. For example, one version of Defendant’s spatﬁ_includes the
following statemént:

Dear Pa_ypal Member . . . . Our Systems have recently updated and
we scanned our computers for inactjve account or acéounts that
have not been accessed in the last 2 days. Your account has been
flagged an& needs to be feacﬁvafced or yo‘;n' account may be

cancelled.
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A true and correct copy of one of Défendant’s spam messages is attached hereto as Attachment
C. (Consumer email add;esses have been redacted.) |

27.  Defendant’s spam contains highlighted text labeled “Online Re-activation Site,”
which functions as a hyperlink. The spam directs consumers to click on the highlighted text link.
When consumers click on the link, their browser software directs thém to a web page, posted on

the Internet by Defendant, or persons acting on his behalf. A true and correct copy of one of

.these web pages is attached hereto as Attachment D.

28.  The web pages reached via the hyperlinks in.Deféndant’s' spam typically contain
the heading “Paypal,” and include Paypal’s service mark and logo as well as live links to real
Paypal web pages. The service mark, logo, and links further deceive consumers into believing
that Defendént’s requests for information are 1¢gitimate.

29.  Defendant’s Web pages direct registered users to log in by entering their email
addresses and passwords. After éonsumers ﬁil in the information requested on Defendant’s web
pages, they are directed to click on “Sign In” bﬁttons located near the bottom of the pages.

30. Numerous consumers who have received Defendant’s spam messages, that

_purport to be from Paypal, have clicked on the link to Defendant’s web pages and entered their

PaypaI email addresses and passwords.

31.  The email addresses and Paypai passwords that consumers submit to Defendant’s
web pages are not transmitted to Paypal, or any authorized affiliate or agent of Paypal. Rather,
the consumers’ email addresses and passwords are transmitted to email accounts accessed by'

Defendant, or persons acting on his behalf.
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32.  Defendant, or persons acting on his behalf, obtain the email addresses and Paypal
passWords that consumers submit to his web pages.

33.  Defendant, or persons acting on his behalf, use consumers’ email addresses,
which function as user names on Paypal, in conjunction with the consumers’ Paypal passwords
without their permission to access the:consumere’ Paypal accounts and to purchase goods or
services on those Paypal accounts.

| THE FTC ACT
| 34.  Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits unfair or deceptive acts
or practices affecting commerce. Misrepresentations or omissions .of material fact constitute
deceptive ac’.ts‘or practices pursuaﬁt to Section 5(a) of the FTC Act. Under Section S(ﬁ) of the
FTC Act, an act er practice is unfair if it causes or is likely to cause substantial injury to
consumers that is not outweighed by countervailing benefits to consumers or to competition and
that is not reasonably avoidable by consumers. 15 U.S.C. § 45(n).

55 . Section 521 of the GLB Act, 15 U.S.C. § 6821, became effective on November
12, .1999, and has since remained 111 full force and effect. Section 521(a) of the GLB Act, 15
U.S.C. § 6821(a), >pr'ohibits any person from obtaining or attempting to obtain “customer
" information of a financial institution relating to another person . . . (2) by making a false,
fictitious, of ﬁ‘auduleﬁt IStatementv or _representation to e customer of a financial institution.”

36. ‘Svection 527(2) of fhe GLB Act, 1 5. U.S.C. § 6827(2), defines customer
informa‘tioiz of a financial institution as “any information maintained by or for a financial
institution Whieh is derived from the reIationship between the financial institution and a customer

of the financial institution and is identified with the customer.”
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37.  Section 527(4) of the GLB Act, 15 U.S.C. § 6827(4), generalIy defines the term

. financial institution as “aﬁy institution engéged in the business of providing financial services to
customers who maintain a credit, deposit, trust, or othef financial account or relationship with the
institution.”

38.  Section 522(a) of the GLB Act, 15 U.S.C. § 6822(a), empowers the Commission
to enforce Section 521 of ﬁe GLB Act, 15 U.S.C. § 6821, “in the same manner and with the
same power and authority as the Commission has under the Fair Debt Collection Practices Act
[“FDCPA”] to enforce qompliance with sﬁch Act.” Section 814 of the FDCPA, 15 U.S.C.

§ 1692/(a), provides that “[a]ll of the functions and powers of the Commission under the [FTC
Act] are available to the Commission to enforce compliance” with the FDCPA. Section 814 Qf
the FDCPA also provides that a violation of the FDCPA “shall be deemed an unfair-or deceptive
act or practice in yiolation of” the‘FTC Act. Therefore, violations of Section 521 of the GLB
Act, 15 U.S.C. § 6821, constitute unfair or deceptivé acts or practices in> violation of Section 5(a)
of the FTC Act, 15 U.S.C.§ 45(a).
VIOLATIONS OF THE FTC ACT
COUNT ONE
FALSE AFFILIATION

39. In connection with the solicitation of consumers on the Intémef, Défendant
represents directly or indirectly, expressly or by implicatioﬁ, that the email messages he, or
persons acting on his behalf, send and the web pages he, or péréons acﬁng on his béhalf, operate
on the Internet are sent by, operated by, and/or aumoﬁzéd by the consumers’ Internet service

provider or by the consumers’ online payment service provider.
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40.  Intruth and in fact, the email messages Defendant, or persons acting én his behalf,
send and the.w'eb.pages he, or persons acting on his behalf, operate on the Internet are not sent |
by, operated by, and/or authorized by the consumers’ Internet service provider or by the
consumefs’ online payment service provider.

41. Thereforev, the representations set forth in Paragraph 39 are false and deceptive
and éonstituteci deceptiy'e acts or practices in violation of Section 5(a) of the FTC Act, ‘15 US.C.

§ 45(2).
" COUNT TWO

FALSE CLAIM OF NEED TO PROVIDE INFORMATION

42.. In connection with fhe solicitation of consumeré on the Internet, Defendant
represents directly or indirectly, expressly or by implication, that consumers need to submit
certain personal or financial information to Defendant’s web pages or they risk termination or
cancellation of ‘théir Internet seﬁce accounts or their online paymen;c service accounts.

43.  Intruth and in fact, consumers do not need to provide any information to

| Defendant’s web pages to avoid terminatibp or cancellation of their Internet service accounts or.

their online payment service accounts.

44.  Therefore, the representaﬁons set forth in Paragraph 42 are false and décepﬁve

‘and constitute deceptive acts or practices in violation of Section 5(a) of the FTC Act, 15 U.S.C.

§ 45(a).
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