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Ro.OS 5537Federal Trade Commssion,

Plaitiff

Zachar Keith Hi,

Defendant.

Plaitif the Federal Trade Commssion (' 'FTC'' or "Commssion ), for its Complait

aleges as follows:

The Commssion brigs ths action under Section 13(b) of the Federal Trade

Commssion Act (''FTC Act"), 15 U. C. g 53(b), and Section 522(a) of the Gram-Leach-

Bliey Act ("GLB Act' '), 15 U.S. C. 6822(a), to obtai temporar, preliar, and permanent

injunctive relief, rescission or reformation of contracts, restitution, redress, disgorgement, and

other equitable relief for Defendant' s deceptive and unai acts or practices in violation of

Section 5(a) of the FTGAct, 15 U. C. g 45(a), and Section 521 of the GLB Act, 15 U.

g 6821.

JUSDICTION AN. VENU

Subjectmatter jursdiction is confered upon ths Cour by 15 U. C. 9 45(a),

53(b), 1692/ and 6821 , and 28 U. 9g 1331 , 1337(a), and 1345.
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Venue in the United States Distrct Cour for the Southern Distrct of Texas is

proper under15 U. C. g 53(b) and 28 U.S.C. 9 1391(b).

PLAITIF

Plaintiff, the Federal Trade Commssion, is an independent" agency of the United

States Governent created by statute. 15 U. c. 941 et seq. The Commssion is charged inter

alia with enforcement of Section 5(a) of the FTC Act, 15 U. g 45(a), which prohibits unfair

or deceptive acts or practices in or affecting commerce. The Commssion is also charged, under

Section 522(a) of the GLB Act, 15 U.S.C. g 6822(a), with enforcing Section 5210fthe GLB Act

15 U. C. 9 6821 , which prohibits, among other thgs, any person ftom using false pretenses to

obtai customer inormation of a fiancial intitution ftom a customer. The Commssion is

authorized to intiate federal distrct cour proceedigs, by its own attorneys, to enjoin violations

of the FTC Act and to secure such other equitable relief as may be appropriate. 15 U.

9 53(b).

DEFENDANT

Defendant Zachar Keith Hil, at al ties material to ths Complait, actig alone

or in conjunction with others, has formulated, diected, controlled, or parcipated in the acts and

practices alleged in ths Complait. Defendant Hill tranacts or has tranacted business in the

Southern Distrct of Texas and thoughout the United States.

COMMRCE

At all ties relevant to ths Complait, Defendant Hill has maitaied a

substantial course of trade or business in or affectig coinerce, as "commerce" is defied in

Section 4 of the FTC Act, 15 U. C. ~ 44.
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DEFINITIONS

A "web page" is a single electronic document on the World Wide Web ("Web"

readily viewable ' on a computer by anyone with access to the Web and standard Web browser

softare. Every web page on the Web is identified by a unque global address.

A ''Uniform Resource Locator" or ' 'U'' is the unque global address of a

resource, file, or page on the Web. Each web page has a distict UR, such as

ww.updatecentral.g2gm. com that seres as an Internet address for that web page.

A "browser" is a softare application used to view, downoad, upload, sur or

otherwse access documents on the Web. Browsers read coded documents that reside on servers

and interpret the codig into what users see rendered as a web page on their computer. A user

may retreve and view a web page by enterig the UR of the web page in the address bar of the

browser or by clickig on text in a document that has been coded to lin to the UR assigned to

the web page.

10. 'Unsolicited commercial email" or " spam" means an electronic mail message that

consists of or contais a communcation advertsing, promotig, offerig, or offerig to sell any

oduct or service, or solicitig for consumers ' personal or fiancialinoimation; and that is not

requested by the addressee or recipient or sent pursuant to a pre-existig business or personal

relationship between the sender and the addressee or recipient of the email.

DEFENDAN' S. BUSINSS. PRACTICES

11. Begig at least as early as July 2002, Defendant ' or persons actig on his

behalf, began sendig to consumers unsolicited commercial email messages ("spam ) that

purorted to beftom the consumers ' Internet servce provider, America Onine ("AOL"), or the
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consumers ' online payment servce provider, Paypal? Inc. ("Paypal"). Ths scheme trcked

consumers into divulgig personal and fiancial inormation, including credit card and ban

account inonnation.

AOL PHISHIG SPAM

12. Defendant, or persons actig on his behalf, sends spam messages to United

States consumers stating that the consumers need to update or COlTect the biling inormation on

the consumers ' AOLaccounts.

13. Defendant' s spam lists a "From" email address that includes the terms

customer servce

" "

account servces

" "

billig center " or "account deparent."

14. Defendat' s spam includes a subject line that states "AOL Billig ElTor Please

Read Enclosed Email

" '

'Please Update Account Inonnation Urgent!

" "

Account Servces " or

AOL Billg Deparent Assistant."

15. Defendant' s spam states that if the consumers do not respond by providig their

billig inonnation, they risk possible termation or cancellation of their AOL accounts. For

example, one version of the spam includes the foilowig statement:

It is with regret, that we mustinonn you today of your accounts (sic 

pendig billg serces. Ths problem is. in par, (sic) due to

techncal diculties in our domai serers and is being COlTected to

maitai qualty servce for your enjoyment."

Another one of Defendant' s spam messages states:

. ... we have to ask all our members for updated/colTect billig

inonnation. Please be advised that ths is mandatory. Ifwe do not get
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your updated biling information, your account will be revoked and put

under review and may be cancelled.

A tre and correct copy of one of Defendant' s spam messages is attached hereto as Attachment

A. (Consumer email addresses have been redacted.

16. Defendant' s spam contais highghted text labeled ' 'Billig Servce " or

Onle Biling Site " which fuctions as a hyperli. The spam diects consumers to click on

the highighted text li. When consumers click on the li their browser softare diects them

to a web pa$e, posted 0;0 the Intemetby Defendant, or persons actig on his behalf, that purorts

to be AOL' s Billig Center web page. A tre and correct copy of one of these web pages is

attached hereto as Attachment B.

17. The web pages reached via the hyperlis in Defendant's spam tyically conta

the headig "AOL Billig Center " and include AOL' s servce marks and logos as well as live

lis to real AOL web pages. These servce marks, logos, and lis fuer deceive consumers

into believing that Defendant' s solicitations are legitiate. Defendant's web pages reiterate the

message ftom the spam regardig the need to provide the consumers ' AOL account billig

inormation. Defendant's web pages stat that the consumers ' old credit card numbers have

failed authoriation and ask the consumers for new credit card inormation. Defendant's web

pages fuer state at if new inormation is not provided by the end of the day, the consumers

accounts will be cancelled.

18. Defendant' s web pages ask consumers to tye in the credit card numbers curently

usedto pay for-their AOL servce andto enter new card'numbers. Defendant' s web pages ask for

other personal and fiancial inonnation,includig in many intances such thgs as the
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consumers ' names , consumers ' mother s maiden names, biling addresses, social securty

numbers, dates of bir, ban names, ban telephone numbers, ban account numbers, ban

routing numbers, credit card lits, personal identification numbers ("PIN numbers ), and the

thee-digit card verification numbers on the back of credit and debit cards ("CID/CYV /ISC

numbers ). Defendant's web pages fuer instrct consumers to validate their AOL accounts to

ensure they are ''te rightful owner(sJ" by enterig their AOL screen names and passwords.

19. Afer consumers fill in the inormation requested on Defendant' s web pages, they

are diected to click on Submit" buttons located near the bottom of the pages. The web pages

assure consumers that their data wil be sent "encryted using AOL' s SSL securty.

20. Numerous consumers thoughout the United States relyig on Defendat'

representations have submitted their personal and fiancial data to Defendant, or persons actig

on his behalf, via Defendant' s web pages.

21. The inormation consumers submit to Defendant' s web pages is not transmitted to

AOL or any authoried affiliate or agent of AOL. Furer, the inormation is neither encryted

nor tranmitted securely via the Internet. Rather, Defendat, or persons acting on his behalf

receive . consumers ' personal and fiancial inormation via plai text email messages generated as

a result of the programg code, often referred to as Hyperext Markup Language or "HTM"

code contaied in Defendat' s web pages.

22. Defendant obtain personal and fiancial inormation, includig credit card, debit

card, and ban account inormation, ftom consumers who submit inormation to Defendat'

web pages by accessing the resultig email messages. 

23. Defendant, or persons actig on his behal, use the inormation that consumers
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submit to his web pages to place orders and make purchases of goods or serices by providig

the consumers ' credit card, debit card , and/or ban account inormation to pay for the purchases

without the consumers ' knowledge or authoriation.

24. Defendant, or persons actig on his behalf, use the inormation that consumers

submit to his web pages to establish new accounts with onle merchants or to establish new

credit card accounts with credit card companes without the consumers ' authorization. In some

instances, Defendant, or persons actig on his behalf, use the inormation that consumers submit

to make unauthoried. changes to the consumers ' accounts , such as changig the mailig

addresses for the account statements.

25. In some instances, Defendant, or persons acting on his behalf use the consumers

AOL user names and passwords to log into the consumers ' AOL email accounts without their

authoriation to use consumers ' Internet accounts.

PAYPAL PHISHIG SPAM

26. Defendant, or persons actig on his behalf, send spam messages purortg to be

ftom PayPal to consumers statig that the consumers need to enter certain inormation to

maitai their Paypal accounts. For example, one version of Defendant' s spam includes the

following statement:

Dear Paypal Member. . . . Our System have recently updated and

we scaned our computers for inactive account or accounts that

have not been accessed in the last 2 days. Your account has been

flagged and needs to be reactiva ed or yoUr account may be

cancelled.
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A tre and correct copy of one of Defendant' s spam messages is attached hereto as Attachment

C. (Consumer email addresses p.ave been redacted.

27. Defendant' s spam contai highghted text labeled "Onle Re-activation Site

which fuctions as a hyperli. The spam directs consumers to click on the highghted text lin.

When consumers click on the li, their browser softare diects them to a web page, posted on

the Internet by Defendant, or persons actig on his behalf A tre and correct copy of one of

these web pages is attached hereto as Attachment D.

28. The web pages reached via the hyperlis in Defendant's spam tyically contai

the headig "Paypal " and include Paypal' s serce mark and logo as well as live lis to real

Paypalweb pages. The servce mark, logo, and li fuer deceive consumers into believig

that Defendant' s requests for fuormation are legitiate.

29. Defendant' s web pages diect registered users to login by enterig their email

addresses and passwords. Afer consumers fill in the inormation requested on Defendant' s web

pages, they are diected to click on "Sign In" buttons located near the bottom of the pages.

30. Numerous consumers who have receivedDefendant' s spam messages, that

purQrt to be from Paypal, have clicked on the li to Defendant's web pages and entered their

Paypal email addresses and passwords.

31. The email addresses and Paypal passwords that consumers submit to Defendant'

webpages are not transmitted to Paypal, or any authoried afliate or agent of PaypaL Rather

the consumers ' email addresses and passwords are transmitted to emai accounts accessed 

Defendant, or persons actig on his behal.
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32. Defendant, or persons actig on his behalf, obtai the email addresses and Paypal

passwords that consumers submit to .his web pages.

33. Defendant, or persons actig on his behalf, use consumers ' email addresses

which fuction as user names on Paypal,. in conjunction with the consumers ' Paypal passwords

without their permssion to access the consumers ' Paypal accounts and to purchase goods or

servces on those Paypal accounts.

THE FTC ACT

34. Section 5 (a) of the FTC Act, 15 D. C. g 45(a), prohibits unai or deceptive acts

or practices affecting commerce. Misrepresentations or omissions of material fact constitute

deceptive acts or practices pursuant to Section 5(a) of the FTC Act. Under Section 5(n) of the

FTC Act, an act or practice is unai if it causes or is liely to cause substantial injur to

consUmers that is not outweighed by countervailing benefits to consumers or to competition and

that is not reasonably avoidable by consumers. 15U. C. g 45(n).

35. Section 521 of the GLB Act, 15 U. C. g 6821 , became effective on November

, 1999, and has since remaied in ful force and effect. Section 521(a) of the GLB Act, 15

C. g 6821(a), prohibits any person ftom obtaig or attemptig to obtai "customer

inormation ofa fiancial institution relatig to another person. .. (2) by makg a false

fictitious, or ftaudulent statement or representation to a customer of afiancial institution.

36. Section 527(2) oftheGLB Act, 15 U.S.C. 9 6827(2), defies customer

information of a financial institution as "any inormation maitained by or for a fiancial

intitution which is derived ftom the relationship between the fiancial intitution and a customer

of the fiancial intitution and is identified with the custoIIer.
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37. Section 527(4) of the GLB Act, 15 U.S.C. 96827(4), generally defies the term

. financial institution as "any institution engaged in the business of providig fiancial serces to

customers who maintai a credit, deposit, trst, or other fmancial account or relationship with the

institution. "

38. Section 522(a) of the GLB Act, 15 U. C. 9 6822(a), empowers the Commssion

to enforce Section 521 of the GLB Act, 15 U. 9 6821; "in the same maner and with the

same power and authority as the Commssion has under the Fai Debt Collection Practices Act

FDCPA") to enforce c,ompliance with such Act." Section 814 of the FDCPA, 15 U.

16921(a), provides that "(a)ll of the :fctions and powers of the Commssion under the (FTC

Act) are available to the Commssion to enforce compliance" with the FDCPA. Section 814 of

the FDCP A also provides that a violation of the FDCP A "shal be deemed an unai or deceptive

act or practice in violation of' the FTC Act. Therefore , violations of Section 521 of the GLB

Act, 15 U. 9 6821 , constitute unai or deceptive acts or practices in violation of Section 5(a)

of the FTC Act, 15 U. g 45(a).

VIOLATIONS OF THE FTC ACT

COUNT ONE

FALSE, AFLIATION

39. In connection with the solicitation of consumers on the Internet, Defendant

represents diectly or indiectly, expressly or by implication, that the email messages he, or

persons actig on his behal send and the web pages he, or persons actig on his behalf, operate

on the Internet are sent by, operated by, and/or authori d by the consumers ' Internet servce

provider or by the consumers ' onle payment servce provider.

Page 10 of 15



40. In trth and in fact, the email messages Defendant, or persons acting on his behalf

, .

send and the web pages he, or persons actig on his behalf, operate on the Internet are not sent

by, operated by, and/or authoried by the consumers' Internet servce provider or by the

consumers ' online payment serce provider.

41. Therefore, the representations set forth in Paragraph 39 are false and deceptive

and constituted deceptive acts or practices in violation of Section 5(a) of the FTC Act, 15 U.

45(a).

COUNT TWO

FALSE CLAI OF NEED TO PROVIE INORMTION

42. In connection with the solicitation of consumers on the Internet, Defendant

represents diectly or indiectly, expressly or by implication, that consumers need to submit

certai personal or fiancial inormation to Defendant's web pages or they risk termation or

cancellation of their Internet servce accounts or their onle payment servce accounts.

43. In trth and in fact, consumers do not need to provide any inormation to

Defendant's web pages to avoid termation or cancellation oftheir Internet servce accounts or

their onle payment serce accounts.

44. Therefore, the representations set fort in Paragraph 42 are false and deceptive

and constitute deceptive acts or practices in violation of Section 5(a) of the FTC Act, 15 U.

g 45(a).
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COUNT THREE

UNAI USE OF CONSUMRS' INORMTION

45. In connection with the solicitation of consumers on the Internet, Defendant, or

persons actig on his behalf , use the credit cards, debit cards, or other personal or fiancial

inormation that consumers submit to Defendant' s web pages to payfor goods or servces

without the consumers' consent.

46. Defendant's practices as set fort in Paragraph 45 cause substantial injur to

consumers that is not ou.tweighed by counterailig benefits to consumers or to competiti()n and

that is not reasonably avoidable by consumers.

47. Defendant's practices as alleged in Paragraph 45 ate unai practices in violation

of Section 5 (a) of the FTC Act, 15 u.S.c. 945(a).

COUN FOUR

DECEPTIV PRETEXTING OF FIANCIA INORMTION

48. In connection with the sendig ofspam messages and the operation of web pages

Defendant induces consumers to divuge their personal fmancial inormation by representig

that:

Defendant's spam messages and associated web pages are sent by,

operated by, or authoried by the consumers ' Internet serce provider or by the consumers

onle payment servce provider; or

Consumers need to submit certai inormation to Defendant' s web pages

or they risk tennation or cancellation of their Internefservce accounts or their onle payment

serce accounts.
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