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AWRENCE HODAPP
TEPHEN L. COHEN
ederal Trade Commission
0 Pennsylvama Avenue, NW H—238
ashington, DC 2058
h. (20; 326 3105; 326-3222; fax (202) 326-3395

LAINE T. WELSH

ssistant United States Attorney

ar No. 4790

33 Las Vegas Blvd South Suite 5000
as Ve

h. (70%) 388- 6336 fax (702) 388-6787

Attomneys for Plaintiff

UNITED STATES DISTRICT COURT
DISTRICT OF NEVADA

Federal Trade Commission,

Plaintiff,

V.
Global Net Solutions, Inc., a Nevada corporation;
Global Net Ventures, Ltd., a United I(ingdom company;
Wedlake, Ltd., a corporation;
Open Space Enterprises, Inc., a Nevada corporation;
Southlake Group, Inc., a Nevada corporation;

WTFRC, Inc., a Nevada corporatlon doing business as
Reflected Networks Inc.

Dustin Hamilton, 1nd1v1dually and as an ofﬁcer or director
of Global Net Solutlons Inc., Global Net Ventures, Ltd.,
and WTFRC, Inc.

Tobin Banks, md1v1dually and as director of Open Space
Enterprises, Inc.;

Gregory Hamilton, md1v1dua11y and as an officer and
director of Southlake Group, Inc.;

Philip Doroff, individually and as an officer of Reflected
Networks, Inc now renamed WFTRC, Inc.; and

Paul Rose, individually;
Defendants.
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25 lrestraining order. Fed. R. Civ. P. 65(c).

26
27
28

Plaintiff, the Federal Trade Commission (“Commission”), having filed its complaint fora

ermanent injunction and other relief in this matter, pursuant to Sections 13(b) and 19 of the
ederal Trade Commission Act (“FTC Act”), 15 U.S.C. §§ 53(b) & 57b, and Section 7(a) of the
ontrolling the Assault of Non-Solicited Poinography and Marketing Act of 2003 (“CAN-SPAM”
r the CAN-SPAM Act), 15 U.S.C. § 7706(a), and having moved ex parte for a Temporary
| estraining Order pursuant to Rule 65 of the Federal Rules of Civil Procedure, Fed. R. Civ. P. 65, |
and fhe Court having considered the complaint, declarations, exhibits, and memorandum of law
ﬁled. in support thereof, and now being advised in the premises finds that: |
RE "This Court has jurisdiction over the subject matter of this case and there is good
lcause to believe 1t will have jurisdiction over all parties hereto; ‘ |
2. There is good cause to belliew./e‘ that the defendants have engaged and are likely to
ngage in acts and practices that violate Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), Sections
(2) and (d) of CAN-SPAM, 15 U.S.C. § 7704(a), (d), and the FTC’s Adult Labeling Rule,
16 C.F.R. Paﬁ 316.1, and that the Comimission is thérefore likely to pfévail on the merits of this
ction; ' '
3. There is good cause to believe that immediate and irreparable damage to the Court’s’
bility to grant effective final relief in the form of rédress or disgorgement will occur from the sale,
ansfer, or other disposition or concealment by defendants of their assets or records unless said

efendants are immediately restrained and enjoined by Order of this Court. There is thus good

ause for relieving the plaintiff of the duty to provide defendants with prior notice of the plaintiff’s
otion;l , _ | '
4. Weighing the equities and considering the plaintiff’s likelihood of ultimate sucéess,
temporary restraining order with equitable relief is in the public interest; and |

. 5. No security is required of any agency of the United States for issuance of a
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identical copy is a separate document within the meaning of the term. Any document provided by

ORDER
Definitions

1. “Affirmative consent” to receipt of a commercial email message means that:

a. the reéipieﬁt expressly consented to receive the message, either in response
to a clear and conspicuous request for such consent or at the recipient’s own
initiative, and -

b. if the message is from a party other than the party to which the recipient
communicated such consent, the recipient was given clear and conspicuous
notice at the time the consent was communicated that the recipienf’s
electronic mail address could be transferred to such other party for the
purpose of initiating commercial electronic mail messages. 15 US.C.

§ 7702(1). | " |

2. “Assets” mean any legal or equitable interest in, Tight to, or claim to, any real and
ersonal property, including without limitatibn, chattels, goods, instruments, equipment, ﬁxtures,
eneral intangibles, leaseholds, mail or other deliveries, ihvéntory, checks, notes, accounts, credits,
ontracts, receivables, shares of stock, bonds, and all cash, wherever located.

3. “Commercial electronic mail message” (or “commercial email”) means any electronic

ail message the primary purpose of which is the commercial advertisement or promotion of a
ommercial product or service (including the content on an Iﬁternet website operéted for
ommercial purposes). 15U.S.C. § ‘7702(2). 4 A

4. “Defendants” means the GNS defendants, and Paul Rose, or each of them.

5. “Document” is synonymous in meaning and equal in-scope to the usage of the term in
ederal Rule of Civil Procedure 34(a), and includes writings, drawings, graphs, charts,
hotographs, audio and video recordings, computer records including email, ICQ, or other
lectronic communications, and other data compilations from Whiéh information can be obtained

d translated, if necessary, through detection devices into reasonably usable form. A draft or non-
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ne party to another pursuant to this Order shall be provided in a format that is accessible to the
Eeceiving party.
6. “Electronic mail address” (or “email address™) means a destination, commonly
Xpressed as a string of characters, consistiﬁg of a unique user name or mailbéx (commonly
[eferred to as the “local part™) and a reference to an Internet domain (commonly referred to as the
“‘domain part”), Whether or not displayed, to which an elecﬁonic mail message can be sent or
Welivered. 15 U.S.C. § 7702(5). |
7. “Electronic mail message” (or “email”) nﬂeans a message sent to a unique electronic
Imail address. 15 U.S.C. § 7702(6).
| 8. “GNS defendants” means Global Net Solutibns, Inc., Global Net Ventures, Ltd.,
'Wedlake, Ltd., Open Space Enterprises Inc., Soﬁthlaké Group, Inc., WTFRC, Inc., doing business
s Reflected Networks, Inc., Dustin Hamilton, Tobin Banks, Gregory Hamilton, and Ph111p Doroff,
Er each of them.
9. “Header information” means ‘the source, destination, and routing information attached
to an electronic mail message, including the originating domaih name and originating electronic
ail address, and any other information that appears in the line identifying, or purportmg to
identify, a person mltlatmo the message. 15 U.S.C. § 7702(8).

10. “Initiate,” when used with respect to a commercial email message, means to originate

r transmit such message or to procure the origination or transmission of such message. 15 U.S.C.
§ 7702(9). |
11. “Procure,” when used with respect to the initiation of a commercial email message,
eans intentionally to pay or provide lother consideration to, or induce, another person to initiate
uch a rhessage on one’s behalf. 15 U.S.C. § 7702(12). |
12. “Sender” means a person who initiates a commercial electronic mail message and
whose product, service, or Internet website is advertised or promoted by the message.
15 U.S.C. § 7702(16).
13. “Sexually oriented material”® means any material that depicts sexually-explicit

kconduct as that term is defined in 18 U.S.C. § 2256, unless the depiction constitutes a small and
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i signiﬁcént part of the Whole, the remainder of which is not primarily devoted to sexual matters.
15 U.S.C. § 7704(d)(4). Sexually-explicit conduct is defined by 18 U.S.C. § 2256 to mean actual
r simulated:
a sexual intercourse, including genital-genital, oral-genital, anal-genital, or
oral-anal, whether between persons of the same or opposite sex;

b. bestiality;

¢.  masturbation;

d. sadistic or masochistic abuse; or

e lascivious exhibition of the genitals or pubic area 6f any person.

Prohibition Against Violating the Adult Labeling Rule

ITIS THEREFORE ORDERED that defendants and their officers, agents, servanté,
fmployees, and attdmeys, and those persons in active concert or participation with them who
receive actual notice of this Order by personal service or otherwise, are temporarily restrained and - |

enjoined from initiating the transmission of a commercial email that includes sexually oriented

rmaterialz

A. That does not contain the phrase “SEXUALLY-EXPLICIT: ” as the first nineteén
(19) characters at the beginning of the subject line of the message;

B. That includes sexually oriented materials within the subject line of the message;

C. That includes sexually oriented materials within the content of the message that is

initially viewable by the recipient, when the message is opened by the recipient and
absent any further action by the recipient; and ,

D.  That does not contain only the following information within the content of the
message that is initially viewable by the recipient, when the inessage is opened by

the recipient and absent any further action By the recipient:

L. the phrase “SEXUALLY-EXPLICIT: ” in a clear and conspicuous manner;
2. clear and conspicuous notice that the message is an advertisement or
solicitation,
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3. clear and conspicuous notice of the opportunity of a recipient to decline to
receive further commercial email messages ﬁom the defendants;
4. a functioning return email address or other Internet-based mechanism, clearly
and conspicuously di_Splayed, that (i) a recipient may use to submit, in a
manner specified in the message, a reply email meSsage or other form of
. Internet-based communication requesting not to receive future commercial
. ‘email méssages from that Vsender at the email address where the message was
received; and (ii) that remains capable of receiving such messages or
communications for no less than 30 days after the transmission of the
original message; and , |
5. clearand conspi'cu‘ous displéy of a valid physical postal address of a
- defendant who initiated the message.
Provided, however, that the requirements of this Part do not apply to commercial emails
fransnﬁitted only to pérsons who have givén prior affirmative consent to receipt of the niessage and
for whom defendzint_s maintain the records and follow the procédures set forth in Part V of this
rder. The inapplicability of this Part to persons who have given prior affirmative consent does not
bviate the requirement to include the information épeciﬁed in Part IIT of this Order in commercial
mails transmitted to such persons, although it is not required that the information be provided in

he initially viewable area as specified in Paragraph D.(3)~(5) above.
Prohibitions Aga’in% Misrepresentations

IT IS FURTHER ORDERED that defendants and their officers, agents, servants,

mployees, and attorneys, and those persons in active concert or participation with them who
eceive actual notice of this Order by personal service or otherwise, are temporarily restrained and
njoined from initiating the transmission of a commercial emiail that is false or misleading,
including but not limited to a commercial email:
A. That contains, or is accompanied by, header information that includes a nonexistent

email address or domain name, an email address or domain name used without the

1
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permission of its owner, or an email address or domain name obtained by means of

. false or frandulent representations, or header information that is otherwise false or’

misleading;
B. That contains, or is accompanied by, a subject header that is false or misleading; or
C. That misrepresents that any product, service, or Internet website is free. -

~ Prohibitions Against Failing to Include An
Opt-Out Mechanism, OﬁceI,IEil.]d a Physical Postal Address
IT IS FURTHER ORDERED that defendants and their officers, agents, servants,
mployees, and attorneys, and those persons in active concert or participation with them who
eceive actual notice of this Order by personal service or otherwise, are temporarily restrained and
1j oined from initiating the transmission of a commercial email:

A. That does not contain a functioning return email address or other Internet-based
mechanism, clearly and conspicuously displayed, that:

1. a recipient may use to submit, in a manner speciﬁed in the message, a reply '
email message or other form of Internet-based communication requesting not
to receive future commercial email.nﬁessages from the sender of the message
at the email address where the message was received; and |

2. that remains capable of receiving such messages or communications for no
less than 30 days after the transmission of the original message;

B. That does not contain a clear and conspicuoué notice of a recipient's opportunity to
decline to receive further commercial email messages from the sender of the
message; and |

C.  That does not contain clear and conspicuous display of a valid physical postal

address of the sender of the message.
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Prohibition Against Failing to Identify an
Email Message as an Advertisement or Solicitation

IT IS FURTHER ORDERED that.defeﬁdants and their officers, agents, servants,

mployees, and attorneys, and those persons in active concert or participation with them who
eceive actual notice of this Order by personal service or otherwise, are temporarily restrained and
njoined from initiafing the transmission of a commercial éniail that fails to provide clear and
onspicuous identification that the message is an advertisement or solicitation.

"~ Provided, however, that the requirements of this Part do not apply to commercial emails
transmitted only to persons who have given prior afﬁrmatjve consent to receipt of the message and

for whom defendants maintain the records and follow the procedures set forth in Part V of this

iOrder.

Requirements for Honoring Opt-Out Requests and Updating
Mailing Lists and Affirmative Consent Lists

IT IS FURTHER ORDERED that defendants and their offi cers, agents, servants,

employees, and attorneys, and those persons in active concert or participation with them who

receive actual notice of this Order by personal service or otherwise, are temporarily restrained and

fenjoined from:

A. Failing to entef into a written agreement between the GNS defendants and each
person who initiates commercial email.promoting the products, servi.ces, or Internet
websites of the GNS defendants; selects email addresses to be sent such email; or
maintains evidence of a recipienf’s‘ prior afﬁnnatiife consent to receive such email,
which: '

1. specifies that the GNS defendants are the sender of any commercijal email
that promotes their products, services, or Internet websites;
2. allocates responsibility between that person and the GNS defendants to

ensure that requests not to receive future commercial email from that sender

Page 8 of 18
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- specifies that any email address that is'the subject of a request not to receive

Initiating the transmission to an email address of any commercial email promoting a
product, service, or Internet website of a sender more than 10 business days after
receipt of an opt-out request, unless the recipient makes a subsequent affirmative
consent to receipt of commercial emails from the sender; |
Faiiing, within 10 business'days of an opt-out request, to provide the opt-out request

to any person who:

at that email address (an “opt-out request”) are honored, and mailing lists .
and prior affirmative consent lists are updated as required by this Order; -
identifies the GNS defendants’ principal place of 'business and specifies that
address as fhe physical postal address that the GNS defendants require in all
commercial emails initiated on their behalf; .
specifies a unique method to identify any commercial email for Whiéh that

person is an initiator;

future commercial email from the GNS defendants will be removed from all
mailing liéts and affirmative consent lists of that person within ten (10)
business days after the request is made; |

identifies the namé, address, and telephone numbér of each individual.and
business entity that has access to any opt-out request;

for each individual idéntiﬁed in Paragraph A.6 who resides in the United
States, includes a photocopy of thé driver’s license or other State
identification card for such person, an express agreement to comply with this
Order, and an gcknowledgment of receipt of this Order; and

for each individual identified in Paragraph A.6 who resides outside of the
United States, includes a form of governmental identification fér such
person, an cxﬁress agreement to comply with this Order, and an

acknowledgment of receipt of this Order;

initiates commercial email on behalf of the GNS defendants;
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2. selects the addresses of email recipients who receive emails promoting the
products, services, or Internet websites of the GNS defendants; or

3. maintains evidence of affirmative consent by email recipients to receipt of
emails from the GNS defendants;

unless the person who would receive such information has failed to comply with

Paragraph A or defendants are barred .from business transactions with such person

under. Paragraphb E;

D. Selling, leasing, exchanging, or otherwise transferring or releasing any email address
obtained pursuant to Paragraphs B or C for any purpose other than compliance with
this Order or other provision of law; or

E. Engaging in ahy business ‘transacﬁon with any person identified in Paragraph A after
defendanté aéqujre information alleging or showing a violation of any part of this »
Order by that person, unless defendants acquire evidence showing that a violation
did not occur or that the préctices that led to an alleged or actual violation have been
changed to make a similar, future violation unlikely. |

Asset Freeze
| V1.

IT IS FURTHER ORDERED that defendants and their officers, agents, servants,’
mployees, and attorneys, and those persons in active concert or participation with them who
eceive actual notice of this Order by personal service or otherwise, are temporarily restrained and
njoined from:

A. Transferring, endumbeﬁng, selling, concealing, pledging, hypothecating, assigﬁing,

| spending, withdrawing, disbursing, conveying, giﬁing, dissipating, or otherwise |

disposing of any funds, property, coins, lists of consumer names, shares of stock, or
- other assets, wherever located, that, are:
1. owned or controlled by any defendant in whole or in part;

2. in the actual or constructive possession of any defendant;
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3. held by an agent of any defendant as a retainer for the agent's provision of
services to defendants; or
4. owned, controlled by, or in the actual or constructive posseséion of, or
otherwise held for the benefit of, any cofporation, partnership, or other entity
directly or indirectly owned, managed, or controlled by any defendant;
B. Opening or causing to be opened any safe deposit boxes titled in the name of any
defendant or subject to access by any defendant; or
C. Incurring charges or cash advances on any credit or debit pard issued in the name,
singly or jointly, of any defendant, or any corporation, partnership, or other entity
~ directly or indirectly ownéd, managed, or controlled by any defendant. -

The assets affected by this Part shall include both existing assets and assets acquired afier the

lleffective date of the Order, including, without linitation, those acquired by loan or gift, and éssets

in the form of retainers paid to any defendant as compensation for the provision of services by any
efendant. Defendants Dustin Hamilton, Tobin Banks, Gregory Hamilton, Philip Doroff, and Paul '
ose, or any third party holding assets for the benefit of defendants Dustin Hamilton, Tobin Banks,
regory Hamilton, Philip Doroff, and Paul Rose, shall hold all assets, including, without limitation,

payments, loans and gifts, received aﬁer service of this Order, and must deposit payments received

into a domestic account at a financial institution in Clark County, Nevada that is titled in the name
f defendant Dustin Hamilton, Tobin Banks, Gregory Hamilton, Philip Doroff, or Paﬁl Rose, and is

esignated by pﬁor written notice to counsel for the Commission. Each business entity owned,

anaged or controlled by Dustin Hamilton, Tobin Barks, Gregory Hamilton, Philip Doroff, or Paul |
ose, other than Global Net Solutions, Inc., Global Net Ventures, Ltd., Wedlake, Ltd., Open Space
Enterprises, Inc., Southlake Group, Inc., WIFRC, Inc., doing business as Reflected Networks, Inc.,

hall maintain only one such designated domestic account, unless the Commission stipulates
therwise in writing, and it shall be separate from the personal designated accounts of defendant

ustin Hamilton, Tobin Banks, Gregory Hamilton, Philip Doroff, or Paul Rose.
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eceive actual notice of this Order by personal service or otherwise, are temporarily restrained and
njoined from: '

A,

ITIS FURTHER ORDERED that within five (5) business days following service of this
IOrder, each defendant shall: '
A.

 of the United States held: (1) by any defendant; (2) for any defendant's benefit; or (3)

IT IS FURTHER ORDERED that defendants and their officers, agents, servants,

mployees, and attorneys, and those persons in active concert or participation with them who

Repatriation of Assets
VIIL.

Repatriate fo the United States all funds or assets in foreign countries held (1) by any

defendant; (2) for any defendant's benefit; or (3) under any defendant's direct or

indirect control;- | '

On the same business day as aily repatriation under Paragraph A above,

1. notify plaintiff of the name and location of the financial institution or other
entity that is the recipient of such funds or assets; and

2. . serve a éopy of this Order on any such financial institution or other entity;

Provide plaintiff with a full accounting of all funds and assets outside of the territory

under any defendant's direct or indirect control; and _
Hold and retain all repatriated funds and assets and prevent any transfer, disposition,

or dissipation whatsoever of any such funds or assets.

Recordkeepi{lf Requirements
I

Failing to create and maintain books, records, accounts, and data which, in
reasonable detail, accurately, fairly, and completely reflect the defendants’ incomes, |
disbursements, tranéactions, and use of monies; and

Destroying, érasing, mutilating, concealing, altering, transferring, or 6therwise
disposing of, in any manner, directly or indirectly, any contracts, accounting data,

correspondence, advertisements, computer hard drives, computer tapes, discs, or
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_notes, telephone logs, telephone scripts, receipt books, ledgers, personal and business

IT IS FURTHER ORDERED that defendants and their officers, agents, servants,

mployees, and attorneys, and those persons in active concert or participation with them who
[eceive actual notice of this Order by personal service or otherwise, are'temporarily restrained and
enjoined from failing to prepare and deli'ver to counsel for the Commissioﬁ at the address giVen in
Part XV of this Order no less than forty—elght (48) hours prior to the preliminary m_]unctlon hearing
in this action, but in no event later than ten (10) business days after service of this Order:

A,

on behalf of any defendant, provided mailing lists or addresses of email recipients

other computer data storage media, books, written or printed records, handwritten

canceled checks and check registers, bank statements, appointment books, copies of
federal, state or local business or personal income or property tax returns, and other
documents or records of any kind which relate to their business practices or busmess

or personal finances of the defendants.

Reporting %gquirements

A completed and signed individual or busmess financial form for each defendant, on
the appropriate form appended as either Attachment A or Attachment B to this
Order;

For all affiliates of any defendant and any person who has initiated commercial email o

used to initiate emails on behalf of any defendant', or maintained evi'delnce of

affirmative consent by email recipients to receipt of emails from any defendant, since]

January 1, 2004:

1. all available information to identify such person, including but not limited to
name, address, telephone number, email address, affiliate identifying codes,
credit card or bank account numbers, wire transfer or other payment
nstructions, social security numbers, or any website or Internet domain

known to be used by such person;
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2. a complete and accurate accounting of the dates, purpose, and amounts of all

1
2 payments to such person, monies owed to or due from such person, and any
3 document accounting for debits or credits between such persbn and any
.4 defendant; '
5 3 a copy of all contracts or other agreements between such person and any
6| - defendant, whether in writing or in electronic form; and
7 4. . acopy of any document exchanged between such person and any defendant
8 that allocates responsibility br discusses in any way compliance with the
9 CAN-SPAM Act;
10 C Any complaint, whether in writing or in electronic form, concerning commercial
11 email that proinotes defendants’ products, services, or Internet websites, or
12 concerning any person identified in Paragraph B;
13 D A complete and accurate list of all Internet domains, Internet Protocol addresses, and
14 websites owned or regi’stell'ed by each defendant or on which each defendant has
15 posted any webpages or other content since J anﬁary 1, 2004, ahd the name and other |
16 identifying br payment information used by the defendant to own, register; or posf
17 content on such domain, address, or‘website; arid
18 E A complete and accurate list of all email addresses obtained or used by each
19 defendant since January 1, 2004, and the name and other identifying or payment
20 information used by the defendant to obtain or use such email addresses.
21 , :
- Immediate Access to Defen;l(z.mts’ Premises and Records
23 IT IS FURTHER ORDERED that defendants shall allow plaintiff’s representatives

[\
S

immediate access to the business premises, mail drops, storage facilities, and all other busix_less
25 |llocations owned, controlled, or used by any defendant, including, but not lhm'ted to, 7311 S. Eastern|
26 [(Avenue, #281, 6330 South Pecos Road, Suite 100, and 6363 South Pecos Road, Las Vegas, Nevada,
27 Jlor any other location from which any corporate defendant conducts business. The purpose of the

28 [@mccess shall be to effect service and to inspect and copy correspondence, emails, financial data, or
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y other‘ document concerning defendants’ assets, affiliate program, or transactions with any persor
identified in Part IX, Paragraph D of this Order. Plaintiff shall have the right to remove documents
om the premises of any defendant in order that they may be inspected, inventoried, and copied.
laintiff shall return any such removed documents to such defendant within three (3) business days, |
r such time-period as is agreed upon by plaintiff and such defendant. Defendants, to the extent
hey are in possession of documents relevant to this action, shall provide plaintiff with any necessary
eans of access to these documents, including, without limitation, keys and combinations to locks,
computer access codes, and storage area access information;

If, at the time of service of this Order, correspondence, email, financial data, or any other

ocument concerning defendants’ assets, affiliate program, or transactions with any person
identified in Part IX, Paragraph B of this Order is located outside of Las Vegas, Nevada, or in the

ersonal residence of defendant Dustin Hamilton, Tdbin Banks, Gregory Hamilton, Philip Dbroff,

r Paul Rose, or at ény other residence in which they have stored such records, then such defendant
shall, within 48 (forty-eight) hours of servicé of this Order, produce such correspondence, email,
financial data, or any other document to plaintiff, at the United States Attorney’s office, 333 Las

\Vegas Blvd. South, Suite 5000, Las Vegas, Nevada.

Duties of Persons Hol}%ilng Defendants’ Assets

IT IS FURTHER ORDERED that pending determinatibn of the plaintiff's request for a

reliminary injunction, any financial or brokerage institution, business entity, or person that holds,
ontrols, or maintains custody of any account or asset of any defendant, or has held, controlled, or
aintained custody of any account or asset of any defendant at any time since January 1, 2004,
hall: |
A. Prohibit any defendant from withdrawing, removing, assigning, transferring,
pledging, encumbering, diébursing, dissipéting, converting, selling, or otherwise
disposing of any such asset except as directed by further order of the Court;
B. Deny the defendants access to any safe deposit box that is:
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1. titled in the name of any defendant, either individually or jointly; or
2. otherwise subject to access by any defendant;
Provide counsel for the Commission, within five (5) business days of receiving a
copy of this Order, a swom Statemént setting forth:
1. the identification number of each such account or asset titled in the name,
. individually or jointly, of any of the defendants, or held on behalf of, or for
. ‘the beneﬁt of, any of the defendants; 7
2. the balance of each such account, or a description of the nature and value of
such asset as of the close of business on the day on which this Order is
served, and, if the account or other asset has been closed or removed, the date
closed or removéd, the total funds removed in order to close the account, and
- the name of the person or entity to whom such account or other asset was

remitted; and

Gl

the identification of any safe deposit box that is either titled in the name,
individually or jointly, of any defendant; or is otherwise subject to access by
any defendant; and

Upon the request by the Commission, promptly provide the Commission with copies
of all records or other documentation pertaining to such account or asset, including
but not limited to originals or copies of account applications, account statements,
signa’fure cards, cheéks, drafts, deposit tickets, transfers to and from the accounts, all
other debit and credit instruments or slips, currency transaction reports, 1099 forms, |
and safe deposit box lo»gs.- Any such financial institution, account custodian, or other
aforementioned entity may arrange for the Commission to obtain copies of any such
records which the Commission seeks, provided that such institution or custodian may

charge a reasonable fee not to exceed fifteen cents per page copied. -
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Credit Reports
XIL.

IT IS FURTHER ORDERED that plaintiff Commission may obtain credit reports
concerning any defendant, pursuant to Section 604(1) of the Fair Credit Reporting Act, 15 U.S.C.
§ 1681b(1), and that upon written request, any credit reporting agency from which such reports are . | -

requested shall provide them to plaintiff Commission.

Distribution of Order by Defendants
XII1.

IT IS FURTHER ORDERED that defendants shall immediately provide a copy of this
rder to each affiliate, subsidiary, division, succéssor, assign, qfﬁcer, director, employee,
Eldebendent contractor, webmaster, agent, attornéy, and representative of any defendant, and shall,
within ten (10) days from the date of entry of this Order, pfovide the Commission with a sworn
[tatement that defendants have complied with this provision of the Order, which statement shall

nclude the names and addresses of each such person or entity who received a copy of the Order.
Service of Order

IT IS FURTHER ORDERED that copies of this Order may be served by any means,
including facsimile transmission or electronic mail, upon any entity or person that may have
ossession, custody, or control of any documents of the defendants, or that may be subject to any

rovision of this Order.

Corréspondence Withx‘;;nd Notice to Plaintiff

IT IS FURTHER ORDERED that for the purposés of this Order, all correspondence and |
ipleadings to the Commission shall be addressed to:

Stephen L. Cohen, Esq.
Lawrence Hodapp, Esq.
Federal Trade Commuission
600 Pennsylvania Ave., NW
Washington, DC 20580
(202) 326-3395 (facsimile).

[Notice may be provided by e-mail to scohen@fic.gov and lhodapp@ftc.gov.
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Order to Show Cause
XVL

IT IS FURTHER ORDERED, pursuant to Fed. R.Civ. P. 65(b), that defendants shall
lappear before this Court on the JIn dayof —SZ'W\‘] , 2005
at 330 o'clock P .m., at the United States Courthouse Eoom?c to show cause, if there

is any, why this Court should not enter a preliminary 1n3unot10n, in substantially the form of this
[)rder, pending final ruling on the Complaint against defendants; enjoining them from further
Violations of Section 5(a) of the Federal Trade Commission Act, 15 U.S.C. § 45(a), Sections 5(a)
d (d) of CAN-SPAM, 15 U.S.C. § 7704(a), (d), and the FTC’s Adult Labelmg Rule, 16 CFR.
art 316 1, and imposing such- additional relief as may be appropnate
Defendants shall serve answering pleadlngs or materials on counsel for the Commission not

E-:ss than _2__ business days prior to the hearing on the Commission’s request for a preliminary

injunction. Rlaintiff mey-subsaitrepky-pleadings or materials by /"‘/

- | XVIL |

IT IS FURTHER ORDERED that the Temporary Restraining Order granted herein shall
’explre ten (10) days after entry, unless, for good cause shown, the Order is extended, or unless as to

any defendant, the defendant consents that it should be extended for a longer penod of time.

Retention of Jurisdiction
XVIIL.

IT IS FURTHER ORDERED that this Court shall retain jurisdiction of this matter for all
[purposes. ‘

IT IS SO ORDERED, this S day of :)a,w, , 2005, at _L_/_'"_??mf' ~

DISTRICT OF NEVADA
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