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has the opportunity to rule on the merits of this case. Given the scope of the Defendant’s illegal
and harmful conduct, its efforts to hide for law enforcement, and its extensive ties to individuals
in eastern Europe, it is likely that advance notice of this suit would cause the Defendant to
secrete assets and destroy evidence of their unlawful acts.

The FTC’s concerns about the destruction of evidence and dissipation of assets absent ex
parte relief are informed by the Agency’s experience with others engaged in similar unlawful
schemes. As described in depth in the attached Fed. R. Civ. P. 65(b) declaration, ex parte relief
has proven essential in preserving assets and preventing the destruction of evidence in similar
cases. See Certification and Declaration Plaintiff's Counsel of Ethan Arenson in Support of
Plaintiff's ex Parte Motions For: (1) Temporary Restraining Order and Order to Show Cause; (2)
Order Temporarily Sealing Entire File; and (3) Leave to Exceed Page Limit, filed herewith.

The asset freeze and asset repatriation requested by the FTC are well within this Court’s
authority. These provisions are necessary here to preserve the status quo and to preserve the
possibility of effective final relief in the form of disgorgement of profits and other consumer
redress. A district court's authority to enter orders preserving defendants' assets is ancillary to its
equitable authority to order consumer redress. World Wide Factors, 882 F.2d at 347; H.N.
Singer, 668 F.2d at 1113; FTC v. Gem Merchandising Corp., 87 F.3d 466, 469 (11th Cir. 1996).
Moreover, a court may impose an asset freeze based on the mere possibility of dissipation of
assets. See FSLIC v. Sahni, 868 F.2d 1096, 1097 (9th Cir. 1989). That possibility certainly
is present where, as here, the defendant is engaged in pervasive criminal activity. See, e.g., J.K.
Pubs, 99 F. Supp. 2d at 1176; H.N. Singer, 668 F.2d at 1113; U.S. Oil & Gas, 748 F.2d 1431.
The fact that Defendant’s assets may be located overseas is not a bar to the relief sought by the
FTC. See U.S. v. First Nat’l City Bank, 379 U.S. 378, 384 (1965) (“Once personal jurisdiction
of a party is obtained, the District Court has authority to order it to ‘freeze’ property under its
control, whether the property be within or without the United States.”); SEC v. International
Swiss Inv. Corp., 895 F.2d 1272, 1276 (9th Cir. 1990) (upholding district court’s injunction
freezing and ordering an accounting of foreign assets); FTC v. Affordable Media, LLC, 179 F.3d
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1228, 1232, 1238-44 (9th Cir. 1999) (affirming finding of civil contempt for defendants’ failure
to repatriate assets held for their benefit outside the United States in accordance with TRO and
preliminary injunction).

Additionally, in order to assist the Commission in locating and securing assets, and to
preserve the possibility of consumer redress for victimized consumers and/or the possibility of
disgorgement, the FTC requests that the Court order the Defendant to make a full financial
accounting." Attached to the proposed Order are copies of proposed financial statements to be
completed by the Defendant.” Courts have upheld the use of these devices, recognizing that
they assist the district court’s purpose of monitoring compliance with an asset freeze order and in
turn ensure effective final relief. See Kemp v. Peterson, 940 F.2d 110, 113 (4th Cir. 1991)
(affirming district court’s order requiring monthly accounting and financial disclosure
statements); HUD v. Cost Control Mktg. & Sales Mgmt. of Va., 64 F.3d 920, 927 (4th Cir. 1995);
Nat’l Org. for Reform of Marijuana Laws v. Mullen, 828 F.2d 536, 544 (9th Cir. 1987)
(approving the appointment of a Special Master to monitor compliance with a preliminary
injunction).'

VI. CONCLUSION
Defendant recruits, knowingly hosts, and actively participates in the distribution of;,

illegal, malicious, and harmful electronic content, including child pornography, malicious

“The TRO also includes a provision that restrains Defendant from taking any action that
may result in the encumbrance or dissipation of foreign assets, including taking any action that
would invoke a duress clause. This provision is important since Defendant may have created
asset protection trusts that could frustrate the Court’s ability to provide consumer redress. See
FTCv. Affordable Media, 179 F.3d 1228, 1239-44 (9th Cir. 1999).

BThe TRO also includes a Consent to Release Financial Records form, which allows the
FTC to access records of accounts or assets held by foreign financial institutions. See Doe v.
United States, 487 U.S. 201, 215 (1988).

*The provision in the proposed TRO requiring Defendant’s third-party data centers and
upstream providers to disconnect its servers from the Internet is also well within this Court’s
authority pursuant to Fed. R. Civ. Pro. 65(d)(2).
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software, and the servers used to control botnets. These practices are unfair and cause
substantial, unavoidable injuries to massive numbers of consumers throughout the United States
who use their computers to access the Internet. In order to put an end to these unlawful
practices, the Commission respectfully requests that this Court grant the Commission’s motion

for an ex parte TRO and ancillary equitable relief.
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