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COMMENTS 

These comments arc submitted pursuant to the Notice of Proposed ~ u l c n ~ a k i n g '  

released March 10, 2004, by tho Federal Trade Commission ("FTC" or "the C'ommission") 

regarding tlic implcmcntatio~~ of tlic Controlling the Assa~ilt of Non-Solicited Pornog~-aphy and 

Marketing Act of 2003 (the LbC'.4N-SJ'AM Act" or the " ~ c t " ) . '  

BACKGROUND AND INTRODUCTION 

I am an  attorney in private practice in Los Angclcs. My firm represents many 

entities that cmploy the Intcrnct and c-mail messages in  ordcl- to market and pro\ idc scrviccs. 

For over a decade, J have lccturcd and written oxtcnsivcly about Intcrnct legal issues, both to the 

industry and to attorneys representing i t .  In all, J have probably gi~ren more than a dozen Iccturcs 

and published roughly 75 art~clcs on thc subject. 

Scvcl-a1 ot'my clients Ila\,c dcvclopcd rclatic~nsliips, generally by contract, with 

third-party e-mail scrviccs (knonm as "af'filiatcs") that send commercial content on their behalf 

Those clients 1 1 a \ ~  cxprcsscd concern regarding the application of tlic CAN-SPAM Act and, 

specifically, whcthcr thcy arc liable under the Act for the conduct ofthil-d-party affiliatcs. As 

cxplaincd herein, the Commission should limit such liability in accordance \\it11 general thcorics 
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ol'agc~ic!. and \.ic;rrious li;rbilit!r. to cnsurc and conlirni tli;rt cntitics \ \ . i l l  not bc liahlc ~ n t l c r  tlic 

Act \\.lie11 tliirtl-part!. ~rllili~rtcs send cniails tliat arc ~rnsolicitctl. or otlicr\\.isc in \.iol~rtion ol'thc 

Act. \\.ithout n~~thorization. 

As csplainctl in thcsc comments, sc\,cral pl-o\risions of the CAN-SI'AM Act arc 

~ ~ n c l c a r  as to \\.liicli cntitics may be liablc for ~riolations of the Act and how such liability may be 

avoicicd. Strictly constr~~cci, any pcrson whosc content is transmitted in an unsolicitcci c-mail is 

liablc for all resultant ~~io la t ions  of the Act. Such liability is avoidcd if the pcrson "prcvcnt[s] the 

transmission" or "rcport[s] i t  to the Commission" but, as a practical matter, in the majority of 

instances tliat action is not possiblc, cspccially in the context of affiliates who liavc sole control 

over their c-mail facilities. If the Commission implcmcnts the Act in such a way tliat compliance 

bccomcs ~~nrcasonablc or impossible, the result \\ . i l l  bc to ciiscouragc cntitics from attempting to 

comply and will likely lead to increasingly deceptive practices to mask c-mail origination and to 

transport spamming operations to locations outside the United States whcrc cnSorccmcnt, as wcll 

as Jurisdiction, bccomcs problcniatic. In  othcr words, unreasonably harsh rulcs will generate 

more spam, not Icss. That obviously ~~ndcs i rablc  I-csult can bc avoidcd by adopting the limiting 

constr~~ctions to the Act proposed in thcsc comments. 

In addition, I address tlic Commission's rcclucst for comment on the cstablish~i~cnt 

of a "1-cwal-ds" program to cncouragc parties to report CAN-SPAM Act violations. Althougli 

such a program may be beneficial in this context, i t  is also vulncrablc to abusive or 

anticompctitivc ac t i~ i ty .  The Commission slioulci addrcss the potential for false ~.cpo~-ts 

submittcci to gain compctiti\.c acivantagc, and should impose sanctions or penalties for such 



C'ommission Act:' and the cset-cisc ot'tliat authorit!. is consistelit \\.it11 s u ~ ~ n d  public policqr. 

1 .  THE COlI~IISSION SHOCJLD CLAKIFl' THE DEFINITION O F  
"INITIATE" TO EXCLUDE AIESSAGES SENT B l  A I'HIKD PAK'Tl 
W'I'THOL'?' ACTHOKIZATION 

The Notice seeks conimcnt on the scope of tlic dcfinition of "scndur" u d c r  tlic 

CAN-SPAM Act. Noticc at 23. Section E.  The Act applies to all "scndcrs" of e-mail. \vliicli 

include both thosc who "initiatc" messages and those n.110 advertise or promote their product 

through such messages. Act 3( I b)(A).  To "initiatc" a mcssagc means to 'Loriginate or 

transmit" it or to "procure tlic origination or transniission" of the mcssagc. I t / .  $ 3(9). The 

Commission's construction of the definition of "initiatc" - what i t  means to "procure" the 

sending of a mcssagc - is of crucial import. "Procurc" is itself dctincd as "intentionally to pay 

. . . or inducc" another to scnd a Iiicssagc. I t / .  $ 3(13). Yet i t  is possible that tliosc \tatutory 

clctinitinns may be rcad to mean tliat any entity \\.hose product or scr\.icc is p1-01iiotc~1 by a third 

party is as liable mder  the Act as thc sender itself Indeed, thc Act states tliat more than one 

cntity may be dcc~iicd to "initiatc" an c-mail. I ( / .  $ 3(9). 

In clcctronic marketing, i t  is common for conimcrcial cntitics to retain, typically 

by contract, third-party c-mail atliliatcs to adv~'l.tisc goods and services. In tliosc arrangcmcnts, 

the commercial cntitics \ \ i l l  supply retained afliliatcs with contcnt that they wish tlicni to 

advcrtisc. For compensation. tlic atliliatc c-mails content provided by the commercial entities to 

persons on lists that the affiliate indcpcndcntly o\irns or obtains. 

Thus, the affiliate controls the recipient lists as \\.ell as the scrvcl-s that scnd tlic c- 

mails. Il'thc aftiliatc contigurcs its systems to scnd unautliori;.cd. u n l a ~ ~ ~ t i d  c-mails, the affiliate 



i t .  Clnt'ortunatcl>.. affiliates ha\ c ilscd this sq.stcm to extract actctitio1ial compensation 01- more 

I-l\.orable contract t cms .  For csamplc. commercial a d \  crtiscrs and content pro\.icicrs ha\.c bccn 

threatened by atTiliatcs that the affiliates \ \ . i l l  cngagc in \\.idcsprcad, blatant spamming if thcq. do 

not rcccivc n.hatc\.cr benefit they rcqucst. Wcrc thcsc at'tiliatcs to makc good on tlicir threats 

and scnd unlan.fu1 c-mails, i t  certainly could not be said that thcsc c-mails wcrc authorizcd by 

the contcnt providcr/advcrtiscr or that the contcnt pro\,idcr/advcrtiscr should bc hcld rcsponsiblc 

for thcm. Evcn a single incidcnt of this typc could bc d c ~ a t a t i n g  for an advcrtiscr, particularly a 

small onc, bccausc o l thc  cost of dclcnding an allegation and, cspccially, bccausc of thc hugc 

pcnnltics authorizcd by the Act. 

On its facc, however, thc C',4N-SPAM Act could assign liability to the contcnt 

pl-o\~idcr/advcrtiscr when aftiliatcs \villti~lly and without consent scnd unlawful c-mails 

-I containing thc advcrtisc~-'s contcnt. As such, thc Act \vould imposc what is csscntially strict 

liability on any cntity \vhosc contcnt appears in a spam c-mail. That result is unacceptable. The 

law gcncrall y abhors strict liability, cspccially where, as hc~-c, criminal penaltics arc 

contcrnplatcd. E.K., C:l~itc~l Stclte.~ v. A'-C'itet~e17t Vitlw, It?(.., 5 1 3 U .S. 64, 70 ( 1994) (construing 

a fcdcral statute prohibiting exploitation of a minor to rcquirc proof that dct'cndant \\.as a n x c  of 

victim's agc); St~lples L,. G.S., 5 1 1 U.S. 6O0, 6 18- I9 ( 1094) (ovcrturning conviction on gun 

ofknsc on grounds that prosecutor failed to prove dclkndant's knowledge that gun was among 

thosc that must bc registered): U l l i t e~ /S t~~~c~ . s  \,. C ' I ~ ~ ~ ~ L / S / L I / C ~ . S  C~~~./;).SZII)I C'o . ,  438 C1.S. 122 ( 1978) 

(intcnt is ncccssar\. c lc~i~cnt  of criminal antitrust oll'cnsc). Evcn ~vhcrc thc unlawful conduct is 



accept strict linbilit~,. .\/or.i.s.sc~ttc~ 1.. Cri;tc~c/ S/LI/~~.S. 343 U.S. 346. 2 5 0  ( 1953) (o\-crt~lr~iing 

con\.iction for con\.crsion ol'Cio\c~-n~ncnt property 1i)r lack ~ ~ ' I I I C J I I . ~  I.C>LI). At f l~c  Icast. ;I 

dcfi-ndant must kno\\. the practical naturc ot' his actions, c1.w if lie is not a\c.arc of thcir Icgnl 

significance. S w  L'I~~/P~S/CI /~J .Y 1.. BLI~/c<I.. 444 U.S. 304. 408-00 ( 1080) (affirming con~~ict ions fix 

escape wlicrc defendant prisoners aff?rmativcly took actions to lcavc prison u:ithout 

authorization). 

In addition, at civil common law one is responsible for the actions of anotlicr only 

if those actions arc authorized. See R F S T , \ T ~ I E N - I '  SECOND OF AGENCY $ I ( "RESTATI~F .NT") ,  

Thus, for example, a principal is liablc for the actions of an agent only if the agent obtained 

authority for those actions. "Authority is the power of the agcnt to a f t k t  the lcgal relations of 

the principal by acts done in accordancc \\ it11 the principal's manifestations of consent to him." 

I t / .  $ 7. An agcnt also has "apparent authority" if the principal comm~lnicatcd his conscnt to the 

third party affected by the agcnt's actions. I d .  $ 8 .  

Agents that willfi~lly violate the law - for example, by committing an intentional 

tort - do not confer liability on thcir principal unlcss the violation was ordered or \vas a 

necessary nicans of' satisfying an ordcr. See, c l . g . ,  L ) c / I T / ~ I T , ~ ~ I -  1,. BIYIIIXIII, 87 F.3d 2 13, 2 16 (7th 

Cir. 1996) ("intcntional torts outside the scope of employment usually do not lead to an 

mploycr 's  vicarious liability"); CVII~IIL~II 1,. Aller..~, 302 F. Supp  2d 194 (S.D.N.Y. 2003) 

(c~nploycr not liablc for cmploycc's violation o r 2 8  U.S.C. $ 1083); I l ( / ~ , h c ~ l i  1,. Pr-ollig~~ S\,c.s. 

C'o.. 944 F.Supp. 326 (S.D.N.Y. 1996) (I~itcrnct company not  liablc f'or cmploycc's inkcting 

mother cmploycc with HIV). .5'c~c~ L I / . S ~  R E S ~ ~ Z T E A I E N - P  $ 228(1)(c) (principal liablc if act was 

'actuated. at least in part, by a ~ L I I - ~ C ) S L '  to SCI-\.C his master"). h o r  is the principal liablc Sor 



action?; co~ii~iiittccl that arc oi~tbidc tlic ?;cope of tlic ;I~CIIC!.. .YCJCJ 1i1.s I . \  I ~ I - A I I ~ . \  I' 2 3  770 .  731. 

TIILIS. tijr CS~IIIPIC.  c~ i ip Io \~c~~s  arc not \.icarioi~sIy liablc ii,r the actions 01' cniplo>ws tliat arc on 

"fl-olic and ~ C ~ O L I I - . "  E.,y.. K i ~ . c . l i o f f ~ i ~ ~ ~ -  I* .  C7.S. .  765 F. Supp. 508 (I>.N.I>. I09I ) (zo\u-nmcnt not 

\,icariously liahlc for automobile collision involiing federal cmploycc acting outside his 

employment). 

Tlic application of vicarious liability with regard to digital copyri~Jit infringement 

also coi~nscls against an overly broad definition of a an c-mail "scndcr." Under copyright law, a 

third party niay be liable for copyright inf'ringcmcnt if i t  "has tlic right and ability to supcrvisc 

infringing activity," as well as "a direct financial interest in tliat activity." Fol~ovisci, Ilica. I , .  

I c t ~ .  7 3 2 2 9 r 9 9  Acc~o~-d. A&.M Recwrils 1.. Mipitel.. I I K . .  239 

F.3d 1004. 1 023 (9"' C'ir. 200 1 ): ,-lri.src~ I~ecoids,  I I I ~ . .  1%. ih'P3Ho~r1.d, / I I ( . . .  2002 W L I 997W 8, at * 

1 1 (S.D.N.Y. 2002). That liability attaclics even to Internet Scrvicc PI-o\.idcrs tliat transmit thc 

ofi'cnding contcnt if tlicy "rcccivc a financial bcncfit . . . in a case in \vliicli the scrvicc provider 

has the right and ability to control such activity." Digital Millcnni~~m Copyright Act ("DMC'A"), 

17 U.S.C. 3 5 12(Ci)(1)(B). See ~il.so Ai.i.yt~~, 2002 W L  19979 1 S ,  at 1 1 (ISP must have "the right 

and ability to police" the ~ l s c  of their scrvicc); Ht~m11.ic~li.so11 11. 2 - l ~ l l ~ r ~ o t ~ . e w ~ ~ ~ ,  I I~L ' . ,  298 F .  S L I ~ P .  2d 

9 14, 9 18 (C.D. Ci~l .  2003) (Amazon "docs not lia\.c the right and ability" to control the salt of 

infi-inging material by a third party). Thus, ~ ~ n l c s s  an entity could 11ai.c exerted control over the 

infringer, and derived economic bcncfit fi-om failing to do so, tlic DMCA will not impose 

copyright liability. 

The CAN-SPAM Act contains no such limitations of'liability.' Yet tlic 

commercial content providcrs/advcrtisc~-s \vho L I S ~  affiliates to advcl-tisc arc in the same position 



as the ISl's tliar ar-c. clccriicd iriini~l~ic ~1nclc.1- eel-rain circu~ii~taiiccs i111dc1- tlic I)Ll( ' ,A -- tlic!. do 

nut lia\,c the ability to control or prccluclc u~iIa\\.firl acti\.il\,. Unti)~-tunatel!.. the Act states that 

anyone ~\.Iio " P I - O C U I - ~ ~ "  the t ~ ~ ; ~ n s ~ i i i s s i ~ ~ i  o1';11i i~nla\~.f'i~l c-mail nii~st be treated in equal fashion 

as tlic person ~ 1 . 1 ~  actually tl-ansmitrcd i t .  regal-dlcss of whctlicr lie had control ovcr such 

transmission. 

Thus, i t  is incumbent upon the Commission to construe the CAN-SI'AM Act in a 

manner that comports \\.it11 tlic c ~ n s t r i ~ c t  of agcncy  la^' and tlic a n a l ~ g o i ~ s  liability exemptions 

under the DMC'A. It should adopt, in accordance tvitli its express rulemaking authority under 

Section 13," dctinitions of "procure" and "initiate" - and, tl~crcforc, "sc~idcr" - that provide a 

clear and reasonable limit on tlic types of cntitics that may bc liable for spam. 

Specifically, the Commission should adopt a regulation that whcrc a commercial 

content pro\,idcriadvcrtiscr has imposed a policy upon its affiliate for CAN-SPAM Act 

compliancc. an affiliate's violation ol'tliat policy renders tlic offending c-mail an irn~~r~tliorizecl 

transmission that the content 131-ovidcriadvcl-tiscl- has not, as a matter of law. "initiated." For 

example, in compliance with the Act, my clicnts arc putting in place policies to instruct aftlliatcs 

as to how mcssagcs shall bc sent on tlicir bchalf. All messages must contain the I-ccluisitc 

disclosurcs provided in Scction 5(a)(5) ,  and must not be "spoofed" to contain falsc origination 

identification, or contain lillsc sukjcct lines and headers as proscribed by Scction 5(a)( I ) .  In 

addition. a f t i l i i  arc being instl-uctcd that any "opt-out" message must be honorcd within 10 

days, Scction 5(a)(4), and a list of thosc who opt out must be maintained and forcvardcd 

regularly. With that policy. my clients Iiavc in cffcct pro\,idcd affiliates authority to scnd c- 

mails, hilt o17/\' . Y ~ I / I ~ c - ' c . ~  to t/7~-'i/- C . O ~ J I / ~ C I I I C ~ C ~  11.it17 the ,4c.t. 



.A L iolation ot'a compliance polic!. ~ ~ . o u l t l  in ef'fL.cr 171-cacli the affiliate's authority. 

A n y  non-compliant c-mails ~ ~ . o u I d  t11c1-cti)rc be ~ ~ n a u t l ~ o r i ~ e d .  and thus not fairly attril~ut~rblc to 

the content ~) ro~. idc~.~i ld~.e~- t i scr .  Such c o n d ~ ~ c t  \\.oi~ld amount to an intentional \ iolation ot'thc 

la\\. lor ~\.hich principals and cmplopcrs ordinarily ~vould not bc rcsponsiblc. / ) O I I ~ ~ I I ~ C J I . .  87 F . jd  

at 2 16. Under such circumstanccs, then, the commercial cntity should not be said to 11a\.c 

"initiatcd" the c-mails, and should not bc considered a "scndcr" under the CAN-SPAM Act. To 

hold othcr\visc would render \.iolations of the Act strict liability ol'fcnscs, \vhich is unrcasonablc 

and unwise as a mailer of public policy. 

If the ~-ulcs implementing the Act arc too draconian, or spread liability to those 

that had no control over the conduct, the prcvalcncc of spam is likely to increase. Spammcrs will 

become morc sophisticated at avoiding detection and prosecution, reducing this important 

legislation to a toothless admonition. By adopting rules that fairly attribute liability to thosc 

actually rcsponsiblc for spam, the Commission will encourage morc entities to bc aggressive 

combatants against span? and to structiirc their marketing practices to bc open, transparcnl, and 

spam-frcc. In furthcrancc of that goal: an cntity that has put a compliance policy in place to 

govern the conduct of an aftiliatc must not bc considcrcd a "scndcr" whcn that policy is violated. 

Tlic Commission should cxprcssly adopt this bright-line test to makc clear how advcrtiscrs may 

in good faith comply with the Act. 

1 1 .  THE COMMISSION SHOULD EXPLAIN AND CLARIFY THE 
lZlEANlNG OF "TO PREL'ENT THE TRANSMISSION" OF A MESSAGE 

Thc CAN-SPAM Act includcs specific provisions to address "spoot'cd" c-mall, 

that is. messages in  n.hic11 the origination information is falsilicd lo mask the identity of the 

sender. Thc Act imposes liability on anyone nrho dcri1.c~ financial bcnctit from a spoofed c- 

mail. rcasonat7l~. kn0ii.s of its occurrcncc, and docs not either "pl-c\ ent" or "rcport" its 



I Whcn an ad\,crtise~-'s contcnt is bcing c-muilcd by third-party affiliatcs, tlic 

!Id\rcrtiscr lias 110 i i ~ t l ~ a l  colitrol 01cr t l l i i t  e-mailing activity Accordingly, wlici-e affiliates 

engage in spoofing, the adijcrtising entity cannot stop them. But tlic Act would scciii again to 

hold tliosc cntiiics strictly liable under Scction 6(a) when tlicir contcnt appears in a spoofcd c- 

mail.' That result is i~~~rcasonahlc,  for the reasons I h a w  explained. 

I t  is tcchnologically impossible to prcvcnt affiliates from sending c-mails. Thus, 

thc only available option would bc to terminate all contracts with alfiliatcs, which would 

scvcrely curtail the ability to advertise 011 tlic Internet, implicating First Amendment concerns 

and negatively iiiipactin~ the p w t l i  of lntclnct commcrcc.' In addition to its cl'fect on 

comlncrcc and commcrcial spcccli. contract termination is, at any rate, ilnlikcly to prcvcnt 

al'filiatcs from continuing to spooSc-mails, bccaiisc such tcmiination would not preclude the 

al'l7liatc from continuing to violatc the Act. 

Further, any requirement to rctill-n or destroy all prcvioi~sly provided commercial 

content cannot bc policed n it11 any dcgrcc ol'assurancc. Aff'iliatcs may retain the data witlioi~t 

detection. Under such circumstanccs, the entity providing commcrcial content is pou~l-less to 

prevent spoofod o-lnails containing thcir contcnt. And as  explained above, fimdamcntal 

Section 6 ( a )  also reqnires that the entit). reasonably knen. o!'the condirct and del-i\ ed co~nmercial benetit 
from the spoofed e-mail. Act. \' (>(a)(  1 ) - ( 2 ) .  ;IS a c o ~ ~ ~ m e r c i a l  entit).. the transmiss~un of its ad\,ertising condi~ct is 
likely to be deemed a bcnetit. e\  en if'thc C-mail \\.;IS i~na~t l lor ized.  And \vhe~-e the e-mail is i~nauthorizetl. the entit), 
:annot disgorge an! economic belietit i t  may nonetheless recei\.e. Tlii~s. the only Ineans for a ~ o i d i n g  spooling 
liability under Section 6(a)  is to "pre\.ent" the transmission of spoofed e-malls. 

Tliis result u,ould direct1 coritl-a\.enr C'ongl-ess's clear goal in fostering t l ~ c  de\.elopment ofe-con~merce. as 
?\  icienced i n  its l rgis la t i~c effort to I i~i i i t  taxation on Internet transactions. E.g.. Internet .l'au Freedom Act. Pub. L.  
Vo. 105-277. I l i ~ . .  ('. I'itle XI. 1 17 Stat. 368 1 ( I9XS). c o l l i f i c ~ l l  lri 47 L.S.('. \' 15 1 note: Internet I'as 
Kondiscrimination r l ~ t .  Pub. LA. KO. 107-75. I15 Stat. 70.; (3001 ). c o l l i f i c ~ l i l i  47 U.S.C. $ 600. 



principles oI'agcnc!- ;rnd \-icarioi~s liabilit!. instruct that an entit!. that cannot control the ;~c t io i~s  

of'a third part?. s l ~ o ~ ~ l d  11ot be liable li)r the third party's unln\\.fi~l c o n d ~ ~ c t .  Siinilarly. a n  cntity 

that did not au thor i~c  01- send an c-mail should not be ci\,illy 01- cl-iminnlly liable lor i t .  

For all of the abo\.c I-casons. thc adoption of'a C'AN-SPAM Act compliance 

policy should insulate a commercial cntity from liability in the event that an affiliate engages in 

spoofing. E-mails that are spoofed in violation of a compliance policy arc not authorized; thcy 

arc not fairly attributable to the content provider. Given the practical realities of dealing with 

third parties. institution of a con~pliance policy is the most that an cntity can do to comport with 

the Act. Therefore. in accordance with its authority to adopt rules implementing the Act, the 

C'ommission should promulgate a regulation stating that co~nn~erc ia l  entities that impose CAN- 

SPAM Act compliance policies on their affiliates satisfy the rcquircmcnts of Scction 6(a)  and 

will not be liable lor spoofed c-mails. 

1 1 1 .  ANY KEWARDS PROGRAM MUST BE CONDUCTED IN A WAY THAT 
PKEF'ENTS OR LIMITS ANTICOICIPETITIVE ACTIF'ITY 

The Noticc seeks comment on sc\,cral issues regalding a "rc\vards system" by 

nhich thc C'ommission will pro\,idc inccnti~rcs for reporting violations of the Act. Notice at 26- 

28, Section 6. Although such programs may provide valuable assistance to the Commission, 

and may dctcr thc sending of spam to some dcgrcc, thcy also carry a dan~crous  potential lor 

abuse. Accordingly, the C'ommission shoulcl craft any rcwards program in ordcr to a\ oid 

bcnciiting parties that make false accusations as a means of gaining competitive a d \ . a n t a g ~  

The Commission's f'osthcoming ordcr should lint explain that liability under 

antitrust law and for libel may attach 1'01- false spam acc i~~at ions ,  cspccially where thosc 

accusations do not result in penalties undci- the Act. False statements to authorities regarding a 

competitor arc not llnlnune from either ~ I - I I I  ol'liability. As a matter of'antit~-ust la\\. nrhilc 



For example, misrcpr-cscntations and lies made in the cour-sc of lobbying can also, in some 

circumstances, form the basis lor antitrust liability. Allied T ~ I / W ,  486 U . S .  at 499-500; C t r / ~ f i j ~ . ~ ~ i  

ikf()to/, T / . ~ l m p ~ i * t  CO. 1'. Ti-zl('ki~ig L~iltll.. 404 U.S. 508, 5 13 ( 1972) (reversing dismissal of 

Section 1 ciilil case on antitrust imlni~nity grounds). In addition, lawsuits brought against 

competitors that arc "objcctivcly basclcss," such that "no rcasonablc litigant could reasonably 

zxpcct succcss on the merits," arc also subject to antitrust liability. Spc. PI-c?f>s.siorrcrl Retrl ELstnt 

/i?~.e.vtor:s 1.. Co/z /~~? /~ j t l  Pic'fl~~.('.s l1r~111.s.. 5OX 1J.S. 40, 60 (1993). I n  accordance with this settled 

lioctrine, the Commission shodti li)t-c~\.:lr-n that accusations of CAN-SPAM violations against a 

:ompetitor that prove to bc ot3.icctivcIy ~ ~ ~ S C I C S S  shall remain vulnerable to antitri~st liability and 

Ire discouraged. 

I n  addition, those l'cllscly a c c ~ ~ s c d  may have an  action i n  libcl and defamation. 

Those claims are common law torts govcrnud by the pr-cccdcnt in the rele\mt state. In the 

District of Columbia, for examplc, libcl is ( i )  a false and defalnato~y written statement; ( i i )  

mblishcd without pri\~ilcgc to a thil-d party: ( i i i )  involving some fault of the speaker; (iv) that 

:;ILISCL~ the plaintiff special hartn. ,Ilc).s.si/lu I,. F O I ~ ~ C I I I C I ,  260 F. Supp. 2d 173. 176-77 (D.D.C. 

1 2003). I n  the context of spamming. lalzc accusations could ha\ c dizastrou, elfccts on tlic 



asainst 

DMC'A 

 is accuser and obtain considcrablc da~nagcs.  

A closely analogous casc regarding libcl was rcccntly dccidcd in Hanaii undcr thc 

Ro.s.si 1.. iZkoti011 Pictiilx) .-ISS '11 o f ' , - lu i t~ l - i~ '~~ ,  111~. .. 2003 W L  2 1 5 1 1 750 (D.  I lawaii 2003). 

Thcrc, a wcbsitc o\vncr sucd thc Motion Picti~rc Association of America ("MPAA") for reporting 

him as a copyright infi-ingcr to his ISP in accordancc with the noticc rcquircmcnts of thc DMCA. 

Thc owncr sucd under scvcral torts, including libcl and dchmation. Sun~mary judgmcnt on this 

claim \{.as granted in favor of MPAA on its dcfcnsc of privilcgc. Thc Court hcld that thc MPAA 

had rcasonablc grounds to bclicvc that the wcbsitc onmcr had infringed thcir copyrights by 

providing downloadable movics and was discharging a public duty to uphold thc copyright laws. 

2003 W L  2 15 1 1750, at *4. Those circun~stanccs gave thc MPAA a qualiticd privilege for its 

statcmcnts, precluding liability. 

Undcr that prcccdcnt, falsc spam accusations made without a rcasonablc basis 

would elljoy no privilcgo, inviting liability for libcl and dchmation. And bccausc accusations 

may carry compotitivc advantag', or simply to obtain a rcward from thc Conlnlission, S L I C I I  

basclcss accusations arc likely to occur. Thc Commission should, thcrcforc, cxprcssly state in 

thc rulcs establishing thc proposcd rc\\.ards systcm that s p a n  rcports that woi~ld constitute 

dcfimation or anticompctiti\.c conduct will not bc cntcrtaincd by thc Commission, and that civil 

liability may rcsult from unrcasonablc or basclcss reports of spamming. 

Finally, thc Commission should impose penalties on thosc n.110 k~lscly rcport 

spam. Thcsc pcnaltics arc \k.ithin thc Commission's authorit>, under Scction 5 of thc FTC' Act, as 



CONCLUSlON 

For the reasons explained herein. the Con~mission sliould: 

Adopt a definition of "initiate" that excludes ~mau thor i~cd  messages sent by a third party; 

Adopt a definition of "prevent" that clarifies an entity's obligations to prcvcnt violations 
of Scction 5(a)( I ) of the Act by third parties; and 

State that ob~jcctivcly basclcss reports of \ iolations of the CAN-SPAM Act may result in 
c i ~  i l  liability as wcll as Commission fines and i~~~junctivc rcliof. 

Kespcctfully subniittcd. 

Clydc DcWitt 
Wcston. Garrou & DcWitt 

- 

Los Anrrelcs. C ' m  

Datcd: April 20, 2004 




