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Introduction

The Electronic Pl1vacy Inforiiation Center (EPIC) is a public interest research center in
Washington, D.C. It was established in 1994 to focus public attention on eiierging civlllibeities
issues and to protect ptivacy. EPIC suppoi1s the Federal Trade COiiiiissioils (FTC) effoi1s to
explore uses (both current and anticipated), efficiencies, and iiiplications for consuiiers
associated with radio frequency identification (RFID) tecluiology.

RFID tecluiology represents a fundaiiental change in the inf0l111ation tecluiology infrastructure
wlth draiiattc privacy iiiplications. RFID technology significantly expands the range and
function of global, electionic databases of all kinds. Because both the tag and the reading process
can be virtually silent and invisible, RFID, if left unregulated, would periiit a wide range of
private and public coveit, database-linked suiveillance, tracking and profilng applications whose
operation wil not be trans parent and reiiain unknow n to the person under obseivation.

RFID tags are increasingly being used as a iiore advanced forii and possible replaceiient of bar
codes. The ever decreasing price for RFID tags and readers iiakes their widespread deploy iient
increasingly econoillcally viable. RFID tags are likely to becoiie essential drivers of ubiquitous
(or peivasive) coiiputing. Their storage and capacity for interactive coiiiiunicationiiake theii

iiuch iiore poweiful than bar codes. They also provide for unique identification of each tagged
unit, whereas bar codes are identical foo eveiy unit of the saiie product.

Unresolved questions still cloud this issue. It is yet unclear who should be allowed to collect data
fioii RFID technology and to what extent. The standards and guidelines foo sharing the data,
either with other businesses or with the govenniient, are still unclear. Consuiiers' tight to either
challenge the collection of data on their habit or to correct erroneous data is undefined.

Additionally, consuiiers do not know the mture of the Üifol111ation that wil be kept on theii, oo
foo how long it wil be stooed. The secuuity of tlus data, that when correlated with other databases
offer a granular picture of the uudividual, is of high concenn and as of yet suspect.

These conuiients are divided into fom priiiaiy sections: 1. RFID and Its Ptivacy Iiiplications, 2.
RFID and Fair Iiif0l111ation Practice, 3. EPIC's Recoiiiiendations, and 4 EPIC's Guidelines on
Coiiiiercial Use of RFID. In addition, two appendices are provided: Appendix 1, A RFID
Industiy and Manufactmer Suuvey; and Appendix 2, a paper prepared foo EPIC by Washington
University law student Greg Plichta: "Balancing RFID Technology and Expectations of Ptivacy
An ExaiiÜmtion and Proposed Guidelines" (May 2004).

These coiiiients deiionstrate a coiipellng need foo the Federal Trade Coniiiiission to issue

industry guidelines for RFID use in consuiier products, as well as recoiiiiend a coiiprehensive
tecluiology assessiient before RFID tecluiologies are widely deployed in the retail industty. Other
US agencies, including the Food and Drug Adiiinistratlon (FDA), Depai111ent of Defense
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(DOD), and the Depaitiient of Hoiieland Secmity (DHS) are proiiotÍ1ig the adoption of product-
level RFID tagging without consideting consuiier ptivacy iiiplications.1

1 S.'.' "Combating Comiteitèit Dnigs: A Repoit of the Food and Drug Admiiiisti-tion," Food aud Dnig Administration
repoit Febnimy 2004, available at ";lrtp:!!www.fda.gov!ocíiuitiatives!couuiteitèitrepoit02 _ 04.httnl;': "DoD
Announces Radio Frequency ldentifïcation Policy," United States Depmtment of Detènse Press Release, October 23,
2004, available at .';http:!hvww.dod.milheleases!2003!iu2003l023-0568.httnl;': mid Jonathmi Kiim, "Embedding Their
Hopes in RFID," E-CommeJCe Times, June 25. 2004, available at
.';http://,,''ww.ecommercetimes .com! ~torv !34 773 .httnl'. .
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1. RFID and Its Privacy Implications

1.1 RFID Defined
1.2. RFID and the Iiipending Explosion of Consuiier Generated Electronic Data
1.3. Active, Passive and "Class 0"
1.4. How "Class 0" Tags can be Tracked Via Object Naiie Seivice (ONS)
1.5. Vcrisign and ONS
1.6. Current RFID Tracking ApplicattoilS
1 7. Industiy Solutions foo CoilSuiier Product RFID Tagging

1.1. RFID Defined

"The most profound technologies are those that disappear. They weave themselves into the fabric
of eveiyday life unti they are IIdistingillshabJe from it. "2

Radio Frequency Identification (RFID) is an emerging Üifol1nation technology designed to
faciltate the remote capture of Üifol111ation from physical objects. Associated data is stored on a
small token (a "tag") afixed to, or embedded in, the object. Tags in use today are small enough to
be invisibly embedded in products and product packaging. Data is read from these tags via radio
waves transmitted by special RFID reading devices. RFID readers are often connected to
computer networks, faciltating the transfer of data fiom the physical object to databases and
software applications thousands of miles away and allowing objects to be continually located and
tracked tlu'ough space. Today majoo uses of RFID include supply chain management, animal
trackÜig, and electromc roadway toll collection. 

3

RFID tecluiology represents a fundamental change in the Üifol111ation tecluiology infrastnnctme
with dramatic privacy impllcatioilS. RFID tecluiology represents the leading edge of a bioader
movement in computer science known as "peivasive" or "ubiquitous" computing where
computers disappear into the environment and space itself becomes intellgent. Computer
scientists behind the design of RFID envision a time in the not too distant future when all
manmade objects on the planet bear RFID tags and inf0l111ation available on those tags is
accessible to the global computer network -- a seamless llnk between the physical and virtual
world.4

1.2. RFID and the ImJJending EXJJlosion of Consumer Generated Electronic Data

2 M. Weisel' "The Computer for the Twenty-First Centtiiy" Scientifïc Americaai pp. 94-l0, September 199 L

3 See EPIC RFID web page ".Iitp:/!www.epic.org!piivacv!rfid/"for coiitinually updated infoniiation on RFID

develo pmeiits mid section on RFID if¡ Pnvacy mid Hmiimi Rights 2003 - An Intemational Survey of Privacy laws and
Developments (Cédric Laurmit ed., EPIC mid Privacy IIitennational2003), available at
.'.htt p:'iWWW. pllv acvintennati onal. OJg! smv ev! phI2003'i1lueats. httn:fRadio- F reQuencv%20 I deiitif'cati OIP .
4 See R Waait, K Fishkiii A. Gi~m', and B. HmTisolL "Biidging Physical mid Viitual Worlds with Electronic Tags."

PlOceedings ofCHl99, ACM Press, ApllL 1999. available at ";Jitp:!!padsl.cs.ntlnnedl1.tw!course!ISA5428!Tags.p.if;:
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At the June 21, 2004 Federal Trade Commission workshop on RFID, several panelists pointed
toward the impoi1ance of database management as a privacy issue. Jim Waldo, of Sun

Miciosystems, argued that database management is far mOle significant from a privacy standpoint
than the issue of RFID tecluiology itself.5 We agree that database management is the central issue
and that much of the privacy problem -- the use, processing and sharing of personal data via
electronic databases -- has been around foo quite some time. However, we disagree with Mr.
Waldo's assei1ion that RFID is not life-changÜig and wil not change the way we compute.6

RFID technology significantly expands the range and function of global, electionic databases of
all kinds. Because both the tag and the reading process can be vÜ1ually silent and invisible, RFID,
if left unregulated, would pel111t a wide range of pubhc and pm'ate covei1, database-linked
suiveilance, tracking and profilng applicatioilS whose operatton wil be invisible and remain
unknown to the person under obseivation. The significance of RFID lies in the expansion of the
global electronic netwoik from a web of computers to a global web of physical objects and
computers. Data generation does not require the inteivention of a human agent at a keyboard or
other fOlIll of tel111Üml, only the presence of these objects in real space and the sweep of a radio
wave. As a result, the class of events which could ttigger the generation of data and its storage in
a database expands by several orders of magmtude.

Although the use of RFID in the retail sectOl is now primarily in the supply chaw, products with
embedded RFID are begin1lng to appear on store shelves. Product-level tagging, if left
unregulated, could facilitate unprecedented levels of consumer surveilance, tracking, and
pro rilng.

1.3. Active, Passive, and "Class 0" Tags

When considering the technological plausibilty of val10us privacy-tlu'eatening scenarios it is
impoi1ant to make a careful distinctton between the types of RFID tags being coilSidered. A
common distinction between "active" and "passive" tags sometimes results in coiifusion. Passive
tags, by definition, lack an independent power somce. A sizeable class of passive RFID ChipS,
however, allow for tag data to be supplemented and modified via the tag reader, allowing
associated item infOl1uatton to be updated directly on the tag while it is in use. Passive tags,
which do not pelIiiit data modification, are classified as "class 0" tags by the intel1mtional RFID
standards body EPCglobaI. Active tags may have on board battel1es that dramattcally increase
their read range and functionality.
1.4. How "Class 0" Tags Can Be Tracked Via Object Name Service (ONS)

5 See Jiii Waldo, "Future Uses ofRFID." June 2l 2004 preseiitation at FTC RFID workshop for patial retèrence,

available at '',http://www.ftc.gov/bciiwoIlrnhoDShf'id/waldo.pdf;.. The coiiiient on the iiipoitaaice of databases does

not appeaa' in the Power Point outline - at the FTC workshop web site but it was iiade several tiiies during the
live presentation.
6 Jiii Waldo, supra.

7 Se.' EPCglobal web site at .';http://www.epcglobalinc.org/;..
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