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Federal Trade Commission,
Office of the Secretary

Room H-135

600 Pennsylvania Avenue, N.W.
Washington, D.C. 20580

RE: Additional Comments on Proposed Settlement with Zango, Inc.

Last month we submitted comments regarding the FTC’s proposed settlement with
Zango, Inc. Since we submitted our original set of comments, other disturbing Zango
installations have come to light — installations that the FTC should know about when
considering the Zango settlement. Enclosed is an additional set of comments that
addresses these new installations.

If the FTC requires more information about the installations discussed in these
comments, we encourage you to contact us directly:

Ben Edelman
ben@benedelman.org

Eric Howes
ehowes@sunbelt-software.com

We would also encourage the FTC to consult the several online reports referenced in the
comments themselves.

Best regards,
™

Eric L. Howes
Director of Malware Research
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Ben Edelman and Eric Howes
December 3, 2006

Last month we submitted comments regarding the FTC’s proposed settlement with Zango, Inc.
We flagged numerous ongoing installations that, in our judgment, show Zango in violation of the
terms of the settlement —raising serious questions about “the efficacy and viability of the FTC’s
proposed settlement as well as Zango’s ability to meet the requirements of the settlement.” Since
we submitted our original set of comments, other disturbing Zango installations have come to
light. These new Zango installations are predicated on deceptive practices involving a MySpace
worm which, in addition to seizing users’ MySpace passwords, also sends users to web pages
hosting videos that install Zango’s software (through the deceptive license acquisition process
that we previously critiqued).

These new Zango installs are disturbing not because they put Zango in violation of the terms of
proposed, but precisely because they do not -- because these installations, disturbing though they
may be, do not clearly violate any of the settlement’s requirements . Inasmuch as these new
installations are not in direct violation of the settlement’s terms, they raise the alarming prospect
that this settlement could allow Zango to continue to pay distributors to create malicious and/or
deceptive software and web pages.

The MySpace Worm & Zango Installs

Numerous reports confirm large numbers of MySpace seeing their MySpace profiles
compromised by a JavaScript worm. Analysis confirmed that the worm spreads from infected
MySpace profiles to the profiles of other users who happen to visit infected profiles or who
include those infected profiles in their own MySpace “Friends” lists. References:

GhettoWebMaster. “MySpace Worm: Phishing Accounts and Spreading Zango Porn.”
http://www.ghettowebmaster.com/code/myspace-phishing-zango-porn-worm/

SpywareGuide.com (Facetime). “Myspace Phish Attack Leads Users to Zango Content.”
http://blog.spywareguide.com/2006/12/myspace_phish_attack leads_use.html

Paperghost. “Phishing attack on Myspace leads to....Zango videos.”
http://www.vitalsecurity.org/2006/12/phishing-attack-on-myspace-leads.html

F-Secure. “New Myspace worm using a Quicktime exploit.”
hitp://www .f-secure.com/weblog/archives/archive-122006.html#00001038

These practices are remarkably deceptive. The worm uses a QuickTime feature to overlay
injected links to fake login forms (“phishes”) that appear to come from MySpace itself.
Furthermore, the worm sends spam directing recipients to a site hosting pornographic videos that
attempt to install Zango’s software through the deceptive “license acquisition” process we
previously described.
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Implications of These Deceptive Installations on Zango’s Practices and the
Proposed FTC Settlement

These deceptive installations crisply present a serious question of FTC policy: May Zango
continue to receive installations predicated on user deception, if those installations satisfy the
notice and consent procedure set out in the proposed settlement?

We think such installations ought not be permitted. We think consumers cannot grant
meaningful, informed consent when an installation is predicated on a worm or a phish.
Furthermore, we think consumers cannot grant meaningful consent when installation is solicited
by pretending to be an authorized banner advertiser on Google (as in our prior comment’s
Section G spyware injection example) or by pretending to be Youtube (as in our Section G
typosquatter example).

Yet we anticipate that Zango will argue that any installs perpetrated through this MySpace
scheme (or the Section G examples we previously documented) are legitimate and permissible
because Zango’s S3 screen was displayed, containing required notice and disclosure text. Zango
will claim that even if consumers were directed to the Zango-sponsored videos through deceptive
means, that deception was cured by the presence of the S3 screen. We worry that the proposed
settlement does little to prevent such an argument and, indeed, effectively endorses it.

We believe the FTC’s proposed settlement with Zango is fatally flawed because it fails to
address these deceptive Zango installs -- installs that lie at the heart of ongoing deceptive
installations of Zango’s software. We think a cure to this defect lies in prior FTC caselaw,
namely the “deceptive door opener” line of cases (e.g. Federal Trade Commission v.
Encyclopaedia Britannica, Inc., 87 F.T.C. 421 (1976)). We think these cases are squarely on
point. Where Zango’s initial contact with a consumer occurs through deception, as set out
above, we think the deception cannot be cured. We think the FTC could appropriately add
language to that effect to its proposed settlement with Zango — reiterating that materially
deceptive installations, by Zango or by its distributors, cannot be corrected merely through the
notice and consent procedure otherwise set out in the proposed settlement.

More generally, we continue to doubt that Zango can supervise its distributors (“affiliates™) with

sufficient rigor to assure that distributors’ practices are honest, ethical, and appropriate. If Zango
cannot adequately supervise its distributors, the FTC may have no choice but to insist that Zango
cease operating through distributors.

Finally, so long as these deceptive installations continue, we believe further monetary penalties
are needed. Zango ought not retain whatever profits it earned from these deceptive installations.
We think the FTC should require Zango to disgorge all such profits, and to forfeit these improper
installations (via automatic uninstallation of all Zango software that was installed improperly).
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Federal Trade Commission,
Office of the Secretary

Room H-135

600 Pennsylvania Avenue, N.W.
Washington, D.C. 20580

RE: Comments on Proposed Settlement with Zango, Inc.

Enclosed is a set of comments from Ben Edelman and Eric Howes on the FTC’s
proposed settlement with Zango, Inc. An online version of these comments is available:

http://www.benedelman.org/mews/112006-1.html

The online version contains links to supporting video evidence as well as larger versions
of the graphics included in the print comments submitted here.

Mr. Edelman and I are encouraged by the FTC’s interest in soliciting public comments on
this settlement, which has potentially serious implications both for the adware and online
advertising industries as well as for consumers.

If the FTC requires more information about the example installations discussed in these
comments, we encourage you to contact us directly:

Ben Edelman
ben@benedelman.org

Eric Howes
ehowes@sunbelt-software.com

Best regards, —

-

(

Eric L. Howes
Director of Malware Research



Bad Practices Continue at Zango, Notwithstanding
Proposed FTC Settlement and Zango's Claims

By Ben Edelman and Eric Howes
November 20, 2006

Earlier this month, the FTC announced' the proposed settlement of its investigation into Zango®, makers of
advertising software widely installed onto users' computers without their consent or without their informed
consent (among other bad practices).

We commend the proposed settlement's core terms. But despite these strong provisions, bad practices continue
at Zango -- practices that, in our judgment, put Zango in violation of the key terms and requirements of the FTC
settlement. We begin by explaining the proposed settlement's requirements. We then present eight types of
violations of the proposed settlement, with specific examples of each. We conclude with recommendations and
additional analysis.

Except where otherwise mdlmted, this document describes only downloads we tested during November 2006 --
current, recent installations and behaviors.

- Zango's Burdens Under the Proposed FTC Settlement

The FTC's proposed settlement with Zango imposes a number of important requirements and burdens on Zango,
including Zango's installation and advertising practices. Specifically, the settlement:

=  Prohibits Zango from using "any legacy program to display any advertisement to, or otherwise communicate
with, a consumet’s computer.” (settlement I)

=  Prohibits Zango from (directly or via third parties) “exploit{ing] a security vulnerability ... to download or
install onto any computer any software code, program, or content.” (I)

= Prohibits from Zango installing software onto users' computers without "express consent.” Obtaining
"express consent” requires "clearly and prominently disclosfing] the material terms of such software
program or application prior to the display of, and separate from, any final End User License Agreement."
(II) Defines "prominent” disclosure to be, among other requirements, "unavoidable.” (definition 5)

= Requires Zango to "provide a reasonable and effective means for consumers to uninstall the software or

: application,” e.g. through a computers' Add/Remove utility. (VII)

* Requires Zango to "clearly and prominently” label each advertisement it displays. (VI)

These are serious burdens and requirements that, were they zealously safisfied by Zango, would do much to
protect consumers from the numerous nonconsensual and misleading Zango installations we have observed.

Zango Is Not In Compliance with the Proposed Settlement

Zango has claimed that it "has met or exceeded the key notice and consent standards detailed in the FTC consent
order since at least January 1, 2006."

Despite Zango's claim, we continue to find ongoing installations of Zango's software that fall far short of the
proposed settlement's burdens, requirements, and standards. The example installations that we present below
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establish that Zango's current installation and advertising practices remain in violation of the terms and
requirements of the proposed settlement.

= "Material Terms" Disclosed Only in EULA
Zango often announces "material terms" only in its End User License Agreement, not in the more prominent
locations required by the proposed settlement. (Examples A, B)

= "Material Terms" Omitted from Disclosure
Zango often omits "material terms" from its prominent installation disclosures -- failing to prominently
disclose facts likely to affect consumers' decisions to install Zango's software. (Examples A, B C)

= Disclosures Not Clear & Prominent
Zango presents disclosures in a manner and format such that these disclosures fail to gain the required

"express consent" of users because the disclosures are not "clearly and prominently” displayed. (Examples
B,E, F)

= Disclosures Presented Only After Software Download & Execution
Zango presents disclosures only after the installation and execution of Zango's software on the users'
computers has already occurred, contrary to the terms of the proposed settlement. (Examples C, F)

»  No Disclosure Provided Whatseever
Some Zango software continues to become installed with no disclosure whatsoever (Example D)

* Installation & Servicing of Legacy Programs
Older versions of Zango's software -- versions with installation, uninstallation, and/or disclosure inconsistent
with the proposed settlement -- continue to become installed and to communicate with Zango servers.
(Examples C, D, E, F)

» Installations Promoted & Performed through Miscellaneous Other Decephve Means & Circumstances
Zango installs are still known to be promoted and performed in or through a variety of miscellaneous
practices that can only be characterized as deceptive. (Multiple examples in section G)

®  Unlabeled Advertising
Some Zango advertisements lack the labeling required by the proposed settlement. (Multiple examples in
section H)

- These improper practices remain remarkably easy to find, and we have numerous additional recent examples on
file. Moreover, these problems are sufficiently serious that they cast doubt on the efficacy and viability of the
FTC's proposed settlement as well as Zango's ability to meet the requirements of the settiement.

Example A: Zango's Ongoing Mlsleadmg Installations On and From Its Own
Servers

‘The proposed settlement requires "express consent” before software may be "install[ed] or "download{ed]" onto
users' PCs (III). The term "prominent” is defined to mean "clear{] and prominent[]" disclosure of "the material
terms” of the program to be installed, and most of Zango's recent installation disclosures seem to meet this
standard. But we are concerned by what those disclosures say. In our view, the disclosures omit the material
facts Zango is obliged to disclose.

Although the proposed settlement does not explain what constitute “material" terms, other FTC authority
provides a definition. The FTC's Policy Statement on Deception, holds that a material fact is one "likely to affect
the consumer’s conduct or decision with regard to a product or service."

From our analysis of Zango's software, we think Zango has two material features -- two features particularly
likely to affect a reasonable user's decision to install (or not install) Zango software. First, users must know that
Zango will give them extra pop-up ads -- not just "advertisements,” but pop-ups that appear in separate,
freestanding windows. Second, users must know that Zango will transmit detailed information to its servers,
including information about what web pages they view, and what they search for.



Edelman & Howes: "Bad Practices Continue at Zango" ' 3

Unfortunately, many of Zango's installations fail to include these disclosures with the required prominence.
Consider the screen shown below.

fLicense Acquisition

Paris Hilton And Tara Reid Gone
wWild

Trig cordend 5 FEEE thand s e Seekne.
wny: Baastise W75 pald Tae by .«hemslinj
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Seak Se LAsauatl Sﬁqr rides traé access to Pars Hilton Asd fma.m
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End User Licende Agreement CELA)
{Lazt Ravkad July b, 206)

NOTICE TO USER: THIS END USER LICENSE AGREEMENT ("AGREEMENT"} APPLIES WITH
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Figure 1: A Misleading Zango Installer Appearing Within Windows Mcdia Player

Here, Zango admits that it shows "advertisements," but Zango fails to disclose that its ads appear in pop-ups.
Zango's use of the word "advertisements," with nothing more, suggests that Zango's ads appear in standard
advertising formats -- formats users are more inclined to tolerate, like ordinary banner ads within web pages
(e.g. the ads at nytimes.com) or within other software programs (e.g. the ads in MSN Messenger). In fact
Zango's pop-up ads are quite different, in that they appear in pop-ups known' to be particularly annoying and
intrusive. But the word "advertisements" does nothing to alert users to this crucial fact.

Zango also fails to disclose that its servers receive detailed information about users' online behavior. Zango tell
users that ads are "based on™ users' browsing. But this disclosure is not enough, because it omits a material fact.
In particular, the disclosure fails to explain that users' behavior will be transmitted to Zango, a fact that would
influence reasonable users' decision to install Zango.

We're also concerned about the format and circumstances of these installation screens. Zango's installation
request appears in a Windows Media "license acquisition” screen — a system Microsoft provides for bona fide
license acquisition, not for the installation of spyware or adware. Zango's installer appears within Windows
Media Player - a context where few users will expect to be on the lookout for unwanted advertising software,
particularly when users had merely sought to watch a video, not to install any software whatsoever. .
Furthermore, the button to proceed with installation is misleadingly labeled "Play Now" -- not "I Accept,”
Install," or any other caption that might alert users to the consequences of pressing the button. The screen’s small
size further adds to user confusion: At just 485 by 295 pixels, the window doesn't have room to explain the
material effects of Zango's software, even with Zango's extra-small font. (In Zango's main disclosure, capital
letters are just seven pixels tall.) Furthermore, a user seeking to read Zango's EULA (as embedded in these
installation screens) faces a remarkable challenge: The 3,033 word document is shown in a box just five lines
tall, therefore requiring fully 53 on-screen pages to view in full. Finally, if a user ultimately presses the "Play
Now " button, then the "Open" button on the standard Open/Save box that follows, Zango installs immedia tely,
without any further opportunity for users to learn more or to change their mind. Such a rapid installation is
contrary to standard Windows convention of further dlsclosures within an EXE installer, providing further
opportunities for users to learn more and to change their minds.’
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All in all, we think typical users would be confused by this screen -- unable to figure out who it comes from,
what it seeks to do, or what exactly will occur if they press the Play Now button. A more appropriate installation
sequence would use a standard format users better understand (e.g. a web page requesting permission to install),
would tell users far more about the software they're receiving, and would label its buttons far more clearly.

These installations are under Zango's direct control: They are loaded directly from Zango's servers. Were Zango
so inclined, it could immediately terminate this installation sequence, or it could rework these installations,
without any cooperation with (or even requests to) its distrbutors.

Example B: Zange's Ongoing Misleading Hotbar Installations On and From Its
Own Servers

* The "express consent" required under the proposed settlement applies not just to software branded as "Zango,"
but also to all other software installed or downloaded by Zango. (See "any software" in section II1.) The
"express consent” requirement therefore applies to Hotbar-branded software owned by Zango as a result of
Zango's recent merger with Hotbar. But Hotbar installations fail to include unavoidable disclosures of material
effects, despite the requirements in the proposed settlement.

Consider the Hotbar installation shown in a video available online® and in the three screenshots below.

Figure 3: Hotbar's ActiveX Installer - Without Disclosare of Material Effects
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Hotbar.com

Welcome to Hotbar Installation
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Figure 4: Final Step in Hotbar Installation - No Cancel Button, No Disclosure of Material Effects

The installation sequence begins with an ad offering "free new emotion icons" (first screenshot at right) --

. certainly no disclosure of the resulting advertising software, the kinds of ads to be shown, or the significant
privacy effects. If a user clicks that ad, the user receives the second screenshot at right -- a bare ActiveX screen,
again lacking a substantive statement of material effects of installing. If the user presses Yes in the ActiveX
screen, the user receives the third screen at right — disclosing some features of Hotbar (e.g. weather, wallpapers,
screensavers), and vaguely admitting that Hotbar is "ad supported,” but saying nothing whatsoever about the
specific types of ads (e.g. intrusive in-browser toolbar animations) nor the privacy consequences. Furthermore,
this third screen lacks any button by which users can decline or cancel installation. (Note the absence of any
"cancel” button, or even an "x" in the upper-right corner.) :

This installation sequence is substantially unchanged from what Edelman reported in May 2005.”

This installation lacks the unavoidable material disclosures required under the proposed settlement. We see no
way to reconcile this installation sequence with the requirements of the proposed settlement.

Example C:  Incomplete, Nonsensical, and Inconsistent Disclosures Shown by
- Aaascreensavers

We also remain concerned about third paxttes installing Zango's software without the required user consent.
Zango's past features a remarkable serious of bad-actor distributors, from exploit-based installers® to botnets’ to
faked consent.'” Even today, some distributors continue to install Zango without providing the required "clear
and prominent" notice of "material" effects.

Consider an installation of Zango from Aaascreensavers.com. Aaascreensave rs provides a generic "n-Case”
installation disclosure that says nothing about the specifics of Zango's practices -- omitting even the word
"advertisements,"” not to mention "pop-ups" or privacy consequences. (See first screenshot below.) Furthermore,
Aaascreensavers fails to show or even reference a EULA for Zango's software. Nonetheless, Aaascreensavers
continues to place Zango sofiware onto users' PCs through these installers.


http:Aaacrevers.com
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Figure 6: Zango's Subsequent Screen - with deficiencies set out in the text below

Particularly striking is the nonsensical screen that appears shortly after Aaascreensavers installs Zango. (See
second screenshot above.) Beneath a caption hbeled "Setup,” the screen states "the content on this site is free,
thanks to 180search Assistant” -- although the user has just installed a program (and is not browsing a site), and
the program the user (arguably) just agreed to install was called "n-Case" not "180search Assistant.” At least as
paradoxically, the "Setup" screen asks users to choose between "Uninstall[ing] 180search Assistant” and
"Keep[ing]" the software. Since "180search Assistant” is software reasonable users will not even know they
have, this choice is particularly likely to puzzle typical users. After all, it is nonsense to speak of a user making
an informed decision to "keep" software he didn't know he had.

Crucially, both installation prompts omit the material information Zango must disclose under its settlement
obligations: Neither prompt mentions that ads will be shown in pop-ups, nor do they mention the important
privacy effects of installing Zango software."'
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Example D: Msnemotions Installing Zango with No Disclosure At All

Msnemotions continues to install Zango software with no disclosure whatsoever. In particular, Msnemotions
never shows any license agreement, nor does it mention or reference Zango in any other on-screen text, even if
users fully scroll through all listings presented to them.'?

This installation is a clear violation of section III of the proposed FTC settlement. That section prohibits Zango
"directly, or through any person [from] install{ing] or download[ing] ... any software program or application
without express consent." Here, no such consent was obtained, yet Zango software downloaded and installed
anyway.

In our tests, this Zango installation did not show any ads (although it did contact a Zango server and download a
20MB file). Nonetheless, the viola tion of section III occurs as soon as the Zango software is downloaded onto
the user's computer, for lack of the requisite disclosure and consent.

Example E: Emomagic Installing Zango with an Off-Screen Disclosure

Emomagic continues to install Zango software with a disclosure buried five pages within its lengthy (23 on-
screen-page) license agreement. That is, unless a user happened to scroll to at least the fifth page of the
Emomagic license, the user would not learn that installing Emomagic installs Zango too."

By instaling n-CASE, you grant pemission for 1805 chutions -

Figure 7: Emomagic First Mentions Zango 5 Pages Down In Its EULA

This installation is a clear violation of the proposed FTC settlement, because the hidden disclosure of Zango
software is not "unavoidable." In contrast, the proposed Settlement's provision III and definition 5 define
"prominent" disclosures to be those that are unavoidable, among other requirements.

We have additional examples on file where the first mention of Zango comes as far as 64 pages into a EULA
presented in a scroll box. See also example F, below, where Zango appears 44 pages into a EULA, after the
GPL.
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Example F:  Warez P2P Speedup Pro Installing Zango with an Off-Screen
Disclosure

Warez P2P Speedu p Pro continues to install Zango software with a disclosure buried 44 pages within its lengthy
license agreement."* Users are unlikely to see mention of Zango in pmt because Zango's first mention comes so
far down within the EULA.

Users ate particularly unlikely to find Zango's EULA because the first 43 pages of the EULA scroll box show
the General Public License (GPL). (See the screenshot of the first page below, giving no suggestion that
anything but the GPL appears within the scroll box.)

tup - \vlr‘are7 F'ZP Speed Up Pro

License Agreement
Please raad the following important information before continuing.

ersion 2, June 1991

opyright (C) 1989, 1991 Free Saftware Foundation, Inc.

RN

Sehup - Wasez |

180scareh Assistant Esd User License Agreement (EULA)

y accepting this agreement you also accept the terms end conditions of
 1805earch Assistant End User License agreement and privacy

ormation. 1803 carch Assistant will periodically direct you to tar
:pomoxs' websms oliovmgyouto cotnpare products, services, end

polemiton 10fnssunle. & andotamt el aollsnd snbomn sbinn

Figure 9: Warez P2P First Mentions Zango at Page 44 of its EULA, Below the GPL
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Sophisticated users may already be familiar with this license, which is known for the many rights it grants to
users and independent developers. Recognizing this pro-consumer license, even sophisticated users are
discouraged from reviewing the scroll box's contents in full -- making it all the less likely that they will find the
Zango license further down (shown in the second screenshot above).

Afiter instatlation, Warez P2P Speedup Pro proceeds to the second screen shown in Example C, above. A video
available online'’ confirms the special deceptiveness of this screen: If a user chooses the "uninstall" button --
exercising his option (however deceptively mislabeled) to refuse Zango's software — the user then receives a
further screen attempting to get the user to change his mind and accept installation after all.

Figure 10: Further Zango Screen Deceptively Confirms User's Desire to "Cancel” the Iastallation

The substance of this screen is especially deceptive -- asking the user whether he wants to "cancel," when in fact
he had never elected even to start the Zango installation sequence in the first place. Finally, if the user presses
the "Exit Setup” button on that final screen, the user is told he must restart his computer -- a particularly galling
and unnecessary interruption.

Figare 11: User is Prompted to Restart Computer

Section G: Zango Installations Predicated on Consumer Deception or on Use of
Other Vendors' Spyware

We have also observed Zango installs occurring subsequent to consumer deception or other vendors sending -
spyware-delivered traffic to Zango.

Fulicontext spyware promoting Zango. We have observed Fullcontext spyware (itself widely installed without
consent) injecting Zango ads into third parties' web sites. Through this process, Zango ads appear without the
permission of the sites in which they are shown, and without payment to those sites. These ads even appear in
places in which no banner ads are not available for purchase at any price. See e.g. the screenshot below,
showing a Zango banner ad injected to appear above Google's search results.
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Figure 12: A Zango Ad Injected into Google by FullContext

Typosquatters promoting Zango. Separately, Chrs Boyd recently documented'® Zango installs commencing at
"Yootube". "Yootube" is a clear typosquat on the well-known "Youtube" site -~ hoping to reach users who
mistype the address of the more popular site. If users reach the misspelled site, they will be encouraged to install
Zango. Such Zango installations are predicated on a typosquat, e.g. on users reaching a site other than what they
intended -- a particularly clear example of deception serving a key role in the Zango installation process.

Spyware bundlers promoting Zango. In our testing of summer and fall 2006, we repeatedly observed Zango
"S3" installer programs downloaded onto users' computers by spyware-bundlers themselves operating without
user consent (e.g. DollarRevenue and Toplnstalls). Users received these Zango installation prompts among an
assault of literally dozens of other programs. Any consent obtained through this method is predicated on an
improper, nonconsensual arrival onto users' PCs — a circumstance in which we think users cannot grant
informed consent. Furthermore. the proposed settlement requires "express consent” before "installing or
downloading" (emphasis added) "any software™ onto users' PCs (section III). Zango's S3 installer is a "software
program" within the meaning of the proposed settlement, yet DollarRevenue and Toplnstalls downloaded this
program onto users' computers without consent. So these downloads violate the plain language of the proposed
settlement, even where users ultimately refuse to install Zango software.

Section H: Unilabeled Ads

Today CDT will file a further comment about the FTC's proposed settlement, focusing in part on Zango's recent
display of unlabeled ads, again specifically contrary to Zango's obligations under the proposed settlement
(section VI). CDT has proof of 39 unlabeled ads -- 10% of their recent partially-automated tests -- in which
Zango's pop-up ads lacked the labeling required under the proposed settlement. CDT explains that the ads
"provide[d] absolutely no information that would allow consumers to cortrelate the advertisements' origins to

. Zango's software."

We share CDT's concern, because we too have repeatedly seen these problems. For example, a video available
online'” shows a Zango ad served on November 19, 2006 -- with labeling that dlsappears after less than four
seconds on screen (from 0:02 to 0:06 in the video). Furthermore, Edelman first reported this same problem in
July 2004: That when ads include redirects (as many do), Zango's labeling often disappears. Compliance with
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the proposed settlement requires that Zango's labeling appear on each and every ad, not just on some of the ads
or even on most of the ads. So, here too, Zango is in breach of the proposed settlement.

Furthermore, the proposed settlement's labeling requirement applies to "any advertisement” Zango serves -- not
just to Zango's pop-ups, but to other ads too. Zango's toolbars show many ads, as depicted in the screenshots
below. Yet these toolbars lack the labeling and hyperlinks required by the proposed settlement. These unlabeled
* toolbars therefore constitute an additional violation of Zango's duties under the proposed settlement.

Figures 13-16: Zango/Hotbar Toolbars Withont the Labeling Required under the Proposed Settlement

The Size of Zango's Payment to the FTC

We are puzzled by the size of the cash payment to be made by Zango. We understand that the FTC's authority is
limited to reclaiming ill-gotten profits, not to extracting penalties.'” But we think Zango's profits to date far
exceed the $3 million payment specified in the proposed settlement.

Available evidence suggests Zango's company-to-date profits are substantial, probably beyond $3 million. As a
threshold matter, Zango's business is large: Zango claims®® to have 20 million active users at present (albeit with
some "churn" as users manage to uninstall Zango's software). Furthermore, Zango's revenues are large: Zango
recently told a reporter of daily revenues of $100,000%' (i.e. $36 million per year), a slight increase from a 2003
report of $75,000 per day.?” With annual revenues on the order of $20 to $40 million, and with three years of
operation to date, we find it inconceivable that Zango has made only $3 million of profit.

Zango's prior statements and other companies' records also both indicate that Zango's profits exceed $3 million.
A 2005 Forbes article confirms high profits at Zango, reporting "double -digit percentage growth in profits" -
though without stating the baseline level of profits. But financial records** from competing "adware" vendor
Direct Revenue indicate®® a remarkable 75%- profit margin: In 2004, DR eamed $30 million of pre-tax profit on
$38 million of revenue. Because Zango's business is in many respects similar to DR, Zango's profit margin is
also likely to be substantial, albeit reduced from the 2004-cra "adware” peak. Even if Zango's profit margin were
an order of magnitude lower, i.e. 7%, Zango would still have earned far more than $3 million profits over the
past several years.

If Zango's profits substantially exceed $3 million, as we think they do, the settlement’s payment is only a slap on
the wrist. A tougher fine -- such as full disgorgement of all company-to-date profits worldwide -- would better
send the message that Zango's practices are and have been unacceptable.

Zango's Statements and the Need for Enforcement

In its November 3 press release’®, Zango claims its reforms are already in place. "Every consumer downloading
Zango's desktop advertising sofiware sees a fully and conspicuously disclosed, phin-language notice and
consent process," Zango's press release proclaims. This claim is exactly contrary to the numerous examples we
present above. Zango further claims that it "has met or exceeded the key notice and consent standards detailed in
the FTC consent order since at least January 1, 2006" -- again contrary to our findings that nonconsensual and
deceptive installations remain ongoing.
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From the FTC's press release’’ and from recent statements of FTC commissioners and staff, it appears the FTC
intends to send a tough message to makers of advertising sofiware. We commend the FTC's goal. The proposed
settlement, if appropriately enforced, might send such a message. But we worry the FTC will send exactly the
opposite message if it allows Zango to clam compliance without actually doing what the proposed settlement
requires.

As a first step, we endorse CDT's suggestion that the FTC require Zango to retract its claim of compliance with
the proposed settlement. Zango's statement is false, and the FTC should not stand by while Zango
mischaracterizes its behavior vis-a-vis the proposed settlement.

More broadly, we believe intensive ongoing monitoring will be required to assure that Zango actually complies
with the settlement. We have spent 3+ years following Zango's repeated promises of "reform," and we have
first-hand experience with the wide variety of techniques Zango and its partners have used to place software
onto users' PCs. Testing these methods requires more than black-letter contracts and agreements; it requires
hands-on testing of actual infected PCs and the scores of diverse infection mechanisms Zango's partners devise.
To assure that Zango actually complies with the agreement, we think the FTC will need to allocate its
investigatory resources accordingly. We've spent approximately 10 hours on the investigations leading to the
results above, and we've uncovered these examples as well as various others. With dozens or hundreds of hours,
we think we could find many more surviving Zango installations in violation of the proposed settlement's
requirements. We think the FTC ought to find these installations, or require that Zango do so, and then ought to
see that the associated files are entirely removed from the web.



Edelman & Howes: "Bad Practices Continue at Zango" 13

End Notes

10.

11.

12
13.
14.

15.

16.

17.

18.

Federal Trade Commission. "Zango, Inc. Settles FTC Charges."” 3 Nov. 2006. <http://www.fic.gov/opa/
2006/11/zango.htm>.

Federal Trade Commission. "In the Matter of Zango, Inc. f/k/a 180Solutions, Inc.,..." 3 Nov. 2006 <http//
www._fte.gov/os/caselist/0523130/>.

Federal Trade Commission. "FTC Policy Statement On Deception." 14 Oct. 1983. <http://www.fic.gov/bep/
policystint/ad-decept.htm>.

"The Most Hated Advertising Techniques." Jakob Nielsen's Alertbox 6 Dec. 2004. <http://www. uselt.com/
alertbox/20041206.htmI>.

See the HTML version of these comments for a video capture of the installation sequence:
http://www.benedelman.org/news/112006-1 htm!

See the HTML version of these comments for a video capture of the installation sequence:
http://www.benedelman.org/news/112006-1.html

Ben Edelman. "Hotbar Installs via Banner Ads at Kids Sites." 16 May 2005. <http://www.benedelman.org/
spyware/installations/kidzpage-hotbar/>.

Ben Edelman. "Who Profits from Security Holes?" 18 Nov. 2004. <http:/www. benedelman.org/news/
111804-1.htmb>.

Gregg Keizer. "Adware Purveyor Claims Extortion By Own Distributor." TechWeb.com 3 Nov. 2005.
<http://www.techweb.com/wire/security/1 73402770>.

Ben Edelman. "Nonconsensual 180 Installations Continue, Despite 180's "S3" Screen." 20 Feb. 2006.
<http://www.benedelman.org/news/022006- 1 .html>.

See the HTML version of these comments for a video capture of the installation sequence:
http-//www.benedelman.org/news/1 12006-1.html

See the HTML vetsion of these comments for video proof: http://www .benedelman.org/news/112006-1.html
See the HTML version of these comments for video proof: hitp://www.benedelman.org/news/112006-1.htmi
See the HTML version of these comments for video proof: http://www.benedelman.org/news/112006-1.html

See the HTML version of these comments for a video capture of the installation sequence:
http//www.benedelman.org/news/112006-1.html

Christopher Boyd. "Zango and the fake Yootube Movies." VitalSecurity.org 7 Nov. 2006. <http://www.
vitalsecurity.org/2006/1 1/zango-and-fake-yootube-movies.htm[>.

See the HTML version of these comments for video proof: http://www.benedelman.org/news/112006-1.html

Ben Edelman. Forum comment. 4 BestWeb.com 9 Jul. 2004 <http://forum.abestweb.com/showpost.php?p=
73272&postcount=14>.


http:.:htt://ww.ft
http:.:htt://ww.ft

Edelman & Howes: "Bad Practices Continue at Zango” ’ 14

19.

20.

21.

25.

27.

Roy Mark_ "FTC Mulling Next-Gen Tech, Policy." InternetNews.com 6 Nov. 2006 <http://www.
internetnews.com/bus-news/article.php/3642206>.

Zango. "Zango Expands Library of Online PC Games." Zango.com 27 Aug. 2006
<http://www.zango.com/Destination/ Corporate/ReadArticle.aspx?id=52>.

Brian Krebs. "An Interview with 180solutions’ CEQ." SecurityFix 17 Feb. 2006 <http://blog.
washingtonpost.com/securityfix/2006/02/a_interview _with_180solutionss.htm[>.

. Bob Sullivan. "Pop-ups Prove Profitable, Persistent." MSNBC.com 20 Nov. 2003. <http://www.msnbc.

msn.com/id/3541497/>.

. Ellyn Spragins. "The Talent Pool." CNNMoney.com 1 Oct. 2005. <http://money.cnn.com/magazines/fsb/

fsb_archive/2005/10/01/8357491/index.htm>.

. Ben Edelman. "People of the State of New York v. Direct Revenue, LLC - Documents and Analysis.” 7 Apr.

2006. <http://www.benedelman.org/spyware/nyag-dr/>.

Alex Eckelberry. "Money, Money, Money." SunbeitBlog 8 Apr. 2006. <http://sunbeltblog.bbgspot.com/
2006/04/money-money-money.html>.

. Zango. "Zango Response t0 FTC Settlement Agreement Announcement.” Zango.com 2 Nov. 2006

<http://www.zango.com/Destination/Corporate/R eadArticle.aspx 2id=55>.

Federal Trade Commission. "Zango, Inc Settles FTC Charges." 3 Nov. 2006, <http-//www.ftc.gov/opa/
2006/11/zango.htm>.



