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INSTRUCTIONS

- Applicable time period: Unless otherwise specified, the relevant time period applicable
- to the specifications is from June 1, 2005, until the date of full and complete compliance

with-this CID. If CVS’s forms, documents, policies, or procedures have changed during
this period, please so state and bnefly describe the nature of the change and its effective

: -time period.

* ‘Clafins of Privilege: I any document or information ¢alled for by this CID is withheld -
. based on a claim of privilege or any similar claim, the claim must be asserted no later than

the return date of this CID. In addition, pursuant to 16 C. FR. § 2.8A(a), submit, together .

-with the claim, a schedule.of the ifems withheld stating individually as to each item:

. Ca. the type, specific subject matter, and date of- theitem; i
b, the names, addresses, posmons, and orgamzatxons of all authors and rec1p1ents of .
the item; and . F

C. the specific grounds for claiming that the 1tem is pnvﬂeged If only some portion’ |

of .any responsive document or, mformatlon is pnvﬂeged all non-privileged _

portions of the docufment or information must be submitted. A petition to limit or -
- quash this CID shall not be filed solely for the purpose of asserting a claim-or

privilege. 16 CF R § 2.8A). .

Document Retention: You shall retain all docﬁmentary materials used in the preparation
- - of responses to the specifications of this CID. The Commission may require-the .
submission of additional documents at a later time during this investigation. Accordingly,

you should suspend any routine procedures for docunient destruction and take other

Ineasures to-prevent the destruction of decuments that are in any way relevant to this o
investigation during its pendency, irrespective of whether you believe such documents are _

', protected from discovery by privilege or otherwise. Sez 15 U.8.C. § 50; see also 18

U.8.C. § 1505. If, for any spemﬁca’aon there are docuntents that-would be responsive to '

this CID, but they were destroyed, mislaid, or transferréd, describe the clrcumstanccs and o

date on which they were destroyed mislaid, or transfen'ed

_' Petmons to Limit or Quash‘ Any petmon to lumt or quash tlus CID must bc filed with
.. the Sccretary of the Cummxssion no later than twenty. (20) days after service of the CID, -

ar, if the return date is less than twenty (20) days after service, prior to the return date. .

* Such petition shall set forth all assertions of privilege-or other factual and legal objectxons L .
. t0 the CID, including all appropnate argumgents, afﬁdav:ts and other supporting

documentatxon.

. . Modlf cat;on of Specnf' catmns' If you believe that the. scopeof either the required L
-, search, response, or any spccxﬁcat:on can be narrowed consistent with the Commission's h

need for documents, you'are cncouraged to discuss siich possible modifications of this
request, including any modifications of definitions and instructions, with Alain Sheer at

1202-326-3321. All such modlﬁcatlons must be agreed to in wntmg by the Commissions- -
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staff.

Certification: A responsible corporate officer or manager of the Company shall certify
that the responses to the interrogatories and the documents produced or identified in
response to this CID are complete and accurate and that the documents represent all
documents responsive to this CID. This certification shall be made in the form set out on -

. the back of the CID, or by a.declaration under penalty of perjury as prov1ded byUS.C.

§ 1746.

“Scope of Search: Documents covered by this CID are those in your possession or under
'your actual or constructive custody or. control including, but not limited to, documerits in

the possession, custody, or control of your attorneys, accountants, directors; officers and
employees, whether or not such documents were received from or disseminated to any
person or entxty -

Dociment Productmn- You shall produce the documentary matenal by makmg all
responsive documents available for inspection and copying by the Commission’s staff at
your principal place of business. Altérnatively, you may elect o send all responsive

-documents to Alain Sheer, Loretta H, Garrison; and Kristin Cohen, Fedéral Trade

Commission, 600 Pennsylvania Avenue, NW, Mail Stop NJ-3158, Washington, DC

. 20580. Because postal delivery in the Washington DC area and to the Commission is
. 'subject to delay due to heightened security precautions, please use a courier service such as

Federal Express or UPS. Notice of your intention to use this method of comphance shall
be given by mail or telephone to Alain.Sheer at 202-326-3321 at least five days prior to
producnon

.Document Identification: Documents that may be responsive to more tha.n' one

specificatior of this CID need not be submitted more than once; however, your response

should indicate, for éach document submitted, each specification to which the document is * -

responsive. If any documents responsive to this CID have been previously supplied to'the
Commission, you may comply with this CID by identifying the document(s) preéviously
provided and the dateof submission. In addition, number by page all documents in your
submission and mdxcate the total number of doeumenxs in your submission.

* Production of Copxes' Unless otherwise :a’cated1 legxble photocopxes may be submltted in
- | leuof original documents, prov1ded that the originals are retainied in théir state at the time _ -

of receipt of this CID. Further, copies of original documents may be submitted in fien of -
originals only if they are true, correct, and complete copies of the ongmal documents;
provided, however, that, submission of a copy shall constitute a waiver of any. claim as to

 the authenticity of.the copy shonild if be necessaryto introduce such copy.into evidence in

any Commission proceedmg or court of law; and. p::owded further that you shall retam the
original documents and’ produce them to Com:msmon staff upon request. :

: Redactxon. Unless expreesly requested, redact personal information (see Defimtlon 8)
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from your responses.

- Submission of Electronic Data: The following gﬁidelines refer to any documents that - -

you choose to provide in electronic form. You must confirm with the FTC that the
proposed electronic data formats and media types will be acceptable to the government.
1. Magnetic and other electronic media types accepted
a. CD-R CD-ROMs formaited to ISO. 9660 specifications.
b. DVD-ROM for Windows-compatible personal corputers.
- ¢ IDE and EIDE hard disk drives up to 300GB per dnvc, formatted in Microsoft
Windows-cornpatible, uncompressed data.
Note: Other types of tape media used for archival, backup or other purposes such
" as 4mm & 8mm DAT -and other cassette, mini-cartridge, cartridge, and
DAT/helical scan tapes, DLT or other types of media accepted only with prior
approval.

-2. Fite and record formats

a. E-miail: The FTC accepts MS Outlook PST files, MS Outlook MSG files. Any ’
other electronic submission of email accepted only with prior approval. - _

. b. Scanned Documents: Image submissions accepted with the understanding that =
unreadable images will be resubmitted in original, hard copy format in a timely
mariner. Scanned documents must adhere to the following specifications:

(1) All images must be multi-page, 3()0 DPI - Group IV TIFF files named for the
beginning bates number.

(2) It the full text of the document i 1s available, that should be provided as well.
The text should-be provided in one file for the entire document or email, named the
same as the first TIFF file of the document with a *. TXT extension. _

- Note: Single-page, 300 DPI — Group IV TIFF files may be submitted with prior '
approval if accompanied by an acceptable load file such as a Summation or '
Concordance image load file which denotes the appropriate information to allow
the loading of the images into a-document management system with. all document
breaks (document delimitation) preserved. OCR accompanying single-page TIFF
submissions should be located in the same folder and named the same as the - ’
corresponding TIFF page it was extracted from, with a * TXT extension.
¢. Othet PCfiles: The FTC accepts word processing dociments in ASCH text, -

. WordPerfect version 10 or earlier, or Microsoft Word 2002 version or earlier.
Spreadsheets should be in MS Exeel 2002 (* xls) version or earlier. Database files
should be in MS Access 2002 or earlier. PowerPoint presentations may be
submitted in MS PoweiPoint 2002 or earlier.. Other proprietary formats for PC
files should not be submitted without pnor approval. Files may be subm1tted '
using the compressed ZIP format to reduce size and ease portability. Adobe . .
Acrobat PDF (*.pdf) may be subxmtted where the normaI busmess practice storage

‘method is PDF.. _

Note: Database files may also be’ submxtted with pnor approval as dehrmted
ASCII text files, with field names as the first record, or as fixed-length flat files
with appropriate-record layout. Fer ASCII text files, field-lével documentation .
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should also be provided and care taken so-that delimiters and quote characters do
not appear in the data. The FTC may require a sample of the data to be sent for
testing.

3. Secunty

a. All submissions of electronic data to the FI‘C must, bc free of comiputer viruses.
In addition, any passwords protecting documents or files must be removed or

- provided to the FTC. .

- b. Magnetic media shall be carefully packed to avoid damage and miust be clearly
marked o the outside of the shipping container: "MAGNETIC MEDIA — DO
NOT X-RAY MAY BE OPENED FOR POSTAL INSPECTION."

Informatlon Identlt' cation: Each, specification and subspeclficatxon of the CID shall be . .
answered separately and fully in writifig under oath. All information submitted shail be
clearly and, precnsely identified as to the spec:ﬁcahon(s) or subspec1ficat10n(s) to whlch it

is mponsive

'Submlsmon of documents m heu of Interrogatory Answers Premously existing: -

documerit§ that contain the. information‘requested in any written Inferrogatory may be
submitted as an answer to the Interrogatory. In lieu of identifying documents as requested
in any Intczrogatory, you may, at your option, submit true coples of the documents

-Tesponsive to the Interrogatory.




III. SPECIFICATIONS FOR DOCUMENT PRODUCTION

Please provide:

1. - All documents relating to corrective or disciplinary measures or actions CVS took to effect
compliance with the CVS Blue Bag policy for each of the 187 stores identified in the
February 2007 National In-Store Review (NIS) (CVS 2038) as not in comphance w1th the

CVS Blue Bag policy.

{
2. !

3. Documents sufficient to show how often each store received an .
' that included one or more questions or check-list items intended to evaluate the storé’s
compliance with CVS policies relating to the security and confidentiality of personal
information (mcludmg, but not limited to, its disposal). For each store, the information:
should: (a) report/ incidence for each calender yedr from 2005 through 2007 and by
the job title of the reviewer (such as pharmacy supervisor; district manager; region
manager; area.vice president; and senior vice president), and (b) include a copy of the

used by each reviewer, identified by the reviewer’s job title, and identify the
question(s) or check-list item(s) used to evaluate the store’s compliance with CVS pOhCJCS
relating to the security and confidentiality of personal mformatlon :

4. - OnlJune27, 2005 ComputerWorId reported that CVS ! temporanly disabled a feature on.
its Web site after coricerns were raised that unauthorized persons could improperly obtam '
customer—purchase records via e-mail. In a statement, Woonsocket, R.I.-based CVS
acknowledged that ittias turned off the feature that let registered users of its Cvs -
-ExtraCare loyalty cards request copies of their purchase data via e-mail and track -

* purchases made under flexible spending accounts (FSA) set up through their - entployers. .

. CVS said it won’t restore the FSA:tracking feature until it has developed. ‘additional ,
security hurdles for aceessing this purchase information.”” See Przvacy Fears Prompt CVS o
to Turn Off Online Servzce http: fol) tale 3
story/0.1080L102773.00tml. - . ,

Provide all documents relatlng to this alleged vulnerabi]xty. mcludmg. (a) how Ihe chged.-
~vulnerability occurred; (b). what types of personal information were contained ineach -
account (e.g., fiame, account number, purchase’ mformatlon, etc.) for the FSA-tt:ackmg
feature; (c) what steps CVS took to address the alleged vulnerability, including the
“additional sccunty hurdles for accessing this purchasc mfonnation” CVS cmployed for




these accounts; and (d) documents that evaluate, consider, respond to, acknowledge or
contést the accuracy of or otherwise relate to the June 27, 2005, ComputerWorld news

report.

Documents sufficient to set out in detail all policies, practices, and procedures relating to
the security and confidentiality of personal information that: (a) CVS collects, jii'0cesses,
maintains, stores, transmits, or disposes of using computer equipment ot networks or (b) is
electromca}ly accessible through CVS websites or otherwise (collecnvely, “electronic
 security policies™). Responsive documents should include, but may not be limnited to, IS -
Secunty policies, procedures and standards from the IS Security Admmlstratxon (CVS-
4432) i : . :

Docurnents sufficient to set out in detail all policies, practices, and procedures relating to
~ how CVS has evaluated compliance with.and the effectiveness of its electromc seCurity

_ pol1e1es Responsive.documents should include, but not be limited to, oversgeing or.°
monitoring compliance with the eleetronic security policies and assessing r;sks to- the
secunty and conﬁdenuahty of personal mformanon.

Documents sufficient to identify any instance in the last five (5) years of unauthonzed
electronic access to customers’ nersonal information (referred to herein as an “mcxdent”)
© that: (a) CVS collected, processed, maintained, stored, transmitted, or disposed of using
computer equipment or networks or (b) was electronically accessible throiigh CVS
- websites or otherwise. Responsive documents should include, but not be limited to:
(i) the date(s) over which each such incident oceurred;
" (i) the location(s) of each such incident; .

(iif) how each such incident occutred, if known;

(1v) what types of personal - mformatlon were acessible or comprom:sed in each
such, mcxdent ‘and -

' (v) what steps CVS took to address each such incident. .

All documents relatmg to the beerty, Texas, dumping mcxdent (refermced and defmed in
"the FTC Ietter of September 27,2007, n.1 and correspondmg text) that: - ;U " 7L - -

(@ ' assess, estimate, predlct or count the number of consumers whose mformauon was
~*  ormayhave been exposed in. that incident and the amounts and types of - '
mformmon that was or may have been exposed

) - evaluate, consider, respond to, acknowledge or contest the accuracy of or otherwxse )
xelate to the news reports of the L1berty, Texas, dumping mc1dent,



~ (c)  identify how, when, how many, and by whom consumers were notified that their
information was or may have been exposed in that incident. If notifjcation was
made, explain why notification was made (e.g., compelled by law) and provide a

- copy of each substantively d:fferent nonﬁcatlon If notification was not provided,

explam why net; and

(d) identify the specific types of personal information found in the CVS dumpster in
| Liberty, Texas|

All documents relating to the momtonng of compliance wnth CVS’s. confidentxal waste

~ disposal policies and procedures| o

Responsxve documents
. shou.ld include, but not be limited to, comphance audits conductcd relatmg 10 CVS's
' drsposal of personal mformanon o
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SPECIFICATIONS FOR INTERROGATORIES:

Provide a full and complete dé'scription of each instance in the last five (5) years-of
unauthorized electronic access to consumers’ personal information (referred to herein as
an “incident”) that: (a) CVS collected, processed, maintained, stored, transmitted, or -
disposed of using computer equipment or networks or (b) was electronically accessible
through CVS websites or otherwise. This description should include, but not be limited
to: - : : : )

(i) the date(s) over which each such incident occurred; o
(@) the location(s) of each such iﬁcident‘ |
(m) how each such mcxdent occun:ed if known, '

(iv) what types of personal mformatlon were accesmble or compromlsed in each
such incident; and . . .

(v) what steps CVS took to address each such incidént.
Provide a fuﬂ and complete description of how oftén each store received| .that

included one or more questions or check-list items intended to evaluate the store’s
compliance with CVS policies relating to the security and confidentiality of personal

.information (including but not limited to its disposal) for each calender year from 2005

through 2007 and by the job title of the reviewer (such as pharmacy supervisor; district
munager; region manager; area vice president; and senjor vice president). In addition, -

. identify the question(s) or check-list item(s) used to evaluate the store’s compliance with
. CVS policies relating to the security and confidentiality of personal information.

" State whether you agree that the/|

did not provide reliable information about the extent to which pharmacy trash
Teéceptacles in CVS stores were being lined with blug confidential trash bags because the

_ thystery shoppers. conducting the survey: (1) could not observe all waste baskets in the

pharmacies; (2) could not physically inspect pharmacy waste baskets because CVS did not

_ authorize them to enter the pharmacies; and (3) conducted the survey by telephone. If: you

disagree with any of the three reasons set forth above, provide a full and complete
explanation of the basis for your disagreement with éach reason. If you believe that the =~
f provxded accurate information abouit the extent to which pharmacy trash
receptacles were being lined with blue confidential trash bags lines, provzdc afull and o
complete explanauon of the baSIS for your belief. , L

State whether you agree .that the! - didnot "

.require the mystery shoppers to observe, or report-on, how Hlue bags taken from the .

10



pharmacies were disposed of after being removed from pharmacy trash receptacles. If you -
disagree with this statement provide a full and complete explanation of the basis for your- '
disagreement.

State. whether you agree that:

(2)  the CVS Blue Bag policy in effect prior to July 2007 (“the policy”) required”

' pharmacy personnel in each store to sort trash to ensure that all confidential
information was put ‘into trash receptacles lined with blue trash bags and 2ll non-
confidential trash was put into receptacles.lined with clear bags. If you disagree

. with this statement, provide a full and complete explanat:on of the basis for your
disagreement.

(b) ~ CVS did not récognize that pharmacy- perSOnnel would faJl to sort confidentlal and :

.. -+ . non-confidential trash in the manner requiréd by the policy. If you dlsagrec Wlth
this statement, provxde a full and complete explanatlon of the basis for your )
disagreement.

. (© after CVs leamed about the WTHR television mvestxgatron, CVS concluded for -

) ‘the first time that CVS pharmacy personriel were not sorting trash in the manner

. required by the policy. X you disagree with this statement, provide a full and-
complete explanatton of the basis for your dtsagreement .

(d)  the CVS Blue Bag policy also requlred pharmacy or other store personnel in each :
store to place filled blue trash bags in a secure designated spot in the store’s
. backruom for pickup by CVS warchouse tucks and to place filled clear trash bags
_ in dumpsters or other garbage receptacles outside the store. If you disagree with
this statement, provide a full and complete explanatlon of the basis for your
dtsagreement ' .

@©® - CVS did not recognize. that pharmacy or other store personuel would fail to handle
filled trash bags in the store’s backroom in the manner required by the policy,
resulting in blue trash bags, in some instances, being placed in unsecured pubhcly-'
accessible dumpsters. If you disagree with this statement, provide a full and .
«complete explanation of the basis for your dlsagxeement

. (® . after CVS learned about the WTHR television. mvesugatlon, cVvs concluded For -
~ - the first time that CVS pharmicy or other store personnel were not handling filled -
-trash-bags in the store’s. backroom in the manner required by the policy. If you
disagree with thiis stitement, provide a. full and complete explananon of the basxs _
-for your d:sagreement. S

“Provide a full and complete desctiption of all policies, pr_ect'ices, and procedures x:e'lat-ing. to
the security and confideptiality of personal information that: (a) CVS collects, procésses,
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eIectronxcally accesszblc through CVs websxtes or. otherw1se (collecnvely, “ﬂlecttomc - _' , -
security pohcxes") A : P o

-‘1

Provzde a full and complete descnpnon of all pohc1es pracnces and proceduzes relatmg to.., -

-how CVS has evaluated comphance with anid the effectwene§s ot: 1ts elcctromc se(;unty
pohc1es, mcludmg, but not Inmted to, Overseeing or momtormg eomphanee wnh the -
electronic secunty pohcles and assessmg nsks to. thc secunty and conﬂdentzahty of

- personal mformatxon B : R TR RIS

Ino documents are produced that are responswe for any of. the enuues identiﬁed in*
.Document Specxficatlon 9, descnbe for each such. group the basm fon th sgatement;

—— *
R e L
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