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Plaintiff, the United States of America. acting upon notification and authorization to the 

Attomey General by the Federal Trade Commission ("FTC" or "Commission"). for its 

Complaint alleges: 

I. Plaintiff brings this action under Sections 1303(c) and 1306(d) oftlle Children's 

Online Privacy Protection Act of 1998 ("COPPA"), 15 U.SC. §§ 6501-6506, 6502(c) and 

6505(d), and Sections 5(a)(I), 5(m)(l)(A), 13(b), and 16(a) of the Federal Trade Commission 

Act (,TTC Act"), 15 U.s.c. §§ 41-58, 45(a)(1), 45(m)(I)(A), 53(b). and 56(a), to obtain 

monetary civ i I penal! ies, a penn anent injuncti on, and other equitable relief for Defendant's 

\'iolations orthe Commission's Children's Online Privacy Protection Rule ("Rule" or "COPPA 

Rule"), 16 C.F.R. Part 312, and Section 5 of the FTC Act 

-\ 
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JURISDICTION AND VENUE 

2. This Coun has subject manerjurisdiction pursuall1to 28 U.S.c. §§ 1331, 1337(aL 

1345 , and 1355, and 15 U.s.c. §§ 45(m)(l)(A), 53(b), 56(a), and 57b. 

3. Venue is proper in this district under 28 U.S.c. §§ 1391 (b)-tc) and 1395(a), and 

15 US.c. § 53(b) 

DEFINITIONS 

4. For purposes of this Complaint, the terms "child," "collects," "collection," 

"Commission," "delete," "disclosure," '·Internet." "online contact information," "operator," 

"parent," "person," "personal information," "third party," "verifiable consent," and "website or 

online service directed to children," are defined as those terms are defined in Section 312.2 of the 

Rule, 16 c.r.R, § 312.2. 

THE CHILDREN'S ONLINE PRIVACY PROTECTION RULE 

5. The Rule applies to an)' operator of a commercia l website or online service, or 

ponion thereof. directed to children that collects, uses, and/or discloses personal information 

from chi ldren , and to any operator of a commercial website or online service that has actual 

knowledge that it collects, uses, and/or discloses personal information ti'om children. Among 

other things, the Rule requires a website operator to meet specific requirements prior to 

co ll ecting online, using, or disclosing personal infOl1113tion fro m children. including. but not 

limited to: 

a . Posting a privacy polic)' on its website or on line service providing clear. 

understandable, and complete notice of its information pract.ices, including what 

information the website operator collects from children online, how it uses such 
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information, its disclosure practices for such information, and other specific 

disclosures set fOl1h in the Rule: 

h. Providing clear, understandable. and complete notice of its information 

practices. including specific disclosures, directly to parents when required by Ihe 

Rule: 

c. Obtaining verifiable parental consent prior to collecting, using, andlor 

disclosing personal information fyom children: 

d. Giving parents the option to consent \0 the collecTion and internal use of 

their children's personal information without consent ing \0 the disclosure of that 

infolll1ation \0 third parties; 

e. Providing a reasonable means [or parents to rel'iew the personal 

information collected from their children and to refuse to permit its fi.1l1her use or 

maintenance; 

f. Not conditioning children's pm1icipation in an activity upon the children 

disclosing more personal information than is reasonably necessary to pal1icipate 

in that activity; and, 

g. Establi shing and maintaining reasonable procedures to protect Ihe 

confidential it)', security, and integrity ofper50n31 information collected from 

children . 

DEFENDANT 

6. Defendam ,\nisl Arena LLC ("Artist Arena") is a New York limiteclliabilily 

company with its principal place of business a1 853 Broadway. 3,d Floor, New York, NY 10003. 

Al1ist Arena transacts or has transacted business in Ihis district and throughoul Ihe United Slates. 
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At all times material to this Complaint, acting alone or in concel1 with others, Artist Arena 

operated recording al1ists' fan club and newslel1er subscription websites on the Intemet. 

COMMERCE 

7. At all times material to this Complaint. Defendant has maintained a substantial 

course of trade in or affecting commerce. as "commerce" is defined in Section 4 of the FTC Act. 

15 U.S.c. § 44. 

DEFENDANT'S BUSINESS ACTIVITIES 

8. Since at least 2009, Defendant has operated various recording m1ist websites 

tlu'ough which users are able to register for paid fan clubs and subscribe to j)'ee online 

newsletters after submining cel1ain items of personal infol1llation online. Registered fan club 

members can create online profiles, and are able to interact publicly online by, for example, 

posting comments to members' walls and sending and accepting i)'iend requests. Newslener 

subscribers receive an electronic newsletter about a par1icular recording al1ist. 

9. Defendant's websites, www.RihannaNow.com, www.DemiLovatoFanClub.net, 

\\ww.BieberFever.com, and w'Nw.SelenaGomez.com, have attracted a significant number of 

children under age 13. Defendant offered a newsletter subscription on RihannaNow.com, fan 

clubs on DemiLovatoFanClub.net and BieberFever.com, and both fan club and newsletter 

services on SelcnaGomez.com. Paragraphs 10-33 below describe registration for each of these 

serVIces. 

RihannaNow.eom Online Newsletter 

10. Defendant automatically registered a user for Rihanna's online newsletter when 

he or she entered a first and last name, email address, cell phone number. country of residence. 

and birth date. See Exhibit 1. 
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11. Between November 18, 2010 and August 17,2011 , Defendant knowingly 

registered 8,940 newsleller subscribers who indicated they were under the age of 13. 

12. Defendant failed to meet the Rule's direct notice and parental consent 

requirements. Defendant did not: (I) provide parents with a direct notice of its information 

practices: and (2) obtain verifiable parental consent prior to collecting, using, or disclosing 

children's personal information in connection with RihalU1aNow.com. 

Dem iLovatoFanClub.net Fan Club 

13. Prior to the lawlch of DemiLovatoFanClub.ne1. Defendant maintained a webpage 

on Demi Lovato's official website. DemiLovato.com , to sol icit registrations for its future fan 

club. Defendant required a user who expressed interest in the fan club 10 provide an email 

address, first name, and birth date. Regard less of the birth date entered, Defendant provided a 

check box for the user to celt ify he or she had read and agreed to the temlS of the user 

agreement. and was over age 13. The web page a lso stated "[i]fyou are under 13 and live in the 

US ... your parent or legal guardian may complete this registration on ),our behalf." See Exhibit 

2. Defendant did not collect a parent's email address. 

14. Once DemiLovatoFanClub.net launched, Defendant required a user to enter a 

birth date to register for the online fan club. If the bi rth date indicated the user was under age 13, 

Defendant requested the child's emai l add ress. street address including city and state, firs t name, 

gender, t-shirt size, parent's first and last name, parent's emai l add ress, credi t card information, 

and bi lli ng address. (After 14 months of operation, Artist Arena stopped requiring a child to 

enter his or her emai l address and first name.) The regis trat ion page to ld the child to "be sure to 

get your parent's OK and enter [your parent's] First and Last name" and "be sure to get your 
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parent's OK - as the confinnation emai l will be sent lto you] at [your parent's] address:' See 

Exhibit 3. 

15. After collecting from the child the personal information described in Paragraph 14 

aboye, Defendant sent to the child, at the parent's email address, a COnfi11l1ation message 

containing fan club log-in instructions. S~e Exhibit 4. This confirmation email did not provide 

parents with proper notice of Defendant's information, collection, and use practices, or seek their 

consent to such practices. 

16. Through DemiLovalOFanClub.net, Defendant k.nowingly regi stered 634 children 

between April 15.2009 and August~. 201 1. Defendant co llected and maintained personal 

information from an additional 4.586 children who stm1ed, but did not complete, their fan club 

registrations. 

17. Defendant failed to meet the Rule's direct notice and parental consent 

requirements. Defendant did not: tl) provide parents with a direct notice of its information 

practices: and (2) obtain verifiable parental consent prior to collecting. using. or disclosing 

children's personal information in cOlU1ection with DemiLovatoFanClub.net. 

BieberFever.com Fan Club 

18. Defendant required a user seeking to join Justin Bieber's online fan club to add a 

membership to his or her shopping cal1 on BieberFever.com, and to enter an emai l address, user 

name, password, country, and birth date. If the biJ1'h date indicated the user was under age 13, 

Defendant required the child to enter a parent's name and email address. Upon entry of this 

infol111ation. the child immediate ly received im on-screen notice that the registration was 

" successful" and that he or she was "logged in." The notice also directed the child to ask the 
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child's parent .. to check his or her email and click on the link provided" to become a fan club 

member. See Exhibit 5. 

19. At the same time the child receiyed the on-screen notice that his or her 

registration was successful, Defendant sent an email to the parent ' s email address. The email 

stated that: (1) Artist /\rena needed the parent's consent to "complete" the child's registration ; 

(2) the parent could pro\'ide consent by clicking on a link in the email message; and (3) the 

parent did not need to take any action ifhe or she did not consent to the child's fan club 

registration. If the parent clicked the link contained in the email , Defendant led the parent to a 

BieberFever.com webpage that stated. "Thank you for validating this child. The child you are 

yalidating can now log in to the fan club site. You may also continue any order that may be in 

progress." See Exhibit 6. 

20. At this point, the chi ld could return to his or her shopping cart to "Checkout.·· 

The child next received a pop-up box that told the child to "Grab a parent with a credit card;' and 

then click "CONTINUE." Clicking "'CONTINUE" took the child or parent to another pop-up 

box that explained why Defendant coll ected credit card information: .. to verify parental consent 

for your child to join BieberFever.com and have access to all its features" and '·to process your 

membership fee." The child or parent then arrived at the Checkout page, wbere he or she would 

enter delivery, billing, and credit card information to complete the child's registration. See 

Exhibit 7. 

~ I. One month after the website launched , Defendant ceased emailing the parent after 

collecting the information described in Paragraph 18 above. Instead , once the child completed 

the regi stration fields. he or she immediately rerurned to the shopping can to input the 
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infonnation as described in Paragraph 20 above. Defendant then sent the chi ld a confirmation 

email. See Exhibit 8. 

n. Through BieberFe\'er.com. Defendant registered 4,943 children between Jill1e 

2010 and August 2. 2011. In addition. Defendant collected and maintained personal information 

from 21.507 children who sta11ed but did not complete their fan club registrations. 

Defendant failed to meet the Rule's direct notice and parental consent 

requirements. Defendant did not: (1) provide parents "'ith a direct notice of its information 

practices: and (2) obtain verifiable parental consent prior to collecting. using. or disclosing 

children's personal information , Defendant's emai ls to parents and pop-up boxes failed 10: (I) 

clearly and completely disclose that it had already collected personal information from their 

children; and (2) state that Defendant retained children's personal information even when parent s 

did not respond 10 Defendant's email notification or complete the registration process. Finally. 

Defendant· s pop-up boxes failed to inform parents of their rights to have their children' s 

personal information deleted and to refu se 10 permit further collection or use of their children 's 

information. 

SelenaGornez.com Online Newsletter 

24. Defendant required a user to enter 311 emai l ad dress.username.password.biI1h 

date, country. parent's name. and parent' s ema il address to subscribe to the Selena Gomez online 

newslener. D efendant in some instances also required a child to provide his or her firsl name. 

last name. city. state. and poslal code information, The ch ild then recei\'ed an on-screen notice 

that Slated. "Registration successful. You are now logged in," See Exhibit 9. 

}5. Upon receiving this on-screen notice that his or her registration was sl1ccessrul ~ 

the child was able to edil hi s or her online profile. and add any lext to a large signature block at 
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the bonom of the profile page. (The website indicated that the text the chi ld entered to the 

signature block would be ··publicly· displayed at the end of l11i s or her 1 comments.") In addition. 

a child who had not already been required to provide his or her full name, city, state. and zip 

code could add it to his or her account. See Exhibit 10. 

26. At the same time that a chi ld could access his or her Se lena Gomez account. 

Defendant sent an emai l to the parent's email address stat ing that it needed the parent's consent 

to "complete" the child ' s newsletter registration. The emai l directed the parent to provide 

consent by clicking on a link in the email message. and falsely stated that if "you DO NOT want 

to approve your child' s signup, you do not need to do an)1hing else: simply do not cli ck on the 

abo\'e link:' See Exhibit II. Despite this assertion, as described in Paragraphs 24 and 25 above, 

Defendant had already registered the child and all owed the child to complete his or her profil e 

without any acti on by the parent. 

Se lenaGomez.com Fan Club 

27. Defendant req uired a user seekin g to become a member o[ Selena Gomez's fan 

club to select a t-shili size and add it to an online shopping cali on SelenaGomez.col11 , and then 

enter an email address, user name. password, eounll)'. and birth date. Defendant also provided a 

check box to enab le the chi ld to subscribe to the Selena Gomez online newslel1er. Jfthe birth 

date indicated that the user was und er age 13, Defendant req uired a parent's name and email 

address. The child then received an on-screen notice that Slated , "Registration successful. You 

are now logged in." Defendant also indicaled via an on-screen noti ce that lhe child's regist ration 

awaited parental approval. See Exhibit 12. 

28. Defendant sent an email to the parent' s email address that stated th e child's 

regi stration for the Selena Gomez news letter was pending paremal approval (it did not mel11ion 
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the fan club). It also stated that the parent did not need to take any acti on ifhe or she did not 

consent to the registration. Simultaneously , Defendant sent the child a confirmation email. See 

Exhibit 13. 

29. If the parent cli cked the link in the email , a SelenaGomcz.com webpage appeared 

that read. "Thank you for validat ing thi s child . The child you are validating can no\\" log in to 

the fan club site. You may also continue any order that may be in progress." See Exhibit 14. 

30. The child could log into the website usi ng the user name and password created on 

the initial registration page to retul11 to his or her shopping cal1 to "Checkout." At this point. th e 

website provided a pop-up box that stated the child needed to "Find a Parent"' and c li ck 

"Continue," Clicking "Continue" led the child or parent to another pop-up box stating that 

Defendant collected credi t card informatiou to process payment for the fan-club membership, 

and to provide parental consent for the child .. to j oin Se lenaGomez.com and have access to all its 

features." Clicking anywhere on th e sc reen led the child or parent to th e checkout page where he 

or she cou ld enter cred it card. shipping. and billing information. See Exhibit 15. 

31. Alternatively, a child who had regi stered previously fo r th e Selena Gomez online 

newsletter could opt to "upgrade" to a fan club membership. The registration process began 

similar to the process oullined Paragraph 27 above. Howeve r. in this instance. Defendant did not 

send an email to a parent. instead, after adding a t-shirt to a shopping cmt. thc website 

immediately presented the child with the "Find a Parent" pop-up box , then the "Parental 

Consen1" pop-up box . and then th e checko ut page. as described in Paragraph 30 abo\"e. See 

Exhibit 16. 

Defendant registered 10,026 children to the Selena Gomez online news!etlcr and 

2, I 96 children to the fan club between April 25. 2010 an d August 2,201 I . In addition , 
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Defendant collected and maintained personal illformation hom 48.531 children who started but 

d id not complete their newsletter or fan club regisu·alions. 

33. Defendant failed to meet the Rule's direct notice and parental consent 

requiremeI1ls. Defendant did not: (I) provide parents with a direct notice of it s information 

practices; and (2) obtain verifiable parental consent prior to collecting, using, or disclosing 

children 's personal information. Defendant's email s 10 parents and pop-up boxes failed to: (1) 

clearly and completely disclose that it already had collected personal information fro m chi ld ren: 

and (2) state that Defend311t retained children 's personal information even when parents did not 

respond to Defendant's emai l notification or complete the registration process. Moreover. 

Defendant 's emails failed to state how Defendant would use or disclose tlus information. 

Finally. Defendant's pop-up boxes failed to inform parellls of their ri ghts to have their children's 

personal information deleted and to refu se to permit flllther collection or use of their children's 

information. 

34. In comlection with its operation ofRihannaNow.com, DemiLo\'atoFanClub.net, 

BieberFever.com, and Se lenaGomez.com, Defendant collected, used. and/or disclosed personal 

information from approximately 101.363 children in violation of the Child ren' s Online Privacy 

Protec ti on Rule. 

VIOLA TIONS OF THE CHILDREN'S ONLINE PRIVACY PROTECTION RULE 

35. Congress enacted COPPA in 1998to protect the safety and privacy of children 

online by prohibiting the unauthorized or llJUleCessary collection of children's personal 

information online by operators of Internet websites or online services. COPPA directed the 

Federa l Trade Commission to promulgate a rule implementing COPPA. The Commission 

promulgated the CO PPA Rule, 16 C.F.R. Part 3 12, on November 3. 1999 under Sec ti on l 303( b) 
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of COPPA, 15 U.S.c. § 6502(b), and Section 553 ofthe Administrati"e Procedure Act, 5 U.S.C. 

§ 553. The Rule went into effect on April 21. 2000. 

36. Defendant is an "operator" as defined by the Rule, 16 C.F.R. § 312.2. 

37. Defendant violated: 

a. Section 312.4(c) of the Rule, 16 C.F.R. § 312.4(c), which requires an 

operator to provide direct notice to parents of what information it collects from 

children, how it uses such information. and its disclosure practices for such 

information, among other required content; and, 

b. Section 312.5(a)( I) of the Ru le. 16 C.F.R. § 312.5(a)( 1), lI'hich requires an 

operator to obtain veritiable parental consent prior to its collection, use. and/or 

disclosure of personal information from chi ldren; 

38. Pw-suant to Section 1303(c) of COPPA, 15 U.S.c. § 6502(c), and Section 

18(d)(3) oftbe FTC Act 15 U.S.C. § 57a(d)(3), a violation of the Rule constitutes an unfair or 

deceptive act or practice in or affecting commerce, in violation of Section 5(a) of the FTC Act, 

IS U.S.c. § 45(a). 

Count! 

39. [n numerous instances. in connection with operating fan club and/or nell'sleHer 

subscription registrations on RihannaNow.col11, DemiLovatoFanClub.nel, BieberFever.com, and 

SelenaGomez.col11, Defendant collected. used, and/or disclosed, with actual Knowledge, personal 

information online from children younger than age 13. Defendant failed to: ( I) providc direct 

not ice to pm'ellls of what information it collec ts 11'om child ren. ho\\' it uses such information, and 

its disclosure practices fot' suc h inform8lion: and (2) obtain verifi able parentol consent prior to its 

collection , use, and/or disclosure of personal information from children. 
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40. Defendant's acts or practi ces. as described in Paragraph 39 above. violate the 

Children's Online Pri"acy Protection Rule. 16 C.F.R. Part 312. 

VIOLA nONS OF THE FTC ACT 

41. Sect ion 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits "unfair or deceptive acts 

or practices in or affecting commerce" 

42. Misrepresentat ions or deceptive omissions of material [act consti tute deccpth e 

acts or practiees prohibited by Section 5(a) of the FTC Act. 

Count II 

43. Through statements made in emails sent to parents fi'om SelenaGomez.com and 

BieberFeveLcom. as referenced in Paragraphs 19,26, and 28 above. Defendant has represented. 

directly or indirectly, expressly or by implication, that: (I) it would not collect personal 

information on line from children without prior parental consent; and (2) as to the Selena Gomez 

online newsletter, it would not activate a child 's registrati on for the newsletter absent a parent's 

express consent. 

44. In truth and in fact: ( I ) on SelenaGomez.com and BieberFeveLcom. Defendant 

collected personal information online from children without prior parental consent: and (2) on 

Selena Gomez. com, Defendant activated a ch ild 's registration for the newslener absent a parent' s 

express consenl. 

45. Therefore , Defendant's representations as set forth in Paragraph 43 of thi s 

Compla int are false and misleading and constitute deceptive acts or practices in "iolation of 

Section 5(a) "fthe FTC .. \cl. 15l l .S.C. ~ 45(a). 
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THE COURT'S POWER TO GRANT RELIEF 

46. Defendant violated the Rule as described above with the knowledge required b) 

Section 5(m)(1)(A) of the FTC Act, 15 U.S.c. § 45(m)(I)(A). 

47 . Each collecti on, use, or disclosure ofa child ' s personal infom1ation in which 

Defendant violated the Rule in one or more of the ways described above. constitutes a sepaJ'3te 

violation fo r which Plaintiff seeks monetary civi l penal ti es. 

48. Sect ion 5(1ll)( I )(A) of th e FTC Act. 15 U.Sc. § 45(m)(1 )(A), as modifi ed by 

Section 4 of the Federal Civil Penalties Infl ati on Adjust ment Act of 1990.28 U.Sc. § 246 I . and 

Section I .98(d) of the FTC's Rules of Practice, 16 C.F.R. § I .98(d). auth ori zes this COUl1to 

award monetary civil penalties ofnotlllore than $16,000 for each vio lat ion of the Rule on or 

after February 10,2009. 

49. Section 13 (b) of the FTC Act. 15 U.S.c. § 53 (b), empowers thi s CouI1to grant 

injunctive and such other re li ef as the COUl1 may deem appropriate to halt and redress \'iolations 

of any provision of law enforced by the FTC. The CouI1, in exerci se of its equitable jurisdiction , 

may award ancillary reli ef 10 prevent and remedy any violation of any provision of law enfo rced 

by the FTC. 

PRA YER FOR RELIEF 

Wberefore, Plaintiff Unit ed States of America, pursuant to Secti ons 5(a)(1), 5(m)( I leA), 

13(b) and 16(a) orthe FTC Act, 15 U.S.c. §§ 45(a)(J),45(11l)(I)(A), 53(b) and 56(a), and the 

Court's 0\\11 equit able powers, requests that the Court: 

A. Enter a permanent injunction to prevent future vio lati ons of the FTC Act and th e 

COP PA Rule bY Defendant: 
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B. Award Plainl iffmonetary civil penalties from Defendam for eacb violation o1'\be 

Rule alleged in lhis Complaint; and 

C. Award other and addirional relief the Court may determine to be just and proper. 

Dated: October 2, 2012 
New York. New York 

FOR THE LTNlTED STATES OF AMERJCA: 

STUART F. DELERY 
Acting Assistant Attorney General 
Civil Division 
United States Department of Justice 

MICHAEL S. BLUME 
Director 
Consumer Protection Branch 

RJCH.A.RD GOLDBERG 
Assistant Director 

~--~~~~-------------
AL 
Trial ttomey 
Consumer Protection Branch 
Department of Justice 
450 5th Street, N.W. 
Washington, D.C. 20549 
TeL: (202) 307-6154 
Email: alan.phelps(a)usdoj .gOV 

OF COUNSEL: 

KA THERINE A. CAMPBELL 
Attorney 
Federal Trade Commission 
600 Pennsylvania Avenue , N.W. 
Washington, D.C. 20580 
TeL: (202) 326-2924 
Fax.: (202) 326-3259 
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Telephone: (2 12) 637-2689 
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Email: louis.pellell:rino(@,usdoj.gov 
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