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DATA HARVESTING AND ITS CHALLENGES

* Types of data collected ®* Concerns
* Financial ® Extensive data harvesting: sometimes operators
e \Jddation collect more information than they actually need to

deliver the service in view.

Social Interests /activities
* Safe storage and transfer of data

Movement tracking
® Transparency about potential use of the data —

Social connections :
informed consent.

Health information . .
® Transfer of consumer personal data to third parties

— what are the obligations of such third parties?

® Extra territorial transfer of data - governing law




“Nigeria is now home to over 200 fintech standalone companies, plus a number
of fintech solutions offered by banks and mobile network operators as part of
their product portfolio. Between 2014 and 2019, Nigeria’s bustling fintech
scene raised more than $600 million in funding, attracting 25 percent ($122
million) of the $491.6 million raised by African tech startups in 2019
alone... However, the sector is still relatively young. As Africa’s largest

economy and with a population of 200 million—40 percent of which is
financially excluded.”

McKinsey & Company, September 2020



https://www.mckinsey.com/featured-insights/middle-east-and-africa/harnessing-nigerias-fintech-potential#:~:text=The%20full%20potential%20of%20fintech,retail%20banking%20revenues%20in%202019.
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As Nigeria scales back its coronavirus restrictions, the country is looking to digital innovation to ease the impact of an
economic slowdown and maintain food security.
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REGULATORY FRAMEWORK

* 1999 Constitution of the ®* Federal Competition and Consumer Protection
Federal Republic of Nigeria Act, 2018 (FCCPA) mandates the FCCPC to
® Section 37 ® Section 17
“The privacy of citizens, their ® (a) Administer and enforce of the FCCPA and
homes, correspondence, telephone any other enactment with respect to competition
conversations and telegraphic and protection of consumers.
communications. is hereby ® (I) Protect and promote consumer interest.
\ guaranteed and protected.” ® (s) Protect consumers from unscrupulous
\ exploitation by businesses

® (x) Act generally to reduce risk-and injury to
consumers.




REGULATORY FRAMEWORK

® The Nigeria Data Protection Regulation, 2019 (NDPR) -

¢ 2.3 — Data must be obtained only by consent of the data subject. Such consent must be without fraud,

coercion or undue influence.

1. 3 = “Consent’ of the Data Subject means any freely given, specific, informed and unambiguous
indication of the Data Subject’s wishes by which he or she, through a statement or a clear affirmative action,

signifies agreement to the processing of Personal Data relating to him or her”

2.11 = Transfer of personal data to a foreign country subject to the supervision of the Honorable
Attorney General or subject to the consent of the data subject.

3.1 = Data subjects right to access their personal data held by businesses; right to transfer such data to

another business; to request that their personal data be deleted; and to withdrawn consent.




THE ROLE OF THE FCCPC

® Educate consumers about their rights with respect to the ownership and usage of their data.

Promote business responsiveness to their obligation to respect and protect consumer privacy

rights in relation to personal data.
® Promote and enforce consumer data privacy rights.

Develop relevant guidelines/guidance for consumers and businesses.

\ ® Identify peculiarly vulnerable groups and provide targeted protection.

Ongoing- research work in the fintech sector to better understand consumer behavior and

vulnerabilities. = In partnership with a private organization Innovation for Poverty Action (IPA).




INTER AGENCY COLLABORATION

® Joint enforcement in cases relating to extra territorial transfer of consumer personal data.
® Data collection by multinationals, ensuring source country access to such data.

® Collaboration on sanctioning multinationals who misuse consumer personal data from

other countries.

® Share learnings.







