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FTC WARNING LETTERS TO VOIP PROVIDERS



I N F O R M AT I O N  
H A R V E S T I N G  

S C A M S



PHONECALLS/EMAILS/TEXTS

• FTC advisory: Scammers send Covid-19 related phishing emails or 
texts to trick consumers into sharing account numbers, identity 
card numbers, healthcare numbers, or login IDs and passwords. 
They use the information to steal consumer’s money, commit 
identity theft, or both. 



RANSOMWARE/MALWARE
• Some phishing emails about the Coronavirus seek access to computer or networks, often to 

install ransomware or other programs that can lock consumers out of their data. 

• Other scammers have used real information to infect computers with malware. For example, 
malicious websites used the real Johns Hopkins University interactive dashboard of 
Coronavirus infections and deaths to spread password-stealing malware.

https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams
https://www.consumer.ftc.gov/blog/2016/11/how-defend-against-ransomware


FAKE WEBSITES
• FTC Alert: scammers use 

familiar company names or 
pretend to be a known 
contact 

• At right is an example of a 
scam where phishers 
pretended to be the World 
Health Organization (WHO):



SMALL BUSINESSES 
ARE NOT IMMUNE

• Scammers try to get information or money from 
businesses who sought loans through federal relief 
programs

https://www.consumer.ftc.gov/blog/2020/04/new-funding-coronavirus-sba-loans-attracts-scammers


FAKE TESTING SITES

• Scammers set up fake “pop-up” COVID-19 testing sites to exploit crisis. 

• The fake sites can look real, with legitimate-looking signs, tents, hazmat suits, and realistic-
looking tests. 

• They’re taking people’s personal information, including Social Security numbers, credit card 
information, and other health information – all of which can be used for identity theft and to 
run up charges on credit cards. 

• The fake testing sites can cause real harm.  They aren’t following sanitation protocols, so they 
can spread the virus. Worst of all, they’re not giving people the help they need to stay healthy. 



CONTACT TRACING SCAMS
– People claim to be affiliated with a health department call and ask for 

personal information like an identity card number, bank account 
information, or a credit card account. 

– They may also pretend to be contact tracers and collect Personally 
Identifiable Information. 

– Many send spam text messages, which unlike a legitimate text message 
from a health department that only advise consumers that they will call, 
links to a fraudulent site. Clicking on the link may download software onto 
a device, giving scammers access to an array of personal and financial 
information. 

– Many send robocalls. 



R E M O T E  
L E A R N I N G



ENFORCEMENT AND GUIDANCE ON 
CHILD/STUDENT PRIVACY LAWS 

FERPA: Family Educational Rights and Privacy Act is the 
principal law in the US governing privacy in the context of 
education. 

COPPA: The Children’s Online Privacy Protection Act 
generally requires websites and online services to get 
“Verifiable Parental Consent” from parents before collecting 
Personally Identifiable Information from kids younger 
than 13.



T E L E H E A LT H



TOOLS & GUIDANCE FOR DEVELOPERS 
OF MOBILE HEALTH APPS

• FTC, with the FDA and HHS, created a web-based tool for developers of 
health-related mobile apps, which is designed to help the developers 
understand what federal laws and regulations might apply to their apps.

• The guidance tool asks developers a series of high-level questions about the 
nature of their app, including about its function, the data it collects, and the 
services it provides to users. 

• Based on the developer’s answers to those questions, the guidance will point 
the app developer toward detailed information about certain federal laws 
that might apply to the app. These include the FTC Act, the FTC’s Health 
Breach Notification Rule, the Health Insurance Portability and Accountability 
Act (HIPAA) and the Federal Food, Drug and Cosmetics Act (FD&C Act).

• In parallel, the FTC issued guidance on security specifically tailored for health 
app developers, including questions to ask in assessing compliance with 
relevant laws.



COVID-19 TRACKING APPS
• Insurers and health tech companies have developed mobile apps to let patients track Covid-19 

symptoms.  Some apps intend to help consumers quickly and safely evaluate their symptoms, analyze 
their risk of having Covid-19, and potentially get tested.

• However, privacy issues could arise in terms of: 
– what type of personal/health data is being collected

– how patients’ health information is currently being used & how it will be used in the future

• GUIDANCE:  In 2016, the FTC issued guidance regarding mobile health apps.
– Section 5 of the FTC Act prohibits unfair or deceptive business practices.  Companies need to ensure their 

privacy policies correctly state how they collect and store data in order to stay in line with the FTC’s 
prohibition against deceptive commercial practices.

– Section 5 may also be violated if companies fail to reasonably safeguard consumers’ personal information.

– Commercial Mobile Health Apps must also comply with FTC’s Health Breach Notification Rule

• PHISHING:  The FTC has also alerted users to the potential that scammers may use the crisis to trick 
them into providing identity card numbers, payment information, or other sensitive data so that they can 
engage in fraud, identity theft, or both.



MEANWHILE, THE WORK CONTINUES



T H A N K  Y O U !
D E O N  WO O D S  B E L L
U S  F E D E R A L  T R A D E  C O M M I S S I O N
O F F I C E  O F  I N T E R N AT I O N A L  A F FA I R S

The views expressed do  not necessarily reflect the views of the Commission
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