
 

    

   
   

 
    
      
     
        
       
 

   

  
   

   
 

            
       

 
     

 
               

           
            

          
 
            

             
              

             
         

                 
          

 
              

                  
                 
           

 
              

                
             

         
  

UNITED STATES OF AMERICA 

FEDERAL TRADE COMMISSION 
WASHINGTON, DC 20580 

Lois C. Greisman 
Associate Director 

Bureau of Consumer Protection (202) 326-3404 
Division of Marketing Practices lgreisman@ftc.gov 

February 28, 2025 

Via Email 
Dominet Limited 
Email: DomainAbuse@service.aliyun.com 

Re: Impersonation of the Federal Trade Commission and Unauthorized Use of its 
Logo by Domains Registered by Dominet Limited 

To Whom It May Concern: 

I write to inform you that another domain registered by Dominet Limited appears to 
be perpetrating a deceptive impersonation scheme that utilizes the Federal Trade 
Commission’s (FTC) name, logo, and website content without authorization. (See attached 
Jan. 24, 2025 Letter from L. Greisman to Dominet Limited). 

As shown in the attached screenshots, the website FTC.ReportFraud.work is nearly 
identical to FTC.ReportFraud.site, which was also registered by Dominet Limited until it was 
taken down after the FTC’s January 2025 letter. As with FTC.ReportFraud.site, the new 
domain closely mirrors the layout, wording, and design of the FTC’s own website, 
reportfraud.ftc.gov. FTC.ReportFraud.work prominently displays the name “Federal Trade 
Commission” in its upper lefthand side and displays a replica of the FTC’s logo in the upper 
left and bottom right corners of its webpages. 

The website also carries the images of a supposed law firm that purportedly works 
with the FTC to recover losses for victims of online fraud. The FTC does not work with any 
law firms to recover losses for fraud victims, and consumers risk being directed to a fake law 
firm where they may again fall victim to a re-scam. 

The FTC is not affiliated with the entities or individuals operating this website. 
Please be advised that it is a violation of the Rule on Impersonation of Government and 
Businesses (“Impersonator Rule”), 16 C.F.R. § 461, to “materially and falsely pose as, 
directly or by implication, a government entity or officer.” 

https://reportfraud.ftc.gov
mailto:DomainAbuse@service.aliyun.com
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We expect to hear from Dominet Limited regarding this urgent consumer protection 
matter promptly. Please direct any questions, and a copy of your response, to Virginia Rosa, 
vrosa@ftc.gov, 202-326-3068. 

Sincerely, 

/s/ Lois C. Greisman 
Lois C. Greisman 

mailto:vrosa@ftc.gov
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