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Acting on a referral from the Federal Trade Commission, the United States Department
of Justice has filed a complaint against and proposed settlement with Cognosphere, LLC and
Cognosphere Pte. Ltd., publishers of a widely downloaded online video game, Genshin Impact.
If entered, the settlement would resolve allegations that the defendants violated section 5(a) of
the FTC Act, 15 U.S.C. § 45(a), and the Children’s Online Privacy Protection Act, 15 U.S.C.

§§ 6501-6506, and its implementing rule, 16 C.F.R. pt. 312. This law-enforcement action is the
first by the United States to address the growing scourge of so-called “loot boxes” in video
games, a problem with which many parents and all gamers are likely familiar. I extend my
heartfelt thanks to the diligent staff at the FTC whose tireless efforts investigating the
defendants’ conduct and commendable resolve in negotiations led to this historic complaint and
settlement, with its robust remedies that include significant protections for kids under 16, as well
as to our partners at the Department of Justice for filing the case. Because of their stellar work,
we have sent a strong message to the video-game industry—a massive and growing part of our
economy—and everyone in it who would exploit the developing minds of our children and teens
with unfair or deceptive schemes just to turn a buck: GAME OVER.

I also convey my profound gratitude to United States Senator Maggie Hassan, who
sounded an early alarm about the risks of loot boxes.! Her call to action prompted the
Commission to hold a daylong workshop to explore this topic in 2019, at which we heard from
representatives of the video-game industry, consumer advocates, trade associations, economists,
psychologists, and others.? In conjunction with the workshop, the Commission received 116
relevant comments from the public.’ This work set the stage for investigations and enforcement.
Although I am confident that Senator Hassan will welcome this action, I know that she will not
be satisfied unless we continue to build on it. Nor should she be. Indeed, in the time since her
public advocacy around the risks of loot boxes began, jurisdictions across the world have taken
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action to regulate loot boxes, especially when targeting children and teens.* If she is successful in
persuading her colleagues in Congress to do the same, our action against Cognosphere shows
that the Federal Trade Commission is prepared to vigorously enforce any new requirements.
Even without new laws, I believe that the Commission should continue to prioritize protecting
children and teens from unfair or deceptive practices in video games.

In future work on loot boxes, I urge the Commission to consider investigating whether
certain ways they are used may constitute not only unfair or deceptive acts or practices but also
unfair methods of competition. The Commission has a unique dual mandate from Congress,
which charged us with both competition and consumer-protection authorities, and I have long
believed that we can best fulfill that mandate by deploying both sets of tools as powerful
complements to improve Americans’ lives. Specifically, I have called on the Commission to
plead in appropriate cases both consumer-protection and competition counts in the same action,’
and I am gratified that we have recently done s0.6

Could the deployment of loot boxes be one such area that implicates not only the FTC
Act’s consumer-protection mission but also its competition mission? The Supreme Court’s
decision in FTC v. R.F. Keppel & Bro., Inc., 291 U.S. 304 (1934), though more than ninety years
old, provides a strikingly robust analogy to today’s loot boxes. Back then, it was “break and
take” packages, a profitable method of selling “penny candy” to children that turned each
purchase into a game of chance—only sometimes did the candy that a kid bought for a penny
contain within its wrapper its own penny. Jackpot! And often, the penny candy from
manufacturers using “break and take” packages was smaller or of inferior quality when
compared with penny candy sold by manufacturers who refused to sell those packages, typically
on moral grounds. The Commission found and the Supreme Court affirmed that this sales tactic
was a “method of competition” that was unfair because it sold penny candy by employing a
gambling device that “exploit[ed] consumers, children, who are unable to protect themselves™’
and “result[ed] in a substantial diversion of trade” from rivals who refused to use “break and
take” packages.® Today, many loot boxes may operate, as these defendants’ are alleged to have
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done, to separate gamers from their (or their parents’) money, and section 5’s prohibition against
unfair or deceptive practices is likely to be the most useful tool in such cases. But, as Keppel
makes clear, section 5’s prohibition against unfair methods of competition is another potentially
relevant tool, especially in circumstances in which loot boxes operate to keep gamers hooked on
their own game instead of competitors’ games.

When the facts support competition as well as consumer-protection theories, the
Commission should fully execute our Congressional mandate by pleading all law violations we
uncover. In short, the gaming industry should be on notice that wanton use of loot boxes may
create exposure to multiple theories of liability. Children may be unable to assess low-probability
events, but responsible video-game publishers would be well advised not to take the chance of
getting themselves hooked on loot boxes.



